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	Internet Postings/Social Networking
	Related Policies: Hiring and Selection

	This policy is for internal use only and does not enlarge an employee’s civil liability in any way. The policy should not be construed as creating a higher duty of care, in an evidentiary sense, with respect to third party civil claims against employees. A violation of this policy, if proven, can only for the basis of a complaint by this agency for non-judicial administrative action in accordance with the laws governing employee discipline.

	Applicable State Statutes: (820 ILCS 55/10 (2013) 

(5 ILCS 140/2.15) Sec. 2.15. Arrest reports and criminal history records.


	CALEA Standard:  

	Date Implemented:
	Review Date:


I. Purpose: The purpose of this policy is to direct the employees of this agency with respect to the use of the Internet, the worldwide web, and social networking as a medium of communication impacting this agency. 
II. Policy: The internet, blogs, twitter, the worldwide web, social networking sites and any other medium of electronic communication shall not be used in a manner which is detrimental to the mission and function of this agency.  
III. Definitions: 
A. For the purpose of this policy “social networking website” means an internet-based service that allows individuals to:

a. Construct a public or semi-public profile within a bounded system, created by the service;

b. Create a list of other users with whom they share a connection within the system;

c. View and navigate their list of connections and made by others within the system. 
IV. Procedure: 
A. Employees of this agency are prohibited from using agency computers for any unauthorized purpose including surfing the internet or participating in social networking sites.

B. Employees of this agency are prohibited from posting, or in any other way broadcasting, without prior agency approval, information on the internet, or other medium of communication, the business of this agency to include but not limited to:

a. Photographs/images relating to any investigation of this agency. This agency shall not publish booking photographs, commonly known as "mugshots", on its social networking website in connection with civil offenses, petty offenses, business offenses, Class C misdemeanors, and Class B misdemeanors unless the booking photograph is posted to the social networking website to assist in the search for a missing person or to assist in the search for a fugitive, person of interest, or individual wanted in relation to a crime other than a petty offense, business offense, Class C misdemeanor, or Class B misdemeanor. (5 ILCS 140/2.15) Sec. 2.15.
b. Video or audio files related to any investigation of this agency

c. Video, audio, photographs, or any other images etc. which memorialize a law enforcement related action of this agency.

d. Logos/Uniforms/Badges or other items which are symbols associated with this agency.

e. Any other item or material which is identifiable to this agency.

C. Employees of this agency who utilize social networking sites, blogs, twitter or other mediums of electronic communication in their off-duty time shall maintain an appropriate level of professionalism and appropriate conduct so as not to broadcast in a manner which is detrimental to the mission and function of this agency or otherwise impairs the efficiency of this agency.
a. Employees shall not use references in these social networking sites or other mediums of communication that in any way represent themselves as an employee of this agency without prior agency approval.  This shall include but not be limited to:
i. Text which identifies this agency.
ii. Photos that depict the logos, patches, badge or other identifying symbol of this agency.

iii. Accounts of events that occur within this agency where such information would reveal non-public information under state law; would violate confidentiality provisions of law; would impact ongoing investigations; or would otherwise impact the efficient operations of this agency.
iv. Any other material, text, audio, video, photograph, or image that would be identifiable to this agency.
b. Employees shall not use a social networking site or other medium of internet communication to post any materials of a sexually graphic nature.
c. Employees shall not use a social networking site or other medium of internet communication to post any materials which promote violence.
d. Employees shall not use social networking or other medium to promote or disseminate information in favor of recognized subversive entities.
e. Employees shall not use a social networking site or other medium of communication to post or broadcast any materials which would be detrimental to the mission and function of this agency or otherwise impact agency efficiency.
D. Employees of this agency are prohibited from using their title as well as any reference to this agency in any correspondence to include emails, postings, blogs, twitter, social network sites such as Facebook, unless the communication is of an official nature and is serving the mission of this agency. This prohibition also includes signature lines in personal email accounts. An employee may seek agency approval for such use.
E. No member of this agency will request or require any employee or prospective employee to provide any password or other related account information in order to gain access to the employee’s or prospective employee’s account or profile on a social networking website or to demand access in any manner to an employee’s or prospective employee’s account or profile on a social networking website. (820 ILCS 55/10 (2013)
F. Nothing in this policy shall limit this agency’s right to:
a. Promulgate and maintain lawful workplace policies governing the use of the “employer’s / agency’s” electronic equipment, including policies regarding Internet use, social networking site use, and electronic mail use; and

b. Monitor usage of the “employer’s / agency’s” electronic equipment and the “employer’s / agency’s” electronic mail without requesting or requiring any employee or prospective employee to provide any password or other related account information in order to gain access to the employee’s or prospective employee’s account or profile on a social networking website.  
G. This agency is not prohibited from obtaining information about a prospective employee or an employee that is in the public domain.   
H. Administrative Investigations: Employees who are subject to administrative investigations may be ordered to provide the agency with access to the social networking site when the subject of the investigation is directly, narrowly, and specifically related to the employee’s performance or ability to perform his or her function within the agency or when the subject of the investigation is potentially adverse to the operation, morale, or efficiency of the agency.
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