Compromised
domains threaten
hospital district
Situation
Signature-based web proxy servers leave
hospital district exposed.
As a well-established, leading healthcare provider, our
customer had a dedicated security operations team with
IDS/IPS, SIEM, threat intelligence, and a threat detection
service to review security logs and hunt for threats.
Unfortunately, even with proactive rule and policy-based
blacklisting, expired domains were breached and serving
malicious content.

Solution
ML and AI-based behavioral analytic
detections find the impossible.
Cybraics’ nLighten analyzed the firewall, DNS, and web proxy
logs to correlate events and traffic and identified suspected
malicious web traffic between hosts on the customer’s
network and legitimate external domains. Over a dozen
different domains were affected, and users that browsed
these sites were redirected to spam sites. Several
compromised domains were using Angler EK, a clever
technique where the IPs and sub-domains constantly change,
and maintain the same name for only a few minutes. This
quick change technique makes it very difficult to identify
malicious domains and IPs and add them to a blacklist. It is
virtually impossible for traditional tools to detect and block
them within that timeframe of activity.

Filter out the noise with nLighten™ — the fully autonomous SIEM and MDR
platform that turns scattered data into powerful, actionable insights

Success
Millions of customers protected
from phishing and ransomware.
The nLighten platform detected malicious
activity that had previously been identified
as trusted. With this activity now exposed,
the hospital easily blocked access to the
compromised domains. This enabled them
to protect their staff and customers from
sophisticated phishing and ransomware
payloads that had been posing as legitimate
sites.

The nLighten platform is a significant
departure from traditional security tools
in that it can identify threats that were
previously unknown to our environments
and it provides the rich context we need
to take action.

Visit Cybraics.com to Schedule a Demo

