Cybraics Sysmon Integration Guide

OVERVIEW
Sysmon, System Monitor, is a free endpoint detection agent provided with the Sysinternals suite of tools from
Microsoft. Sysmon runs as a service on endpoints and provides valuable insights on process and file creation,
registry access, and network traffic events, amongst others, to help identify malicious activity and intruders.
The logs are verbose but provide a level of detail that would typically be missed by other detection tools.
We recommend installing it on critical, high-risk infrastructure such as jump servers, externally available
servers, and critical file shares. Installation is simple, and it can be integrated into existing operational
processes including deployment via GPO.

GETTING STARTED WITH SYSMON
The first step is to download the Sysmon installer. The official Sysmon page is
here: https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

You will find a link on that page to points to a zip file you can download. The zip file contains both a 32bit
installer, sysmon.exe, and a 64bit installer, sysmon64.exe, as well as the EULA file. Sysmon runs on Windows 7
and higher clients and Windows Server 2008 R2 and higher servers.

Install the Sysmon Service
Installation is done via the command line tool:
sysmon64.exe -i -accepteula [<config-filename>]
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Note: The <config-filename> is optional if you want to experiment first with only installing the Sysmon service.
Including the -accepteula option allows for automated installation, avoiding an interactive prompt to accept
the End User License Agreement. Installing Sysmon does not require a reboot.
After you install the service, you can verify its status via the Services tab in the Task Manager or the Services
Manager in the Microsoft Management Console and then checking the Event Viewer to confirm that events
are being recorded.
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Update the Sysmon Service Configuration
You can update the current config using the command line tool:
sysmon64.exe -c [<config-filename>]

Note: if you do not provide the config-filename, it will dump the current configuration settings.

Uninstall the Sysmon Service
You can uninstall the Sysmon service using the command line tool:
sysmon64.exe -u [force]
Adding the force option ensures that the command will continue even when some components may not be
installed.
Uninstalling the Sysmon service does not require a reboot. The process for upgrading the Sysmon service
typically includes uninstalling the current version, installing the new version, and then verifying the new
install.

Forwarding Sysmon Events
Sysmon events are stored in:
"Applications and Services Logs/Microsoft/Windows/Sysmon/Operational"
Note: for Windows 7, they are stored in Systems event log.
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You will need to configure your existing event forwarding solution, e.g. Splunk Forwarder or Windows Event
Forwarding, to include these events and then forward them to the Cybraics DCA, Data Collection Appliance, to
enable our analytics to see and process them.

Configuring Sysmon
As with most security products, to get the maximum value, you have to tune it for your specific environment.
Sysmon’s monolithic XML config file can make this challenging. It supports logical operators and
include/exclude lists per event id to help us manage the event noise level. While it is rich in functionality, very
little documentation is provided by Microsoft. Fortunately, members of the Cyber community have stepped in
to help us better understand how to take advantage of the Sysmon detection features.
The Cybraics Cyber Range uses a blended config from SwiftOnSecurity and the excellent work done by Olaf
Hartong to provide a modular approach to maintaining a rich, complex config. We have provided a copy of one
of the configurations, sysmonconfig.xml, that we use when testing and designing new analytics.
In particular, the ProcessAccess events, Sysmon Event ID 10, which can provide great insights, by their nature,
are very noisy. You will likely need to exclude processes such as EDR solutions from that event to avoid being
flooded with noise. The Olaf Hartong config contains many exclusions to help you get started.
Here’s an example of some items we have excluded based on our testing in the Cybraics Cyber Range.

Here are a couple of additional references on Sysmon that we have found helpful.
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Additional Sysmon References
The Sysmon Community Guide by TruestedSec fills a big gap in detailed documentation on working with
Sysmon. This is essentially the missing manual at this point for learning how to work with Sysmon’s inner
workings and the sometimes complex configuration processes.
Similarly, the Windows Sysmon Cheat Sheet found at the Malware Archeology
site, https://www.malwarearchaeology.com/cheat-sheets, is another great reference to help learn the insand-outs of working with Sysmon. Note: this guide is focused on malware analysis and takes a different
approach to the config more suited to a lab, but the insights offered here are valuable for any working
environment.
Mark Russinovich, co-creator of the SysInternals suite of tools, has a YouTube channel and has posted some
great videos summarizing the new features available in Sysmon updates: Sysinternals Update June 2020

Conclusion
The Sysmon agent provides complimentary detections to COTS EDR solutions, and can also serve as a standalone capability if this is a gap in your current detective capabilities.
Cybraics has developed several powerful analytics for Sysmon in our Cyber Range. Our Sysmon analytics
detect malware, DNS Tunneling, ransomware, and unauthorized user activity use cases and we look forward
to working with you to deploy this valuable capability in your environment.

6

