WE MANUFACTURE SOLUTIONS

IT System Administrator

Position Summary

As an IT System Administrator, you will contribute to a high-performing, fast-paced team by continuously
improving infrastructure through simplification, modernization, optimization, automation, and execution of IT
operational efficiencies. The ideal candidate for this position will provide thought leadership and actively
contribute to multiple business-enabling projects while providing day-to-day Tier 2 and 3 operational support
of on-premise and cloud-based infrastructure. The IT System Administrator position is a great opportunity for
someone who is passionate about technology, solving problems, helping users stay productive, and
continuously learning.

Responsibilities

Audit, Monitor and optimize systems in order to achieve and maintain maximum performance and
availability.

Monitor, identify, and proactively report issues (e.g. security, capacity, performance, uptime, etc.) with
the internal network and cloud infrastructure.

Evaluate issues for trends, identify root-cause for system problems and plan & implement necessary
corrective action and changes.

Perform vulnerability and penetration tests to identify potential threats and work on steps to defend
against them

Develop and update security improvement initiatives and train employees in security
awareness/procedures

Develop scripts for automation of provisioning, backup, restore, diagnosis, etc.

Coordinate existing Microsoft Windows server environment, including Microsoft Azure, Active
Directory Services, VMWare and Hyper-V hypervisors, Office 365, NAS and SAN storage.

Supports and improves the backup operations, business continuity plans and disaster recovery tests.
Researches and assesses new technology capabilities to support interpersonal growth, improve
efficiency and increase maturity.

Diagnose and resolve internal IT technical issues for technical and non-technical users.

Document how-to information, guides, and procedures.

Remain up to date with advances in technology and industry best practices

Education/Training

Bachelor's degree in Information Technology, Information Systems or equivalent work experience
Minimum of 3 years of technical experience coordinating Windows infrastructure

MCSE, CISSP and CompTIA A+ certifications are strongly preferred

An equivalent combination of education and experience enough to successfully perform the key job
accountabilities may be considered.

Knowledge/Skills/Abilities

Critical thinking skills and analytical ability

—




e Attention to detail with the ability to adhere to company policies

e Strong organizational skills with ability to organize and work on own initiative and prioritize multiple
priorities appropriately

e Strong personal interaction and communication skills including the ability to communicate technical
information to non-technical persons

e Ability to learn new technology or software systems quickly and develop a level of proficiency in
unfamiliar systems and software

e Proficient with Microsoft Active Directory and Azure AD architecture, configuration and administration

e Practical knowledge of SQL Server administration, IIS 7+, Microsoft Office, and PowerShell

e Proficient with managing and maintaining hypervisor technologies such as VMWare and Hyper-V

e Thorough knowledge of Windows XP, 7, and 10, and Windows Server 2003-2016 operating systems

e Possess working knowledge of enterprise server security and patch management methods using
Microsoft Server Update Services and Systems Center Configuration Manager

e Practical knowledge of networking infrastructure including cabling, ports, switches, Ethernet, Wi-Fi
access and TCP/IP

e Practical knowledge of disaster recovery and business continuity concepts, processes and practices

e Able to work outside business hours to support project initiatives, system changes and issue critical
concerns as needed

Travel Requirements
e Some travel within the village of companies between Pulaski and other Village of Companies entities
locations may be necessary.

Physical Requirements
e Normal office conditions with possible requirement to lift and/or move objects or packages of up to
25lbs

Materials and Equipment Utilized
e Computer, printer, phone, etc.

Working Environment:
e Office




