Understanding Embedded
Devices in Firmware and OT
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Introductions

Ron Brash

Director of

Cybersecurity
Insights & Geek
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James Green

Director of Field
Services &
Awesomeness

25+ years experience in
ICS/OT engineering...deep
understanding of control
systems and how they work

Team composed of IT &
OT/ICS engineers and experts

10+ years of tech-enabled
assessments of OT
environments

Software & services to help

clients not only assess, but
also remediate and maintain

security




Context for today’s webinar

- Embedded devices as they relate to industrial
applications (and I1oT) * Differences in

* As an asset owner, IT security, or even management, we vulnerabilities &
want to: how they apply in
OT environments for

: __ embedded systems
o Explain why regular IT style decisions don’t apply

o Explain the basic components in an embedded system « Realities of product
o Explain embedded system terminology for development
cybersecurity
o Provide security insights on embedded products e Realities of
remediation

» And what we can do about it challenges
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Embedded is everywhere

* Networking equipment, appliances,
and systems within systems

» TACS kit: PLCs, DCS, SIS, PACs, relays,
sensor, and more!

* Energy, manufacturing, pharma,
transportation, buildings....

* And even is beyond physical assets
bolted to walls - pacemakers,
dialysis machines, patient
monitoring etc.
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77.5%

CVEs are between

4-8 - problem?

Embedded

devices
outnumber
commodity IT
assets

Embedded
products are
long-lived




Based on performance and functional requirements

Real-time Networked Other

4
( )

_ _ They may overlap based on
Might be fluid - one or the \\\\\\\" the industry, application,
other, or both

and/or needs




2010
SIEMENS S7
Stuxnet

o ——o—0—0—0—0
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2017 2019
Schneider Electric VxWorks
TRISIS Urgentl1

2016 2018

Siemens <Everybody*>
SIPROTEC Meltdown or
CRASHOVERRIDE Spectre

2020
Treck
IP/stack
Ripple20

And we aren’t counting the many vulnerabilities in common
FOSS components like Busybox, Linux, Glib, libxml, etc

]




In IT or traditional application lifecycles - it might look like this (sans the Xs) \

VM activities are “trickier” in
OT. No fixes, harder to
identify, harder to schedule,
other means to break a device
or process exists, risks are
tolerated /transferred
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Techno lingo bingo!
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The differentiators are changing, but the drivers for
hardware & consistent behavior in ICS are NOT changing
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[t’s a collection of electronics in a neat
package with many components that:

* Require certain drivers and
configurations

* Specific software to power-on the
device or peripherals

* And bits/bytes to be sent to chips to
enable functionality, transfer data, or
to execute logic

And all of the hardware/software make
the system an embedded system.

) VERVE

UX / Displays UX Inputs Serial/USB
etc.
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Embedded systems have:

is less risky than a total firmware update

A symbiotic relationship tying hardware to D
software, which operate the device y .
* And an all-encompassing concept where it
) I 1 ¥
all gets called firmware : : g
Separating out applications (or software)from l L .
full updates is fuzzy!
* And in theory, a single application to update o s |



Updates come in two formats usually - the base OS,
and per application

The vendor often repackages or relies on other
vendors as part of the products supply chain
(software, and hardware)

Previously applications were “baked in” or
contained into the base OS updates

ABC 0OS /

inside System update
App update
@ D
T ABC CO’
AmmA ISP
] ]

Provider update




So what is in firmware and how is it made?
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Storage

Firmware can Filesystem
be everythlng, . o o Loadable Services & Keys, Proprletary
. Configs Binaries Libraries kernel daemons Logs passwords, firmware/
or a subset (lf modules hashes, certs blobs
we are
referring to :
8 Operating System (OS)
an update)
Generic Storage Network Memory Bus, IC, and System . Debugging
) ] .. other feature Firewall s
drivers interfaces connectivity MGMT Watchdog facilities
MGMT
Bootloader
System boot Low level Kernel & OS Image loading Fa|If)ver
System INIT parameters or . L . . detection and
. drivers verfiication functionality
variables recovery

Platform Microcode

Hardware
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Don’t forget -
there is

firmware in
firmware




It's usually a multi-step process....

Toolchain

Platform
tools

Compiled
source*

Source Code Pre-package

Distributable

Often called
a
“buildroot”
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How is firmware distributed & validated?

Well not by your Windows Update Service, Apt-get or Appstore....

/\
v
Product ,

Development Packaging D.Ctlo.lll)d t&
istribution

Integrator

* v
O I (‘3 (@ Internet
) 1  J

| @ | Asset

Owner . )
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The relationship between products, firmware
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and vulnerabilities



Security
vulnerability
disclosed with a
tiny bit of directly
“acknowledgeable
” context

A property or an artefact of
construction that results in

-desirable behavi
non-desirable behavior Bug disclosed that

could be used to
affect the security
of the device or
the state of its
operation should
the bug happen to
occur

“Bit bucket
in heaven”
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A vulnerability (from a cyber
perspective) is a flaw that can lead
to something bad happening
“security wise”

The presence of a
vulnerability /issue does not mean
exploitability

Could a bug affect security under
what conditions?

In the product, the way it was
implemented, or within an asset
owner environment?



From a classic perspective, there are seven (7) high-level
vulnerability families:

Often combined,
and not mutually

o exclusive
e Software vulnerabilities
e Hardware vulnerabilities
e Network and communications vulnerabilities
e Logic and configuration-based vulnerabilities Hardest to
. .y find, and often
e Physical vulnerabilities
L. e s : the most
e Organizational vulnerabilities (including deployment critical
environments)
e Personnel-related vulnerabilities
Ultimately affect the

exploitability or (risk
exposure) of an affected asset
or piece of software

Can be
intrinsically
linked via
relationships
(e.g., product
development,
configuration,
product
features, etc.)



ICS Advisory (ICSA-10-214-01)

Wind River VxWorks Vulnerabilities

Debug Interfaces are left

ICS Advisory (ICSA-20-014-01)
GE PACSystems RX3i

3.2 VULNERABILITY OVERVIEW

Proprietary ICS protocol
resulting in unexpected
conditions
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ICS Advisory (ICSA-20-240-01)
Red Lion N-Tron 702-W, 702M12-W

3.2 VULNERABILITY OVERVIEW
32.1 IMPROPERNEUTRALIZATION OF INP

ess to sensi

vulnerability. A

Web input parsing, CSRFs, backdoor,
insecure components

ICS Advisory (ICSA-20-282-02)
Mitsubishi Electric MELSEC iQ-R Series

n may be caused when an attacker sends specially crafted packets to

Resource consumption

ICS Advisory (ICSA-20-175-02)
Honeywell ControlEdge PLC and RTU

3.2 VULNERABILITY OVERVIEW
321 KT TRANSMIS

Cleartext transmission of
sensitive secrets

ICS Advisory (ICSA-19-211-01)
Wind River VxWorks (Update A)

4.2 VULNERABILITY OVERVIEW
42.1 STACK-BASED BUFFER OVERFLOW CWE-121

DHCP etc...



[s blame equally distributed in an insecure
environment? Is it weighted? Or is it biased?

* Which ones are the cause?

* Which ones are the symptoms of a
larger problem?

* Which ones can help improve security?

* Who wears the mud on their faces vs.
who doesn’t?

21



1CS Advisory (1CSA-20-294-01) It’s usually not as simple as let’s create

Rockwell Automation 1794-AENT Flex 1/O Series B
S ) malicious malformed packets and get rich
It is born from

the network,
and through

Legal Notice

ormation

[

EXECUTIVE SUMMARY

an ICS protocol

«  ATTENTION: Exploitable remotely/low skill level to exploit \ )

* Vendor: J
Equipme
Vulnerabiliti e lasl

2. RISK EVALUATION

Successful exploitation of these vulnerabilities could crash the device being accessed, resulting in a buffer overflow condition that may allow remote code execution.

3. TECHNICAL DETAILS
3.1 AFFECTED PRODUCTS

g versions ¢ AENT Flex I/0 Series B, an Ethernet/IP adapter, are affected:

o 1734 TElex /O B Messions4.003 and prio
X
3.2 VULNERABILITY OVERVIEW ,( ‘
521 BUFFER COPY WITHOUT CHECKING SIZE OF I c W) CWE-120 | o OCO1C] O CIC1 erpeeeerrees M
ot SR me T o e , Q nnnnnnrn“ f

llow a remote, unauthenticated attacker to send a malicio§s

gned to this vulnerability of 7.5 has been assigned; the CVSS vector stringis

allow a remote, unauthenticated attacker to send a malicious

o this vulnerability. A CVSS v3 as been assigned; the CVSS vector string is

3.3 BACKGROUND

* CRITICAL INFRASTRUCTURE SE
* COUNTRIES/AREAS DEPLOYED:
* COMPANY HEADQUARTERS LOC.

Direct access
is rare
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23 Feb 2015: Changes in Document v13

Page Status 1D Cat Rare  Summary of Erratum

23 New 844169 CatB

when HCR.VM 1s set

06 Aug 2014: Changes in Document v12

Memory locations might be accessed speculatively due to instruction fetches

Page Status 1D Cat Rare  Summary of Erratum

12 Updated 823274 CatA  Rare  Load or store which fails condition code check might cause deadlock or data
corruplion

29 Updated 790569 CatC Accesses to debug data transfer registers when the OS Lock 1s set behave

incorrectly

Hardware vulnerabilities are bigger
than those such as Spectre, or Row
Hammer...

BUT have you never heard of errata
in hardware being security related?
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Cat

Table 2

Rare Summary of Erratum

R

Revisions Affected

823274 CatA Rare Load or store which fails condition code check might cause deadlock or data X
cormuption

856125 CaB Stage 2 XN attribute is suppressed when stage 1| MMU is disabled X X X

844169 CaB Memory locations might be accessed speculatively due to instruction fetches when X X X
HCR.VM is set

814220 CaB Cache maintenance by set/way operations can execute out of order X X X

802022 CaB A CPU can interfere with the duplicate tag RAM invalidation process for another X X

CPU and cause deadlock




It's not just Boeing - Rockwell Collins on a
Bombardier CR]J; software, bug, or result of <X>?

The FAA is adopting a new airworthiness directive (AD) for certain Rockwell
Collins, Inc. (Rockwell Collins) flight management systems (FMS) installed on
airplanes. This AD was prompted by reports of the flight management computer
(FMC) software issuing incorrect turn commands when the altitude climb field is
edited or the temperature compensation is activated on the FMS control display
unit. This AD requires disabling the automatic temperature compensation
feature of the FMS through the configuration strapping units (CSU) and revising
the airplane flight manual (AFM) Limitations section. The FAA is issuing this AD

to address the unsafe condition on these products.

https://www.federalregister.gcov/documents/2020/05/20/2020-
10744 /airworthiness-directives-rockwell-collins-inc-flight-management-

systems
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The NPRM was prompted by a flight inspection on a Bombardier Model CRJ-

200 airplane, during which Nav Canada, which is Canada’s civil air navigation
service provider, observed the FMS map displaying an incorrect turn for the Fort
St. John airport instrument landing system runway 29 missed approach while
using temperature compensation. Nav Canada assumed this was only an issue
with the map display and reported the incident to Rockwell Collins. Rockwell
Collins subsequently determined that an error in the design of the Pro Line 4 and
Pro Line 21 FMC software causes changes to the procedure-defined turn
direction when the procedure has been significantly modified. The FMS removes
the planned database turn direction when the flight crew edits the altitude climb
field, and the flight crew may not notice the change during climb. The FMS also
removes the planned database turn direction if the flight crew uses the
temperature compensation to edit the altitude climb field, which may go
unnoticed by the flight crew with the increased workload involved with a missed
approach procedure. Editing the altitude or using temperature compensation
does not change the flight segment. However, due to the design error, the
software thinks the flight segment has changed. The change of the planned turn

direction can occur for either left or right turns.

The FMS commanding incorrect turn direction may result in a collision or

controlled flight into terrain.

The NPRM proposed to require disabling the automatic temperature
compensation feature of the FMS through the CSU and revising the AFM
Limitations section. The FAA is issuing this AD to address the unsafe condition

on these products.


https://www.federalregister.gov/documents/2020/05/20/2020-10744/airworthiness-directives-rockwell-collins-inc-flight-management-systems

Think VOCAB “Buckets”

Watchdog, device or component has crashed, likely will reboot
Interrupts, resource starvation, hang, reboot or crash

Kernel, module, core functionality, rootkit, execution of code
Bootloader, load arbitrary software, compromised

Buses, USB, iZc, SPI, UARTS, things to talk between chips, may
expose data or resource issues

Update/firmware verification, bad software, tampered device,

bad...
SD Cards, JTAGS, Serial, may expose files to physical attacks

ICS protocol, local connectivity, may affect process, protect it
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The presence of a vulnerability does not mean exploitability. Relevancy is affected by:

e Configuration
* Implementation
* Usage

Heartbleed (OpenSSL)
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Urgll (VxWorks) Treck TCP/IP Stack

eRKS

config ARM_ERRATA_754322

bool "ARM errata: possible faulty MMU translations following an ASID switch"
depends on CPU_V7
help
This option enables the workaround for the 754322 Cortex-A9 (r2p*
r3p*) erratum, L cneculative memary accecc mav capce s onage fahle wall
.config - Linux Kernel Configuration
(SR IS 2-1are- e + Networking support + Networking options

can populate { Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty
- . submenus ----). Highlighted letters are hotkeys. Pressing <Y>
the new ASID. includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to

. . exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
SW1TCN1lng CO0dQg

<M> P: AH transformation
<M> P: ESP transformation
<M> P: IPComp transformation
<*> P: IPsec transport mode
P: IPsec tunnel mode
P: IPsec BEET mode
arge Receive Offload (ipv4/tcp)
NET: socket monitoring interface
DP: socket monitoring interface
CP: advanced congestion control --->
CP: MD5 Signature Option support (RFC2385)
he IPv6 protocol --->
ecurity Marking
imestamping in PHY devices
Network packet filtering framework (Netfilter) ----
he DCCP Protocol --->
<> The SCTP Protocol --->}
< > The RDS Protocol
< > The TIPC Protocol ----
<M> Asynchronous Transfer Mode (ATM)

<*>

< Exit > < Help > < Save > < Load >

—DOPENSSL_NO_HEARTBEATS
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How to assess and protect embedded systems
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(with or without vulnerabilities)



Something Use your favorite

Gather data via a

representational, framework(s) and .
. . . . variety of means and
but also lower risk existing risk info methods _

initially (e.g., OWASP, 62443) | With adequate

' . ! support

\ L / \ |
/
A YES Has solution
Ny d

. Assess & identi . .
Select a candidate risks fy Y* | Identify solutions
to protect assets

NO Includes
compensating
Consider any controls &
changes to org | remediation |
policies &
procedures + risk
. NO
registrar
L |
Acknowledge
Record decisions, residual risk & Implement
asset info & vulns state solutions
responsibility




craersecurmy ) \ )
Steammvacoar | =3 e

Add (un)known
flaws and
supporting info

Probe hardware
if possible

Candidate deviceis

selected for testing

Aggregate device &

gravityfalls@gravityfalls: $ sudo python smod.py

SMOD > use modbus/scanner/ui
SMOD modbus ( ) > show opti

Fomm hypothesis &
test

Find issues

vulnerability state
information
Alert is released
Discover
summarize Add platform,
available 0S, and BSP info
information

Documentation
LICENSES
arch
block
certs
crypto
drivers
fs
include
init

ipc
kernel
lib

mm

net
samples
scripts
security
sound
tools

usr

virt
COPYING
CREDITS
Kbuild
Keonfig
MAINTAINERS
MakeFile
READIVE

Report findings

OEM software
and processes



Wellfirst, we: 1T IS NICE IN THE/

 Make some big assumptions about configs & updates
Then we:
* Investigate options, and identify relevant candidates

* Review their changelogs for language that matches any reported (or
similar) vulnerabilities

No updates or fixes

known to cause further issues, we move to apply it AT the right time INTHE

« And if any selected updates/changes are recommended, and are not

But... wait it sounds too easy

GO AND =
|8 :

v E RV E AUSTRALIAN WAR MEMORIAL ARTVO0141



And when we can't? Use compensating controls
widely & appropriately for defense in depth...

Q)
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Control the environment control the risk

Assume vulnerable assets are present and
connectivity is easily obtained. Add controls to
isolate, monitor, and secure these systems by
engineering out the consequence with reality

Asset/change management is key

Track your assets to know what you do have,
should an advisory be released, or make
educated preventative security decisions based
on the details continually monitored

Think ahead & have process

Network security, monitoring, and
patch/vulnerability management are still no
substitute for lacking or invisible governance,
procedure, training, and adequate preparedness.
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Security is in the details of ownership

Signup to disclosure feeds and portals to read the
language of vulnerabilities, updates and change
notes. They can point to documentation not
labeled as security, but to reductions in exposure

CFATS, CSATS & more

Test before installation, after installation, and
continue - security is also an ongoing
maintenance activity, and continually degrades
over time

Defense in depth

Relying device-specific controls, or local
segmentation isn’t enough. Physical controls, run
keys, securing the Windows machines, user
accounts, access controls, and OEM applications -
all need to be secured



Thank You

rbrash@verveindustrial.com

www.verveindustrial.com
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http://www.verveindustrial.com/
http://verveindustrial.com

