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Over 3,000 successful implementations

Ready to learn more? 
Call your benefits broker or sales director 
today to schedule a demo. 

could cost you 
more than you think
Each of your employees has financial and social 
data that's continually at risk of exposure. A data 
breach could not only be a problem for your 
employees, it could also be a problem for your 
company. That's why having employee identity 
protection in place is a smart move that may also 
help you protect your bottom line. 

Dark web activity

Putting lives on hold

A hub for illicit activity, the dark web is a 
hidden part of the internet, not indexed by 
search engines — an ideal place for black 
markets and hacker exchanges.

Problems at the o�ice
Identity theft and fraud can have a negative e�ect on an 
employee's performance and your bottom line. It can 
translate to an increase in employee disengagement and 
risk of regulatory litigation for the company.8

Allstate Digital Footprint™ — exclusive
to Allstate Identity Protection Pro Plus

Comprehensive identity monitoring 
and alerts

Best-in-class remediation 
and restoration

Identity theft reimbursement†

Credit monitoring and alerts

Dark web monitoring

These breaches hit a wide array of industries:

Identity protection and data privacy are important 
regardless of your employees’ income or job title. 
Any PII is valuable to thieves because it can be used 
to create new accounts or engage in other types of 
fraud. Allstate Identity Protection provides the tools 
to help your employees see and manage their 
personal data and take control of their privacy.

Identity thieves 
don't discriminate

Banking/credit/
financial sectors

316,403 
records exposed

Medical/
healthcare sectors

30,843,711 
records exposed2

Americans rank 
criminal hacking as 
the top threat to 

their health, safety, 
and prosperity3

26 percent of 
fraud victims had 

unreimbursed 
expenses in 20184

American 
consumers were hit 
with $16.9 billion 

in personal losses 
due to fraud 

in 20194

of the internet is 
not accessible by 
search engines 
like Google6 
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An estimated 
63 percent of 

employers will o�er 
identity theft 

protection as a 
benefit by 20215

13 million people were victims of identity 
theft in 20194 — delaying victims from achieving 
financial milestones like buying a first home or a 
new car.  

New account and account takeover fraud are 
continuing to rise, making resolution even longer, 
because it's more di�icult to establish this 
activity as fraudulent. As a result, there's an 
increase in the length of time thieves 
are able to misuse victims’ identities.

Data breaches are rising, 
with over 7.9 billion personal records 
exposed in the first half of 2019 alone.1

Business sector

3,793,402 
records exposed

Government/
military sectors

3,426,313 
records exposed

Education sector 
1,459,961 

records exposed

What’s 
PII?

Personally Identifiable Information 
(PII) is any information that can be 
used to distinguish your identity, 
like a Social Security number or 
date of birth. This kind of sensitive 
personal data can be used by 
thieves to steal your identity. 

Cost of a 
Social Security

 number:

Cost of credit card
 account information:

Cost of a person’s 
full medical record:

$1,0007

Criminals gain access to a 
consumer’s account by 
changing the mailing 
address or adding 
themselves as a 
registered user.

Thieves use a victim's 
personal information 
to open fraudulent 
credit or bank 
accounts.

What is account
takeover fraud?

What is new 
account fraud?

New account 
fraud losses 
increased Account 

takeovers 
increased

22% 
in 20194

 in 20194
17%

38.89% 42.80% 77.30%
needed to use their 
savings to meet 
financial need

noted their identity 
theft incident left 
them in debt

saw increased 
stress levels9

What makes privacy and identity 
protection a rewarding benefit 
for your employees?

Improves your ability to attract and 
retain top talent

Reduces corporate litigation risks

Decreases employee absenteeism

Boosts employee productivity

Levels up workplace cybersecurity

Provides your employees with the 
security and well-being they need to 
focus on their jobs 

We're the leader in 
employee identity protection
Studies show that taking a proactive approach to identity 
protection could help consumers protect themselves from 
fraud.10 Allstate Identity Protection provides unique tools and 
proactive monitoring that help users see, manage, and protect 
their personal data. With over thirteen years perfecting our 
identity protection employee benefit, we o�er the leading 
solutions for HR pros looking to keep up with employee needs. 

What happens when an employee
experiences identity theft?

Why is it essential 
for your company?

Financial transaction 
monitoring

Data breach notifications 

Social media monitoring

Coverage for pre-existing 
conditions

Protect yourself and your family 
("under your roof and wallet")

Generous family policy 
includes everyone under 
roof or under wallet

Access our portal on 
the go with our iOS or 
Android app

Full-service 24/7 fraud 
remediation with a highly 
trained in-house expert

More than 30 percent of the 
Fortune 500 use our services




