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Already hacked, card data actively being stolen

At risk of being hacked - easily

Some issues, unlikely to get hacked

Hacking unlikely

webscan risk scoring definitions
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WEEKLY SUMMARY

increase of hacked Magento 2 websites since last month
95% of Magento 1 websites are High/Critical Risk

49% of Magento 2 websites are High/Critical Risk

More than 200,000 websites remain on the Magento 1 platform

MAGENTO IS still THE MOST
TARGETED PLATFORM by criminals
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high risk june july

critical risk june july

Magento 1

Magento 2

206,021

39,993

201,267

39,415

Magento 1

Magento 2

2,040

371

May

may

207,925

37,703

1,907

372

1,998

418

Magento 1 websites are slowly migrating off the platform, with a decrease of 1.69% 
over the last 30 days. Magento 2 websites are up 3.51% this month in comparison to 
June.

However, there are still more than 200,000 websites on the now unsupported Magento 
1 platform. 

The good news is that the number of hacThe good news is that the number of hacked Magento 1 websites has decreased by 
42 in the last 30 days from 2040 at the end of May. Unfortunately, hacked Magento 2 
websites have increased by 47 to 418 at the end of June.

Platform May June July

Magento 1

Magento 2

>200,000

>75,000

-1.16%

1.74%

-1.69%

3.51%

6TH JULY 2020
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WEBSCAN RESULTSwebsite numbers (ALL magento)
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These websites have been individually 
verified by our Threat Intelligence Group as 
being hacked with card harvesting malware 
stealing customer payment data.

critical riskWEBSCAN RESULTS
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Websites with High Risk have significant security issues that make them very vulnerable to criminals.
The sites have one or more of the following:

•  Missing critical framework security patches

•  Has known framework vulnerabilities

•  Security issues with website set up

•  Non Card Harvesting Malware

high risk
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Malware distribution
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maGENTO 1 & 2 - lOADERS & SKIMMERSWEBSCAN RESULTS
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It’s good to note that patching in Magento 2 works 
a bit differently than in Magento 1. With Magento 1, 
they released standalone security patches. This 
meant that websites could install these patches 
over older versions of Magento 1 and they would 
still be secure against the latest threats without 
having to update the entire site.

With MagenWith Magento 2, they abandoned this practice and 
websites are expected to upgrade to the latest 
version of Magento if they want to stay secure.

maGENTO 1 & 2 - framework issues


