
Personal and Sensitive Data Auditing 
including Data Security Plans

• Visible offers a range of products that address multiple areas 
including Enterprise Architecture, Data and Process Modeling, 
Data Governance, Self Service Data Discovery and Configuration 
Management.

• View more about Visible Systems Corporation 
https://www.visiblesystemscorp.com/

• Please feel free to contact me directly at 
mcesino@visiblesystemscorp.com

• Michael Cesino
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Manage sensitive data throughout its lifecycle
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Here are a few examples of what you can do when running a 
sensitive data check using our software:

• Readily examine all representations of sensitive data in 
your enterprise architecture, system design, system 
architecture and configuration documentation; change control 
records; other relevant documents or records.

• Find out who the personnel are responsible for establishing 
the systems; personnel with responsibilities for updating the 
systems; and personnel with information security 
responsibilities for systems and networks.

• Understand how to organize processes for managing baseline 
configurations; for developing and documenting an inventory of 
system components; and for updating inventory of system 
components.



Visible provides you with a Business Glossary to standardize terms 
across requirements, systems and applications.

Data Dictionary

Business Metadata

Business Explanationof Data in Systems
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Materials on this slide credited to 
Robert S. Seiner – KIKConsulting.com
The Home of Non-Invasive Data Governance™
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Conceptual Level Sensitive Data Checking

Logical Level Sensitive Data Checking

Physical Sensitive Data Checking

.
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Full Life Cycle Traceability – Systems through Applications.



Capture your 
Data Privacy Rules 

based on Local 
Jurisdiction 
Regulations, 

Categories, and 
Types of Data.
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Graphically show external sources and 

their impact on how you will need to 

manage sensitive data:



You may also want 
to represent your 
Data Retention, 

Blocking /Deletion 
Framework…
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Graphically show the flow of sensitive 

data throughout your functions and each 

one of your processes.
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Let’s take a look at one example using the Zachman
Enterprise Architecture Framework. In this example,
we will click on a cell and look at Issuance of Drivers
Licenses to Applicants.



Use the Enterprise 
Architecture Framework 
of choice as a window 
into your documentation, 
policies & procedures, 
systems & applications, 
networks and
locations.
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Let’s now select one process “Issue A Driver License” and
run a sensitivity check on the data used in that particular
process.



You are able to 
see what data is 
used for Issuing 

a Driver’s 
License
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By clicking on License or Applicant, you can now see the
underlying data model for the process of Issuing a Driver
License.

Notice Social Security Number, Birth Data and other data 
used in Issuing a Driver’s License is displayed as the 
sensitive data we need to control.
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Run sensitive data 
checks down to 
the data element 
level.
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Use the Query and Reports option to generate detailed audits. You
can use column begins with or column contains syntax to search for
sensitive data strings, for example name begins with “ssn”.

Run custom queries and 
generate reports to a 
PDF file or generate as 
a HTML file.

Our query generates a
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report listing all 
activities within the 
Licensing Department 
where sensitive data is 
being referenced.
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Before you think as a 
US company you are 
not impacted by 
GDRP. Think again!

For example, as a US 
manufacturer, if you 
export components, 
parts, assemblies or 
products to the 
European Union then 
you are subject to GDPR!
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In the interest of full disclosure
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Install Data Protections across data 
queries and your applications.
Once Sensitive and Personal Data is identified, you are able to implement 
protections across your applications software.
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Query data and run applications risk-free 
using Differential Privacy

• Visible Sight contains a query analysis and rewriting framework 
to enforce differential privacy for general-purpose SQL queries.

• The rewriting engine can automatically transform an input query 
into an intrinsically private query which embeds a differential 
privacy mechanism in the query directly; the transformed query 
enforces differential privacy on its results and can be executed 
on any standard SQL database.

• The rewriting framework is built on a robust dataflow analyses 
engine for SQL queries. This framework provides an abstract 
representation of queries, plus several kinds of built-in dataflow 
analyses tailored to this representation.
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The Data Security Audit Trail
Full life cycle data security audit trail from Collection, through Storage, Analysis and 
to Transfer of the data across your applications.
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Once we have 
identified 

Sensitive Data
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We can turn 
our attention 
to developing 

a Data 
Security Plan

The data security plan describes:

• The data boundary

• The operational environment

• How the security requirements are implemented

• The relationships with or connections to other data.

DEVELOP A DATA SECURITY PLAN

Develop a data security plan which describes how you plan to 

meet the requirements.

The data security plan and plan of action describing how 

unimplemented security requirements will be met and mitigations 

will be implemented may be documented in any chosen format.
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What is the 
scope of a 

Data Security 
Plan?

•Scope of Impact:

• Scope of the procedure:

• Purely internal processes;

• Purely external processes (e.g., outsourced vendor 

processes); or

• Scope covers both internal processes and external ones.

• Affects the potential impact from the process, which can 

be one or more of the following:

• System;

• Application;

• Process

• Team;

• Department;

• User;

• Client;

• Vendor;

• Geographic region; or

• The entire company
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Define 
Directives, 
Mission, 

Objectives, 
Strategy, and 

Goals
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By conducting 
automated 

searches 
across 

databases …
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We can 
immediately see 
what needs to 
be included in 

our Data 
Security Plan.

All rights reserved. Visible Systems Corporation



Now we are 
ready to run 
Data Security 
Assessments 

as needed

CONDUCT THE ASSESSMENT AND PRODUCE A SECURITY 

ASSESSMENT REPORT

Develop a plan for conducting the security requirements 

assessment.

Assessments help us identify 

unimplemented security 

requirements.
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Data Governance Project References and 
Demonstrations

The project we will send to you with the free trial also builds 
upon the work done on setting up a business glossary, data 
lineage, and sensitive data tracking.
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NEXT STEP …

Take a look at pre-recorded videos of two demos. The links 
can be found on the following web page.

http://www.visiblesystemscorp.com/subscriptions/EDG.htm

Email info@visiblesystemscorp.com for your free trial 
software and a copy of the project described herein. Be sure 
to include “Sensitive Data Checking” in the subject line of 
your email.

http://www.visiblesystemscorp.com/subscriptions/EDG.htm
mailto:sales@visible.com

