Endpoint Protection
MONITOR. DEFEND. SECURE.
Protect your business with reliable, scalable, multi-point security
from Telesystem.

Telesystem Endpoint Protection

Stop threats in their
tracks and protect all
your endpoints on all
of your platforms
Get complete protection
from ransomware, malware
and advanced threats on all
of your endpoints. Our
solution works across all of
your desktops, laptops,
servers, tablets and mobile
devices - across all major
operating systems.

Built to stop the widest range of attacks, Telesystem’s Endpoint Protection has been
proven to prevent even the most advanced ransomware and malware by leveraging a
unique combination of next-generation techniques. This includes the ability to detect
never-before-seen malware with deep learning, anti-ransomware technology, and deny
attacker tools with signatureless exploit prevention. Telesystem’s Endpoint Protection
also includes root cause analysis to provide insight into threats, and instant malware
removal to ensure no attack remnants remain.

Features
• Deep Learning Malware Detection - Executable files are checked pre-execution, powered by
machine learning.
• Exploit Prevention - Detects and stops over 25 exploit methods used to compromise vulnerable
applications.
• CryptoGuard - Detect and roll back malicious file encryption activity caused by ransomware.
• Application Lockdown - Preventing malicious behaviors of applications, like a weaponized Office
document that installs another application and runs it.
• Credential Theft Protection - Prevents dumping of credentials from Windows credential store on
disk, registry, from memory. This technique is seen in attacks that use tools such as Mimikatz.
• Process Protection - Prevents use of techniques such as code cave and AtomBombing often used
by adversaries looking to take advantage of the presence of legitimate applications.
• Registry Protections - Protects sensitive areas of the registry often used by adversaries to
manipulate application and system behavior.
• Active Adversary Mitigations - A group of technical mitigations designed to detect and disrupt
an attack that has established a presence on the host.
• Safe Browsing - Monitoring a web browser’s crypt, presentation, and network interfaces to detect
man-in-the-browser attacks that are common in many banking trojans.
• Root Cause Analysis - Provides an explanation of what happened when malicious activity is
detected.
• Registry Cleaning - Provides a robust malware removal capability that will restore tampered
Windows OS files and registries.
• Synchronized Security - Collaboration with other Synchronized Security enabled products to
share contextual threat information and to respond automatically to detected threats.

As cyber threats continue to grow in both complexity and number, it is more important
than ever to have effective protection in place at the endpoint. Understanding the
threats you need to block and the different security technologies available will enable
you to make an informed choice of endpoint security, and give your organization the
best protection against today’s attacks.

Toledo, Ohio | Philadelphia, Pennsylvania | 1.888.808.6111 | www.telesystem.us

