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This guide provides a short introduction to the installation and initial configuration of DefendX Software Control-
Audit™ for NAS, NetApp® Edition, from an administrator’s perspective. Upon completion of the steps within this
document, DefendX Software Control-Audit for NAS, NetApp Edition will be installed within your enterprise
community.
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Executive Summary

Thank you for your interest in DefendX Software Control-Audit™ for NAS, NetApp® Edition.
DefendX Software Control-Audit monitors file and directory operations for users. DefendX
Software Control-Audit for NAS, NetApp Edition extends our best-of-breed technology to include
the NetApp family of products, allowing you to manage NAS-hosted storage as a seamless whole.

Given the architecture of your Filer®, DefendX Software Control-Audit for NAS, NetApp Edition
does its job remotely. DefendX Software Control-Audit for NAS, NetApp Edition uses a connector
service to create a bridge and include Filers as full participants in environments controlled by
DefendX Software Control-Audit. In light of this fact, you will need to install the NAS connector
on one of the Windows® 2008 machines in your environment. This may be an existing server, a
workstation, or a standalone system.

To be monitored by DefendX Software Control-Audit, version 6.5 or later (excluding version 7.1)
of the Data ONTAP® operating system is required on the Filer. DefendX Software Control-Audit
for NAS, NetApp Edition can be used to monitor NetApp Filers, vFilers®, and NetApp clusters or
any combination of these systems. DefendX Software Control-Audit imposes no restrictions on
how you organize or manage your storage. You can monitor file operations on individual paths,
directories, and/or shares.

To install DefendX Software Control-Audit, a login with administrator rights is needed. You will
be installing three different services: the DefendX Software Smart Policy Manager™ service, the
DefendX Software Control-Audit service, and the NAS connector service.

The DefendX Software Smart Policy Manager service should be installed with a domain user
account as its service account. The DefendX Software Control-Audit service requires a domain
user account with local administrative rights on the NetApp Filer. The NAS connector service uses
this account as well.

Your hardware should be appropriate for the services running on each machine.
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Preparing the NetApp Filer

DefendX Software Control-Audit for NAS, NetApp Edition requires the NetApp Filer to run Data
ONTAP version 6.5 or later (excluding version 7.1). If your Filer is not running version 6.5 or later,
you must upgrade your operating system before you proceed. (Please refer to your NetApp
documentation for instructions.)

The Data ONTAP 7.1 release family is currently not supported with fpolicy.

Although DefendX Software Control-Audit does not install any components on the NetApp
server, you will need to enable the Data ONTAP fpolicy management service. Follow these steps:

1.

2.

Log on to the NetApp server with an account that has administrative privileges.

At the prompt, enter the following command: fpolicy create
DefendXSoftware Control-Audit screen

To verify that CIFS file policies are now enabled, enter the following command: fpolicy

If you want Control-Audit to record permission and owner changes for your files and
directories, you will need to enable CIFS SetAttr feature of fpolicy, enter the following
comand:

fpolicy options DefendXSoftware Control-Audit cifs setattr on

Note: If you don’t have any Control-Audit Policy that monitors Permission Change
or Owner Change events, then you should disable CIFS SetAttr feature.

These steps create the configuration that allows DefendX Software Control-Audit to register with
and manage your Filer. They must be completed before you try to configure DefendX Software
Control-Audit for NAS, NetApp Edition.

NOTE: In case DefendX Software Control-Audit for NAS, NetApp Edition is running on W2k8
Server or W2k8R2 Server, the Filers’ hosts file needs to include the IP address and FQDN of the
machine running DefendX Software Control-Audit.
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To insert the IP address and FQDN within the Filer's hosts file, perform the following steps:
1. Go to http://filername/na_admin

2. Click FilerView > Network > Manage Hosts File.
3. On the Manage Hosts File page, click the Insert button.

4. On the Create a New/etc/hosts Line dialogue box, add in the IP, FQDN, and other required
data of the current DefendX Software QFS server machine and then click OK.

5. On the Manage Hosts File page, click the Apply button.
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Requirements

Server Requirements

DefendX Software Control-Audit for NAS is installed on a server in your environment. The
hardware must be suitable for our software operation, and our requirements are the minimum
necessary. If your server is also hosting antivirus or other programs, your environment’s
requirements may be greater than those in the following list:

e 1GHzCPU

e Windows Server 2008 or Later

e 1GBRAM

e 150 MB free disk space

e Network interface card

e Internet Explorer version 6 or Later or Firefox version 2.x or Later
e |ISversion6or7

e Microsoft SQL Server 2005 or Later

NOTE: SP3 is recommended to be used if MS SQL server 2005 is the database server.

e SQL Server Reporting Services 2005 or later
e Microsoft .NET Framework 2.0
e ASP.NET AJAX 1.0

e Microsoft Report Viewer 2005 SP1 (installed along with the Report Pack)

DEFENDX Copyright © 2020 DefendX Software
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NOTES:
The Remote Connection to the SQL Server should be enabled.

The SQL Server user should have db_datareader and execute permissions on the Control-Audit
database.

The Reporting Service on the database server must grant access to the currently logged Windows
user while installing the application.

NetApp Filer Requirements

The NetApp Filer to which DefendX Software Control-Audit for NAS, NetApp Edition will be
connected requires the following:

e Data ONTAP v. 6.5 or later (excluding version 7.1)

e Network interface card

NOTE: It is strongly recommended that two network adapters be installed in both the Filer and
Windows Server. The connection between the Server and Filer should be a dedicated connection
(i.e., separate from the public network connection). Using a single network adapter will greatly
increase the time required to process data and may cause excessive delays in the environment.

Before You Begin

Before running DefendX Software Control-Audit for NAS NetApp Edition installer, make sure you
have the following ready for a smooth installation:

1. The Microsoft SQL Server user name and password for authentication.
2. Access to server/Filer.

3. The license key you were given when you purchased the Control-Audit product.
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Installation

Prior to installing DefendX Software Control-Audit for NAS, NetApp Edition, DefendX Software
recommends verifying that the installation server meets the requirements listed in the
Requirements section of this document.

Installing DefendX Software Smart Policy Manager

1. Log on to your server by using an account with administrator privileges.

2. Run the DefendX Software Control-Audit installer. If DefendX Software Smart Policy Manager
is not installed, the following installer will launch automatically. If DefendX Software Smart
Policy Manager is installed, you can skip to the section on Installing DefendX Software
Control-Audit for NAS, NetApp Edition.

ﬂ

9P MTP Software Smart Policy Manager is not installed on your system. You need it to run this application.
g) If you do not install Smart Policy Manager the setup will exit.
Do you want to install Smart Policy Manager at this time?

3. The DefendX Software Smart Policy Manager Installation Wizard opens. Click Next to begin
the installation.

MTP Software Smart Policy Manager Setup Wizard 5[

Welcome to the NTFP Software Inztallation
Wizard for Smart Policy Manager

The Installation “izard will install Smart Palicy Manager an
your computer. Click nest to continue.

%aw“

< Bachk

Cancel |
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4. In the License Agreement dialog box, read the end-user license agreement. If you agree to
the terms, click | accept the terms of the license agreement and then click Next. If you do
not accept the terms, click Cancel to exit the installation.

NTP Software Smark Policy Manager Setup Yizard ﬂ

License Agreement

Pleaze read the following license agreement carefully. T ®

oRéare
MTP Software Smart Palicy kanagerTk] End-Uzer Licenze ﬂ
By uzing or copying the accompanying software you are indicating pour acceptance of the

terms of thiz icensze. [f you do not agree to the terme of thiz icenze, please return the
product UMOPEMED ta your place of purchase for a full refund.

GRAMT OF LICEMSE. MTP Software grantz you the nght to use Smart Policy Manager
["PRODUCT") on one computer. golely for your o your company's own intemal uze. [n
addition to the specified gquantity of copies, pou may make one [1] additional copy as a
backup to the onginal. However, you may not cauze the software to execute or be loaded
into the active memory of more computers than the above-specified quantity at any one

time. |n addition the PRODUCT iz licensed zolely for the management of local storage ;I

& | accept the terms of the license agreement

£~ | do not accept the terms of the licenze agreement

|metallShield

< Back | Mest » I Cancel

5. In the Choose Destination Location dialog box, click Browse to choose the location where
you want to install DefendX Software Smart Policy Manager and then click Next.

MNTP Software Smart Policy Manager Setup Wizard |

Choose Destination Location
Select folder where setup will install files. T ©
OREare

Setup will inztall NTP Software Smart Policy tanager in the following folder.

Toinstall to thiz folder. click Mext. Toinstall to a different folder, click Browse and select
another folder.

C:\Program FilezhSmart Policy bManager Browsze. .. |

| FztallEhield

" Dezstination Folder

< Back Cancel

DEFENDX Copyright © 2020 DefendX Software
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6. In the Select Features dialog box, select the components you want to install and then click
Next.

MTP Software Smart Policy Manager Setup Wizard 5[

Select Features
Select the features setup will install T ®
oxtare

Select the features vou want to install, and deselect the features pou do not want to install

— Dezcription

Selecting thiz option will inztall
all of the components required
far the Smart Policy Manager
zervice. The service
inztallation will automatically
inztall the cliznt components.

----- B Smart Policy Manager Admin

4 A8 MB of zpace required on the C drive
39249.46 MB of zpace avalable on the C dive
| mstallShield

< Back | Mext » I Cancel
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7. In the Service Account dialog box, when prompted for a Windows domain user account to
run the DefendX Software Smart Policy Manager service, enter the username and password
for a domain user account with administrative rights on the local machine. Click Next.

MTP Software Smart Policy Manager Setup Wizard ﬂ

Service Account: _I_
Eoggwme@

Enter the zervice account the Smart Paolicy Manager service iz bo run under.

Service |Administrator

Pazzwornd: I (TTTTTTYY Y YY)

Canfirmm: I (TII T YT YTI Y]
| mstallShield
< Back | Mext » I Cancel
DEFENDX Copyright © 2020 DefendX Software
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8. In the Smart Policy Manager Database Location dialog box, enter the directory name where
you want to install the DefendX Software Smart Policy Manager database or just accept the
default location. Click Next.

MNTP Software Smart Policy Manager Setup Wizard x|

Smart Policy Manager Database Location _I_
gnﬁwwe@

Toinzstall to thiz folder, click Mext. To install to a different folder, click Browse and select
another folder.

Setup will install the Smart Palicy kManager databaze in the following folder.

C:\Program FilezhSmart Policy Manager.data stare Browse... |

|metallShield

" Dezstination Folder

< Back

DEFENDX Copyright © 2020 DefendX Software
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9.
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In the Setup Type dialog box, select the DefendX Software Smart Policy Manager installation
type for your environment. If installing to a new environment with no prior DefendX Software
Smart Policy Manager installations, click Next. If installing in an environment in which
DefendX Software Smart Policy Manager is already running, choose Adding to an enterprise
installation and click Next.

NTP Software Smart Policy Manager Setup Wizard ﬂ

Setup Type _I_
Select the setup type that best suits pour needs. ®
oo : NP, e

Chooze the bype of Smart Policy M anager installation you are doing.

' First time inctallation in the enterprize

™ &dding to an enterprise installation

[mstallShield
£ Back IWI Cancel
DEFENDX Copyright © 2020 DefendX Software
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10. In the Smart Policy Manager Initial Setup Parameters dialog box, provide DefendX Software
Smart Policy Manager with a name for your organization and a location name for this DefendX
Software Smart Policy Manager instance, or accept the default settings. Click Next.

MTP Software Smart Policy Manager Setup Wizard ﬂ

Smart Policy Manager Initial Setup Parameters _I_
Eoggwnm‘*’

Enter the initial organization and location names.

Organization: IM_I.J Organization
Location: IM_'.J Site
| mstallShield
< Back | Mext » I Cancel
DEFENDX Copyright © 2020 DefendX Software
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11. In the Start Copying Files dialog box, review your configuration information. Click Back to
make any changes; otherwise, click Next to begin copying the files.

NTP Software Smark Policy Manager Setup Yizard 5'

Start Copying Files

Review zettings before copying files. T ,
? P ,@og:wwe@

Setup hags enough infarmation to ztart copying the program files, [F you want bo revies or

change any zettings, click Back. [f pou are zatizgfied with the zettings, click Mest to begin
copying files.

Current Settings:

Drestination Path: =
C:A\Program Filesh\Smart Policy b anager

Smart Policy Manager databaze directony:
C:A\Program FileshSmart Policy M anageridata stare

Components ta install]
Smart Policy Manager Service
Smart Policy Manager Administration T ool

i o

|mgtallShield

< Back | Mest » I Cancel |

12. If you do not want to view the DefendX Software Smart Policy Manager readme file, clear the

Yes, | want to view the readme file checkbox. When you click Finish, the DefendX Software
Control-Audit for NAS Installer opens.

NTP Software Smart Policy Manager Setup Wizard

MTP Software Installation Wizard for Smart Policy
Manager Complete

The Installation wizard has successfully installed Smart Policy
Manager. Click Finish to exit the wizard.

[T iYes, | want ta view the readme file:

oféware”
< Back | Finigh I Carcel
DEFEN DX Copyright © 2020 DefendX Software
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Installing DefendX Software Control-Audit for NAS, NetApp Edition

1. When the DefendX Software Control-Audit for NAS Installation Wizard opens, click Next to
begin the installation.

NTP Software File Auditor for NAS Setup x|

Welcome to the HTP Software Installation
Wizard for File Auditor for HAS

The Installation ‘Wizard will ingtall File Auditor for HAS on
wour computer. Click nest to continue.

%am”

% Back

vD EFEN DX Copyright © 2020 DefendX Software
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2. In the License Agreement dialog box, read the end-user license agreement. If you agree to
the terms, click | accept the terms of the license agreement and then click Next. If you do

not accept the terms, click Cancel to exit the installation.

NTP Software File Auditor for NAS Setup x|
License Agreement
Please read the following license agreement carefully. T ®
Okt are

MTPF Software File Auditor(tm] for MAS -
End User License

By uzing or copying the accompanying sofbware pou are indicating your acceptance of the
termz of thig licenze. If pou do not agree to the terme of thiz licenze, pleaze retum the

product UMOPEMED to your place of purchaze for a full refund.

GRAMT OF LICENSE. MTP Software grants you the right to uze MTP Software File

Auditar for MAS [Mthe PRODUCT"] to manage the number of MAS systems for which you
have paid a licenze fee, provided the uze iz zolely for your personal or your company®s

own internal uge. MTP Software grants you the rights to run the "Windows connector
components of HTP Software File Auditar for MAS on one or more Windows systems, up LI

" || accept the berms of the license agreement

| do not accept the terms of the license agreement

|metalls hield

< Back | Mest » I Cancel

3. Inthe Choose Destination Location dialog box, choose the location where you want to install

DefendX Software Control-Audit and then click Next.

MTP Software File Auditor for NAS Setup

Chooze Destination Location

X

Select folder where setup will install files. T &
OREare

Setup will inztall File Auditor for MAS in the following folder.

Toinztall to thig folder, click Mext. To inztall to a different folder, click Browsze and zelect
another folder.

C:MProgram FilezhM TPSoftwareFile Auditor for Mas Browse... |

" Destination Folder

| mstallShield

Cancel

DEFENDX Copyright © 2020 DefendX Software
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4.

b A
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In the Select Features dialog box, select the components to be installed on the local machine.
The Admin component allows administration of the DefendX Software Control-Audit service.
The NAS Connector component is required if this machine will need to communicate with a
Filer for file and directory operations monitoring purposes. The BOT Service component is
required if you wish to have the Business Overwatch Tasks Service & its configuration
interface.

MTP Software File Auditor for NAS Setup |

Select Features
Select the features setup will ingtall T ®
ORERAVE

Select the features pou want to install, and deselect the features pou do not want to install

— Dezcnption

Selecting thiz option will inztall

all of the componentz required
NAS Connestor to run the MTP Software File
Auditor adminiztrative client. |f
you chooze not to inztall these
components you may skl install
the MTF Software File Auditor
zervice, but you will not be
able ta canfigure it fram this
machine.

----- BOT Service

0.00 ME of zpace required on the C drive
405032 MEB of space avalable on the C drive

|mgtallShield
< Back | Mest > I Cancel
DEFENDX Copyright © 2020 DefendX Software
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5. In the DefendX Software Control-Audit dialog box, provide your SQL Server name and your
database name.

NTP Software File Auditor for NAS Setup x|
MTP Software File Auditor _I_
Eo g:wme@

Please specify the SOL server name and databaze name.

Server IM.'r'S EIVED

Databaze IM_','D atabassd

|mgtallShield
< Back IWI Cancel
DEFEN DX Copyright © 2020 DefendX Software
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6. In the DefendX Software Control-Audit dialog box, specify the security setting to be used to

connect to the SQL Server for database and tables creation.

MTP Software File Auditor For NAS Setup
MTP Software File Auditor
D atabaze Authentication Inkfarmation T &
AR AVE

Please zpecify the security settings for connecting to sql serer.

D atabaze connechon credentials:

i+ |nteqrated Security

£ 50L Security

=zer Mame |

FPazzward |

LCarfirm |

< Back | Mest I Cancel

If the database doesnot exist, the below question dialog will be displayed. Click the Yes
button. If you wish to create the database yourself, run the SQL Scripts in the Control-Audit
for NAS installation folder after the setup is complete. The script file is “Control-Audit DB

Schema and User Script.sql”.

Question Eq |

\?/ The specified database doesn't exist. Do wou want to create it?

Yes Mo |

NOTE: If you are upgrading from Control-Audit 2.2 or older versions, the installer
will prompt for upgrading the database. Alternatively, you can run the upgrade
script manually; the script file “Control-Audit DB Upgrade Script.sql” is located in
the Control-Audit installation directory after the setup is complete.

DEFEﬁNDX Copyright © 2020 DefendX Software
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7.

8.
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In the User Information dialog box, provide your company name. Select the Install Evaluation
Version option if you wish to try the evaluation version of the software. Otherwise, please
insert your DefendX Software Control-Audit and NAS Connector serial numbers. Click Next.

NTP Software File Auditor for NAS Setup x|

Uszer Information _I_
Enter pour registration informatiorn. ®
,@ﬂ Eﬂ)&ﬂf

Pleaze enter the name of the company far whom pou work. and zelect whether vou want
to inztall an evaluation vergion or the production version.

Company Mame: hy Campany

" Install Evaluation Yersion

% |nztall Production Yersion

File Auditor Serial Mumber: IFILE AUDITOR SERIAL MUMBER
Ma5 Connector Senial Mumber: INAS COMMECTOR SERIAL HUMEBER|
|mstallShield

< Back | Mest » I Cancel

In the Account Type dialog box, specify the account type to be used. Click Next.

NTP Software File Auditor for NAS Setup x|

Account Type

Pleaze specify the tppe of account to uze. T ©
prely e e gng?mﬂyc

The File Auditor zervice can min az a specified account or the buil-in system account.

{* Specify an account bo use,

= Usze the buil-in system account, The following features are disabled:
- The ahility to zpecify UMC pathz in policies.
- Active Directom/LDAP email addrezz lookups.
- zer account lookups across multiple domains.

|mtallEhield

Cancel |

DEFENDX Copyright © 2020 DefendX Software
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9. In the Service Account dialog box, when specifying an account, enter a username with local

administrative privileges. This account will be used to log in and monitor file operations. Click
Next.

NTP Software File Auditor for NAS Setup |

,@Iﬁ ware®

Enter the zervice account the File Auditor Connectar service i to mn under. Thiz zervice
account must have SELECT, INSERT, DELETE, and CREATE TAELE permiszions on the File

Service Account

Auditar SOL Databaze,

Service b drmiiniiztratar

Pazaword, ™

Canfirm: e
[ztalls hisld

< Back | Mest » I Cancel

10. In the Select Program Folder dialog box, select the program folder to host the DefendX
Software Control-Audit for NAS startup group. Click Next.

NTP Software File Auditor for NAS Setup x|

Select Program Folder

Fleaze select a program folder. T
s NP, v

Setup will add program icons to the Program Folder lizted below. You may type a new folder
name, of elect one from the existing folders lizt Click Mest bo continue.

&

Program Folder:

Software File Auditor for HAS

Exizting Folders:

Access |BM -
Arccessornes

Adminiztrative Tools

Adobe

Audio Related Programs

Canon iF1800 seres

Canon iF1200 zeres Manual

Canaon Utilties

Card Scanning Solutions ;l

|nztallEhisld

< Back | Mest > I Cancel |

DEFENDX Copyright © 2020 DefendX Software
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11. In the Start Copying Files dialog box, review your components, NAS Connector and BOT
Service information. Click Back to make any changes; otherwise, click Next to begin copying

the files.

MTP Software File Auditor for NAS Setup
Start Copying Files

Feview zettingz before copying files.

]|

,@IE wave®

Setup has enough information to stark copying the program files. [F pou want to resiew or
change any settings, click Back. |f you are satisfied with the settings, click Mest to begin

copying files,

Current Settings:

Drestination Path:
C:\Program Files\WTPSoftwarehFile Auditor for MAS

Components o ingtall:
File Auditor Service
File Auditor Administration T ool
File Auditor MAS Connector
Buzginese Owvenwatch Tasks Service and Configuration |nterface

Start Menu Folder:
KN

|metallZhield

< Back
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12. If you do not want to view the DefendX Software Control-Audit for NAS readme file, clear the
Yes, | want to view the readme file checkbox. When you click Finish, the DefendX Software
Control-Audit for NAS, NetApp Edition Configuration Wizard will open.

NTP Software File Auditor for NAS Setup

NTP Software Installation Wizard for File Auditor for
HNAS Complete

The Inztallation *Wizard haz successfully installed File Auditor
for MAS. Click Finish to exit the wizard.

[ iYes, | want to wiew the readme file

are®

< Back | Finizh I [Cancel

13. Once you click finish, the NetApp Configuration Wizard will be displayed.

vD EFEN DX Copyright © 2020 DefendX Software
’ gjOﬁWﬂFe 24



Installing DefendX Software Control-Audit Reports

1. When the DefendX Software Control-Audit Reports Wizard opens, click Next to begin the
installation.

NOTE: The user installing the Control-Audit Reports must be assigned the Content Management
role. To assign a user the Content Management role, perform the following steps:

1. Open SQL Server Reporting Services URL on the host machine — example: [http://
[SQLReportingHostMachine]/Reports].

2. Navigate to the Properties tab.

3. Navigate to the Security tab.

4. Create a new Role by clicking New Role Assignment or edit an already existing Group or User.

NTP Software File Auditor Reports™ - InstallShield Wizard |
‘Welcome to the InstallShield Wizard for NTP
Software File Auditor Beports™
The Install5hield® wWizard will install MTP Software File
Auditor Reports™ on pour computer, To continue, click
Mext,
%dﬂ!@
< Back Cancel |
DEFEN DX Copyright © 2020 DefendX Software
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2.
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In the License Agreement dialog box, read the end-user license agreement. If you agree to
the terms, click | accept the terms of the license agreement and then click Next. If you do

not accept the terms, click Cancel to exit the installation.

MTP Software File Auditor Reports™ - Installshield Wizard

License Agreement

Fleaze read the following licenze agreement carefully.

§I§ ware’

End Uszer License

product UMOPEMED to your place of purchasze for a full refund.

Lize,

¥ || accept the kerms of the license agreement

| do not accept the terms of the license agreement

IrstallShield

-~
By uzing or copying the accompanying software wou are indicating vour acceptance of the
termz of this licenze. If pou do not agree to the terms of thig licenze, pleaze returm the

GRAMNT OF LICEMSE. MTF Software grantz you the right to uge TP Software File
Auditar] Repaorts [Ithe PRODUCTI) an the nunber af computers far which pau have paid a
license fee, provided the use iz solely far your personal or your company’s own intermal

“i'ou may kot cauze the software to execute or be loaded into the active memony of more
computers than the above-zpecified guantity at any time. Furthermore, the PRODUCT iz
licenged zolely for the management of local storage devices and is not icensed for cluster ;I

< Back | Mest > I Cancel

DEFENDX Copyright © 2020 DefendX Software
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3. In the Customer Information dialog box, provide your user name and the company name.

Click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard x|

Cuztomer Information —a
Please enter paur information. T .
ohtware

Please enter pour name and the name of the company for which you worl.

I zer Mame:

ILISEH"IEIITIE

LCompaty M ame:

IEu:umpan_l.J Mame

|mstallShield

< Back | Mest » I Cancel

4. Inthe Choose Destination Location dialog box, choose the location where you want to install

DefendX Software Control-Audit Reports and then click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard x|
Choosze Destination Location —
Select folder where setup will install files. T s
oitware

Setup will inztall NTP Software File Auditar Bepart™ in the following folder.

Toinztall to this folder, click Mext. Toinstall to a different folder, click Browse and zelect
another falder.

C:h MMTP Software File Auditor Beports™ Browse... |

|netallShisid

" [Destination Folder

< Back Cancel

W DEFENDX Copyright © 2020 DefendX Software
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5. In the DefendX Software Control-Audit dialog box, specify the URL of the reporting service
and the destination folder. Click Next.

MTP Software File Auditor Reports™ - InstallShield YWizard

MTF Software File Auditor

X
E!ghafe*

Please specify the url of the reparting service and the destination falder.

1l |htt|:|:a";"lucalhusthE eportServer
Falder |NTF' S oftware File Auditor Feports]
[matallShield

< Back | Mest » I Cancel |

6. In the DefendX Software Control-Audit dialog box, specify the web application virtual
directory. Click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard

x|
NTP Software File Auditor ' -l-
Egé_?_}uaﬂ*
Pleaze specify the virtual directany of the web application that will be uzed to dizplay the
reporks.

Directory  |FilsAuditorR epontiewel

|mztallShield
< Back | Mest > I Cancel
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7. In the DefendX Software Control-Audit dialog box, specify the SQL Server name and the
database name hosted on the SQL Server. Click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard x|
NTP Software File Auditor : .I.
Egﬁ_ ware”

Please specify the SOL databaze server name and databaze name.

Server I['DCE"]

Database |Fileduditof

|metallZhield

< Back | Mest » I Cancel

8. In the DefendX Software Control-Audit dialog box, specify the security setting to connect to
the SQL Server database. Click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard Ed |
NTP Software File Auditor \ .I.
%ﬂg?_wﬂfﬂ’

Pleaze specify the securnty zettings for connecting to =gl server.

% SOL Security

User Name  |FAR eportinglser

Passiord [

Canfirm Ixxxxxxxxxxxxxxx
< Back | Hewt > I Cancel
| NOTES:
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Control-Audit has a default user "Control-AuditReportingUser" and default password
“Control-AuditReporter2010” that you can use or change.

If the SQL Security setting was selected, the user should have at least the db_datareader,
db_datawriter, and execute permissions.

For Historical Data feature to function properly under the SQL Security setting, “Control-
AuditReportingUser” user should have ADMINISTER BULK OPERATIONS permission to the
database, along with ALTER and INSERT permissions to the HistoricalOperations and
HistoricalDACLs tables. Control-Audit Installer attempts to set these permissions during
installation.

If the Integrated Security setting was selected, the Control-Audit Reports data source will use
the website’s Application Pool identity to access Control-Audit database. Please refer the
section “Configuring Control-Audit Reports website security”.

To change the Control-Audit Reports data source, you need to do the following:

1. Open SQL Server Reporting Services Manager URL on the host machine [http://
[SQLReportingHostMachine] /Reports].

2. Open the DefendX Software Control-Audit Reports folder, or the reports folder specified
in the installation.

3. Open DFXPOps.
4. Select the needed reports data source,

The network users who should run the reports must be assigned to the browser role on
reporting Service reports. To give a user or group access to the reports, you need to do the
following:

1. Open SQL Server Reporting Services Manager URL on the host machine
[http://[SQLReportingHostMachine]/Reports].

2. Open the DefendX Software Control-Audit Reports folder, or the reports folder specified
in the installation.

3. Open the Properties top tab, then select Security left tab.
4. Click on New Role Assignment.

5. Write the user or group name, select the Browser role, then click OK.

b A
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If the Please upgrade to SP3 dialog box was displayed, click OK.
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10. In the Select Program Folder dialog box, select the program folder to host the DefendX
Software Control-Audit Reports startup group. Click Next.

NTP Software File Auditor Reports™ - InstallShield Wizard x|

Select Program Folder

Please zelect a program folder. T
§g§ ware”

Setup will add program icons o the Program Folder lizted below. You may type a new folder
name, of gelect one from the existing folders list. Click Mest bo continue.

Program Falder:

Exizting Folders:

Accessones

Adminiztrative Tools

Adobe

Audio Related Programs

Canon iF1200 seres

Canon iF1200 senes Manual

Canaon Utilities

Card Scanning Salutions ;l

|mstallShield

< Back | Mest » I Cancel |
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11. In the Ready to Install the Program dialog box, click Back to make any changes; otherwise,
click Install to begin copying the files.

NTP Software File Auditor Reports™ - InstallShield Wizard x|
Ready to Inztall the Program

The wizard iz ready to begin installation.

are”

Click Ingtal to begin the inztallation.

IF pou want ba review or change any of vour ingtallation zettings, click Back. Click Cancel bo exit
the wizard.

|metallZhield

< Back

Cancel |

12. You have successfully installed the DefendX Software Control-Audit Reports. Click Finish.

NTP Software File Auditor Reports™ - InstallShield Wizard

Install5 hield Wizard Complete

The InstallShield ‘Wizard has successtully installed MTP
Software File Auditor Reports™. Click Finizh o exit the wizard.

ayre

< Back Canzel
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Configuring Control-Audit Reports Website Security

For Historical Data feature to function properly under the Integrated Security setting, The
Windows user account who will recall the historical data should have ADMINISTER BULK
OPERATIONS permission to the database, along with ALTER and INSERT permissions to the
HistoricalOperations and HistoricalDACLs tables.

This section will help you configure Control-Audit Reports website to user integrated security
authentication to operate with DefendX Software ODDM and Microsoft SQL Server.
1. Create a domain user account to be assigned to Control-Audit Reports website.

2. In SQL Server, create a login for that user and grant the user the following privileges to
Control-Audit database:

a. db_datareader
b. db_datawriter
c. EXECUTE.
3. If you will use Control-Audit ODDM Archiving feature, you must grant the user the following
privileges as well:

a. ADMINISTER BULK OPERATIONS permission to Control-Audit database.

b. ALTER and INSERT permissions to the HistoricalOperations and HistoricalDACLs
tables.

c. Read and Change permissions to a share on an DefendX Software ODDM Primary
server.

4. Configure Control-Audit Reports Viewer website application pool to use the user account you
created. The following section will describe how to assign a user account to an application
pool in 1IS6 or 1IS7.
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To assign a User Account to an Application Pool in IIS 6, please follow the following:
1. Open Internet Information Services (IIS) Manager console from Administrative Tools.

2. Right-click on the DFXReportViewer application pool and click Properties.

t Internet Information Services (I1S) Manager M=l '

Vg Fle Action  View Window  Help |_|ﬁl| =]

o |[m @B @ES[» =

?g Internet Information Services : | | Computer | Local | Wersion
=558 DEY (local computer) % I ABDALLA-DEY {lacal computer) Ves II5 ¥6.0
[ _g} FTP Sites (Service is disabled)
= Application Paols

[-pis BBC

]‘!.,- DatadgentAdmin

gt DefaultappPool

]g!.; EndUserSupportWebsite

gk

q-ph FleReporte 010

ool FleSecurity 202

]“1‘:; FileSecurity Recycle

g FileSecurity Erm »
Al Tasks »

gt Helpsite
H-gl+ HelpSite! Mews Window from Here
H-phe Modelanaly

7-pki ODDMadmi DeElete
Refresh

H-gie PBSAPPPOC

Ol P
g QFSSystem

1]

[
£
£
£
£
E
£
[
[+-pi# Financialc
[
£
£
E
E
[
[
E

0.0 DancebSae, Hel
< = 1 >

|Opens the propetties dialog box For the current selection.

3. Inthe Identity tab, select Configurable.
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4. Enter the account details, then click OK.

FileAuditorReport¥iewer Properties 7| x|

Recycling I Performnance I Health  Identity |

—application pool identity

Select a security account For this application pool;

"~ Predefined INetWDrk Service j

¥ Configurable

ser name: I Galactich FARepotzlzer Browse |

Password: I -

ok Cancel apply Help

W DEFENDX Copyright © 2020 DefendX Software
®



5. Open the DFXReportViewer website properties.

[ it inormation Services Moy vanaser ____ MEIE]
"f_‘g File Action Wew Window Help |;[i|1|
e~ A0 FER 2mEE[> =0

?.! Internet Information Services Description | Identkifier State | Huost he
= .Jéﬂ ‘DEY {local computer) g Default Web Site 1 Running

¢ FTP Sites (Service is disabled)
_ | Application Pools

- Default Wweb Site
-8 ABC

[+-Lg@h PESData

? PEServer
w‘f’ m Explore

-qg Report

Ee ) aspet O

) Web Service ;L omiSsions
Browise
ew »
all Tasks 3

Mew Window From Here

Delete
Refresh

| Properties | | i

N I
Opens the properties dialog  Help |
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6. Inthe Directory Security tab, under Authentication and access control, click Edit.

Reports$SQLExpress Properties ﬂ E

HTTP Headers | Cusktam Errars | ASP.MET |
Yirtual Directary I Documents Directory Security

— Authentication and access control

authentication methods for this resource,

! ; Enable anonymous access and edit the

Sy

[P address and domain name restrictions

Grant or deny access bao this resource using
IP addresses or Internet domain names.

Edit... |

— Secure communications

R.equire secure communications and z Certificat |
enable client certificates when this JErvar Carincans..,
resoUrce is accessed, |

YWigw Cerkificate. .

Edit... |

[ols Cancel apply | Help |
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7. Disable all authentication methods except Integrated Windows Authentication.

Authentication Methods Ed l

1 Enable anonymous access

se the Following Windows user account For anonymous access;

Iser name: I DOTMET!A Browse, ., |

Password: I T T I Y

—Authenticated access
For the Following authentication methods, user name and password
are required when:

- ananymous access is disabled, or

- access is restricked usinngFS access control lisks
V¥ Integrated Windows authentication
[ Digest authentication For Windows domain servers
[ Basic authentication (password is sent in clear texk)

[~ .MET Passport authentication

Default domain: I Select, .. |
Realn; I Select, ., |

(n]4 I Cancel | Help |
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To assign a User Account to an Application Pool in IIS 7, please perform the following steps:

1. Open lIS from the control panel and choose the DFXReportViewer application pool.

2. Right-click and choose Advanced Settings.

| File  Wiew Help

€- |7 s
‘&5 Start Page

r 5 Do200ERE This page lets you view and manage the list of application pools on the server. Application pools are associated with worke
provide isolakion among different applications.

Q%l Application Pools

3 application Pools

Sites Filter: - Go haowe All |Group byt Mo Grouping A
= Default Web Sit
B % _E.' adt e _I ° Mame  ~ | Status | .MET Frame I Managed Pipeli. .. I Identit: | pplications |
~| aspnet_client

FaP ,;?ASP.NET 1.1 Started w11 Classic ApplicationPocllden... 0
FilewditorReportiiewer ,E::?Classic MET App... Started w20 Classic ApplicationPoolIden... 0
“ Admin ,%?DefaultnppPonl Starked ¥z2.0 Integrated ApplicationPoollden.., 2
| App_Data t::?FA Started w20 Integrated ApplicationPoollden... 0

| bin = L

“| Generatedreparts Lz FileSecuricyRepor... - Add Application Pool... tpplicationPoollden.., 1
| HistaricalData LY OFSSystemDash. .. Sta Set Application Pool Defaulks... applicationPoollden... 1
| Images QQFSSystemDash..‘ Skal pplicationPoollden... 1

| Scheduler Start
- FileSecurityReporterRep| B Stop
[H- QFs3ystemDashboard 4 necvd
[+ QF55ystemDashboardiw) 3 il
B Basic Settings. ..
Recycling...
Advanced SRttings...
Rename L
K Remove

View Applications

Help

Online Help
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3. Change the default app pool created to the user you need.

Advanced Settings K E
E (General) =
JMET Framework, Yersion w0
Enable 32-Bit Applications False
Managed Pipeling Mode Classic
Mame FileauditorReportiiewer
Queue Lenagth 1000
Start Automatically True
E CPu
Lirnit 0
Limik Ackion MoAckion
Limit: Inkerval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask, 4294967295
E Process Model
Identiky ApplicationPoolIdentity| ._[f}
Idle Time-out {minutes) 20
Load User Profile False
Maxirnurm Warker Processes 1
Ping Enabled True
Ping Maxirmum Response Time (seconc 20
Ping Period (seconds) 30
Shutdown Time Limik {seconds) a0
Startin Time Limit (sernnds L=Th] il
Identity
[identityType, username, passward] Canfigures the application poal Ea run as
built-in account, i.e. Application Pool Identity (recommended), Mebwork Service,
Local Swskem, Local Service, or as a specific user identity.
(0] 4 Cancel |
-

DrrendDX
Softrare
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il Advanced Settings EE

El {General) I==
JMET Framework, Version w0
Enable 32-Bit Applications False
Managed Pipeline Mode Classic
Mame FileduditorReportyiewer
Queue Length 1000
Start Aukomatically True
= ren
[m Set Credentials 7| x| ml
L
|  BL  UUser name:
: IE IGaIactic'l,FARethsLlser |-
f @ Password:
E I S CL I.iiiiiiii...ii.
1
: Confirm password: j
|. I.iiii..........l
[
F Pk I Cancel | :| |
I ]
Fing Period (seconds) a0
Shukdown Time Limit {(seconds) a0
Startun Tirme Limit (seronds"t L=Th] hl
Identity

[identity Tvpe, username, password] Configures the application pool to run as
built-in account, i.e. Application Poaol Identity (recommended), Mebwork Service,
Local Svstem, Local Service, or as a specific user idenkity,

(] 4 Zancel

DEFENDX
Softrare
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4. In IS, choose the DFXReportViewer website and open the Authentication view.

| File  Wiew Help

Q- id | |8 &) /FileAuditorReportviewer Home
»7 I |2 3 L=
rt Page ;
UAD-2008R2 (DOTHET|shassan) Filter: - (lco - GShow Al |Groupby: Area
Application Pools ASP.NET
Sites ‘g
&0 Default Web Site =N : o
gl = N b =]
B[] aspret_client % R : =5
: 9 FAF MET MET MET Errar MET MET Profile
= ‘7-'& o Authorizati.,.  Compilation Pages Globalization
b
B- 5 &’ [ L
% caneratedRenorts Pages and Providers  Session State  SMTP E-mail
i H Controls
B-L HistaricalCata
~ Images
- Scheduler I1s
[]3 FileSecurityReporterReports
[]3 QF39vystemDashboard n EE% ﬁ %ﬁ 1
[]3 QF39vystembDashboardwebServi b L L3 -
AuthertEation Authorization Default Handler HTTP

| Configure authentication settings For sites and applications 'po. "

Management

B &

Configuration  II5 Manager
Editor Permissions
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File  Wiew Help

€-id|& |8

5. Disable all authentication methods except Windows Authentication.

It Page

LaD-2008R2 (DOTHET ahassan)
Application Pools

Sites

&) Defaul web Site

| aspnet_client

¥ Fap

Eﬁ‘ FilefwuditorReportyigwer
| Adrin

| App_Data

| bin

| GeneratedReports
| HistaricalData

= Images

| Scheduler

P S

DEFENDX

Softrare

9 Authentication

L=

Group byt Mo Grouping <

Marme = | Stakus | Response Type
Anonymous Authentication Disabled

A5P.MET Impersonation Disabled

Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Enabled

HTTP 401 Challenge

N
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Using the Configuration Wizard

1. Click the View Pre-Wizard Checklist button and gather the required information before
continuing. Click Next.

File Auditor For NAS Configuration Wizard X|

glgé)wme@

To complete the installation of your File Auditor For MAS product we will require information about your
MA3S device, Email Motification Svstem, and identity mapping directory,

Please make sure you know all of the answers of the below Configuration Checklist before continuing
on this wizard,

Wiew Pre-wWizard Checklist

Mext = Finist Cancel
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2. Enter the name of your Filer or vFiler. If using a vFiler, enter the name of the hosting Filer.

b A
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Once finished, click Finish.

File Auditor For NAS Configuration Wizard

ﬁlﬁwnmﬁ

The File Auditar conneckar will need information abouk wour Filer bo be able to manage its resources,

—Filer Information

Metbios name of wour Filer or vFiler: I tlyFiler

If the above is a wFiler please enter the hosting Filers name below:

Methios name of wour hosting Filer: I

Finish Cancel

DEFEN DX Copyright © 2020 DefendX Software
Softrare

45



3. Check the Yes! We do want email notifications enabled option if you wish to notify your
administrators about audited users’ activities. Specify the email system that your
environment uses and click Next.

Mail Motification Setup (Optional)

E!Ewme@

If vou plan on nokifying your adminiskrators via email with audited users activiey we will need
infarmation about your email system,

W tes! We do want email notifications enabled

Ernail Svstem Information
* Exchange 2000 or greater

" Other (Lokus Motes, Send Mail, etc)

< Back I Mext = I Fimish Cancel
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4. Enter the name of your primary active directory server; enter a secondary active directory
server if you wish. Click the Test Active Directory Lookup and test one email address to verify
connectivity.

Exchange 2000 or Greater Setup (Optional)

E!Ewn re®

When a user modifies Files that are monitared by & file audit policy, we will need ko find that user email
address, We can use vour existing Active Directory to get the needed infarmation. Please provide the
information below:

—Active Directory Settings

Primary &ctive Directory Server: I PrimatyServer Pirt: I 359
Secondary Active Directory Server: I SecondaryServer Part: I 359

Test Active Directory Lookup. .. |

< Back. Finish Cancel
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5. Specify your email gateway information. Click the Test Mail Settings to verify the correctness

b A
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of the information provided. Click Finish.

Mail Server Info (Optional)

E!ggwn we®

File Auditor will send email ukilizing wour own mail server, Please supply the below needed information
about vour email gatewar.

—Email 3y stem Information

SMTP Gateway Address: | mail, rydomain, com

SMTP Domain (Example: nkpsofbware, com): I rydomnain, com

Reply Email Address For Motifications: I reply@mydomain, com

—I¥ My server requires authentication

Usernarne: I Lsername

|J=er Domain: I mydomairn, com

shbrkskkk bk
Password: I

. B B R R
Confirm Password: I

Test Mail Settings. .. Status: Nat sent yet

< Back |

Cancel |
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Adding the Filer to DefendX Software Control-Audit for NAS
Admin

Before you can use DefendX Software Control-Audit for NAS, the Filer must be added to the
DefendX Software Smart Policy Manager hierarchy. Follow these steps to add the Filer:

1. Click Start > All Programs > DefendX Software Control-Audit for NAS > DefendX Software
Control-Audit for NAS Admin.

2. In the hierarchy presented, expand the location name you entered earlier. The default
location is My Site. Your Filer is listed in the right pane, below the server on which DefendX
Software Control-Audit is installed.

NTP Software Smart Policy Manager {TM) ;IEIEI

File Edit Wew Options Help

S| % BB XE| S
=- 4§k My Orgarnization ame | Type | Skatus | Descripkion | Created | Modified |
=3 File Auditor |File Buditor . FileAuditar . fvailable SIAT0 1203545 221{10 12:39:45 |
- @, File Audit Policies
= My Site
&3 raza

(#1318 Netapp Filer1

1 abject(s} |RaZa (Local Host) 1 4

Right-click on a container node, then select New > Filer to add the filer to the tree.

You need to add the Filer to the NAS Connector tab by providing the Control station IP,
UserName, and Password and then restarting the service.

The NetApp filer will be listed in the Control-Audit Admin left panel tree view.

This allows a company with multiple Filers and multiple Control-Audit Servers to control
which Control-Audit Server will manage which Filer.
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3.

V' DEFENDX

4

In the left pane, expand the server on which DefendX Software Control-Audit is installed and

right-click Control-Audit. From the pop-up menu, choose Properties.

£ File Auditor 1] x|
File Edit View Options Help
B8 Xe %
=-4ib My Organization Companent |
E‘ : File Auditar E Server Directories
- 6, File Audit Policies. |E5) oo pyer shares
=1 My Site
g3 raza
38 metapp Filer1 | Delete
Renarme
Properties
Display properties for the selected ohject, [Raza (Local Host) I

Click the NAS Connector tab. Your Filer should be listed; if it is not, click Add.

NTP Software File Auditor™ Configuration x|

Secuity  MAS Connector |

Pleaze enter the Filers to be managed by the NAS Connector.

‘ Hast Filer

Filer or vFiler

Add Bemaove |

ak | Cancel | Apply | Help |

Enter the name of your Filer or vFiler. If using a vFiler, select the This is a NAS vFiler checkbox,

then enter the Hosting NAS Filer name. Click OK.
Add or Edit an Item

Enter the name of the MAS Filer aor »Filer to contral:

IMYFI LEF|

[~ Thiz iz a NAS vFiler
Huosting MAS Filer |

o]

Cancel |

Browsze, . |

Softrare
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To verify that the Filer has been associated with DefendX Software Control-Audit, follow these
steps:

1. Logonto the Filer.
2. Run fpolicy to view fpolicy settings.

Your Filer and the associated policies should be displayed.

policy ntpsoftware fa (file scr

1

3ME Request Pipe Name: ‘ntapfprg
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About DefendX Software

DefendX Software helps organizations secure their critical business files and maximize the value
of their enterprise file storage resources. From comprehensive intelligence, modeling, costing
and chargeback to seamless file movement, protection and archiving, DefendX provides
industry-leading capabilities to eliminate waste and align the value of files with the storage
resources they consume. With DefendX, important file locations and the users who access them
can be monitored to provide governance, protect against theft and enforce compliance policies.
For more than 20 years, DefendX Software has been helping public and private sector
customers around the world save money and eliminate risk every day.

DefendX Software Professional Services

DefendX Software’s Professional Services offers consulting, training, and design services to help
customers with their storage management challenges. We have helped hundreds of customers
to implement cost-effective solutions for managing their storage environments. Our services
range from a simple assessment to in-depth financial analyses.

For further assistance in creating the most cost-effective Storage Management Infrastructure,
please contact your DefendX Software Representative at 800-390-6937.
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Legal & Contact Information

The information contained in this document is believed to be accurate as of the date of
publication. Because DefendX Software must constantly respond to changing market
conditions, what is here should not be interpreted as a commitment on the part of DefendX
Software, and DefendX Software cannot guarantee the accuracy of any information
presented after the date of publication.

This user manual is for informational purposes only. DEFENDX SOFTWARE MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

DefendX Software and other marks are either registered trademarks or trademarks of
DefendX Software in the United States and/or other countries. Other product and company
names mentioned herein may be the trademarks of their respective owners.

DefendX Software products and technologies described in this document may be protected
by United States and/or international patents.

DefendX Software
119 Drum Hill Road, #383
Chelmsford MA 01824
Phone: 1-800-390-6937
E-mail: info@DefendX.com
Web Site: http://www.DefendX.com

Copyright © 2020 DefendX Software. All rights reserved. All trademarks and registered
trademarks are the property of their respective owners. Doc#DFX1283EF
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