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DefendX Software Control-Audit
User Manual

Version 5.1

This manual details the method for using DefendX Software Control-Audit, from an administrator’s perspective.
Upon completion of the steps within this document, DefendX Software Control-Audit will be used to monitor file
and directory operations for users within your enterprise community.
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Executive Summary

Thank you for your interest in DefendX Software Control-Audit™. DefendX Software
Control-Audit extends our best-of-breed technology, allowing you to manage NAS-hosted
storage as a seamless whole.

DefendX Software Control-Audit lets you monitor your users' file and directory
operations. It lets you create and enforce file audit policies that enable you to monitor
certain events taking place in your environment. Such events include directories created,
renamed, and/or deleted and files opened for read, write, create, rename, delete, and/or
close in your environment.

DefendX Software Control-Audit has two main components:

1. DefendX Software Control-Audit Administrator

2. DefendX Software Control-Audit Reports
Each of the above components will be explained in further details in the next sections.

Please refer to the Network Attached Storage (NAS) Preparations section before you start
working with DefendX Software Control-Audit.

Given the architecture of your NetApp® Filer®, EMC®Celerra®, BlueArc® Titan, or Hitachi
NAS, DefendX Software Control-Audit does its job remotely. DefendX Software Control-
Audit uses a connector service to create a bridge and include
Filers/Celerras/Titans/Hitachi NASs as full participants in storage environments audited
by DefendX Software Control-Audit. In light of this fact, you will need to install the
NAS/EMC/BlueArc/Hitachi connector on one of the Windows Server® 2008 machines in
your environment. This can be an existing server or workstation, or a standalone system.

To be audited by DefendX Software Control-Audit, version 7.3 or later of the Data ONTAP®
operating system for Filers, or version 5.6.36.2 or later of the DART® operating system for
Celerras, or version 6.1.1684.18 of the BOS operating system for Titans, or version
6.1.1684.18 of the NOS operation system for Hitachi NASs is required. DefendX Software
Control-Audit can be used to audit Filers, Celerras, Titans, Hitachi NASs, Filer clusters,
Celerra clusters, Titan clusters, and Hitachi NAS clusters; or any combination of these
systems. DefendX Software Control-Audit imposes no restrictions on how you monitor
your file and directory operations. You can impose policies on individual files, directories,
users, and/or groups of users.

To install DefendX Software Control-Audit a login with administrator rights is needed. You
will be installing three different services: the DefendX Software Smart Policy Manager™
service, the DefendX Software Control-Audit service, and the NAS/BlueArc/Hitachi
connector service.

Your hardware should be appropriate for the services running on each machine.

DEFENDX Copyright © 2020 DefendX Software
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DefendX Software Control-Audit Configuration

The DefendX Software Control-Audit Configuration Wizard appears once the DefendX
Control-Audit installation completes. It enables you easily to add the Filer, Celerra, or EVS
to be monitored by the DefendX Software Control-Audit application. To use the DefendX
Software Control-Audit Configuration Wizard, please follow these steps:

1. Click Start > Programs > DefendX Software Control-Audit for NAS > DefendX
Software Control-Audit™ for NAS Configuration Wizard.

2. Click the View Pre-Wizard Checklist button and gather the required information
before continuing. Click Next.

3. Enter the name of your Filer, Celerra, or EVS. Click Finish.

DEFENDX Copyright © 2020 DefendX Software
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Setting DefendX Software Control-Audit Properties

NOTE: For all the screens displayed in this user manual, an DefendX Software Control-
Audit for NAS NetApp/IBM N Series edition is used. Please note that screenshots differ
depending on the DefendX Software Control-Audit edition being installed.

Setting the DefendX Software Control-Audit Security Level

The DefendX Software Control-Audit Properties tab enables you to set up several
application properties, including the application security level. To adjust your DefendX
Software Control-Audit application security level, please follow these steps:

1. On the left tree view, expand the MySite node.

2. Right-click DefendX Software Control-Audit under MySite navigate to the Windows
server node and select Properties from the Menu.

3. Click the Security tab. Clear the Inherit Security box and check the Enable Security
checkbox. Click Add to choose the users or groups for which you want to apply
security options.

Tip: In the Non-Owner Permissions section of the dialog box, choose the desired
settings for the types of policies and properties.

NTP Software File Auditor™ Configuration

Name Aadd!
@ Everyone
Hemove
Mon-Owner Bermission:

Full Eantral:
Read Dnly:
Hore:

Local Policies
&
e
o

H

Iherited Falicies
&
e
o

Properties:
w3
-
r

Ouwiner:

Last Modified by:

Cancel Lipply Help

o]

4. Click the NAS/EMC/BlueArc/Hitachi Connector tab to add/remove the

NetApp/EMC/Titan(s)/Hitachi NAS(es) to be managed.

Setting the DefendX Software Control-Audit Database

The DefendX Software Control-Audit Properties tab enables you to set up several
application properties, including the application database. Your application database

D A
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configuration should be adjusted before creating any file audit policies, because all of the
events monitored through the Control-Audit policies are saved to your configured
database. To configure the database, please follow these steps:

1. Right-click DefendX Software Control-Audit under the main application
container (My Organization, in this example).

2. Right-click DefendX Software Control-Audit under Organization Node and
select Properties from the Menu.

3. On the Database Configuration tab, clear the Inherit Database Configuration
box, enter the correct information in each of the text boxes as appropriate for
your database, and click OK.

NOTE: "My Organization" is the main application container, so the database
configuration specified here is inherited by any other server created within the tree.
This saves the administrators from having to enter the database configuration
manually.

NTP Software File Auditor™ Configuration

Database Corfiguration | Email Eunhgulallonl Misc. Elpllunsl Secunlyl

r inherit database cunllgurallur{j

i~ Database Connection

SOL Server Mame IMSSQLSERVEF\

Database Mame: IMPDB

Authentication Type

" SOL Authentication

Usemarne: I

Password: I

& Wwindows Authentication

Test Connection Maintenance ...

akK I Cancel | Lpply | Help |

4. If you want to specify different database configurations, right-click Control-
Audit under the NetApp Filer/EMC Celerra/BlueArc Titan/ Hitachi NAS that has
been added.

DEFENDX Copyright © 2020 DefendX Software
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5. If you want to back up/delete old files to maintain the size of your database,
click the Maintenance button.

NOTE: The DB Maintenance option works on two levels, the server level and the policy
level.

Database Maintenance Settings E3
— Age Limit

Remove records older than: |6 lMonth[s] 'I

~ Required Action

ids ¢ Exportasrawdata ¢ ODDM Archiving
" Export as XML " Export to SOL Server

Export Path I I
’:“J"H,u't‘ | I;: g I
L S =5

~ Size Limit

Specify the number of records to be retained in the database (in thousands of
records). ‘When the record limit is reached, the oldest records will be removed
as defined in the 'Required Action’ below.

Mazimum number of records allowed: l1 000 Thousands

The maximum size of the database will be approximately 13.67 GB

[~ Required Action ]
& Overwite old records  ExportasXML ¢ Export as raw data

Export-Path _J
0K | Concel |

On the Database Maintenance Settings dialog, under the Age Limit section use the
Remove records older than field to set the number of days/weeks/months/years
Control-Audit should keep records in the primary database, after which Control-Audit
will attempt to back them up.

Based on the Required Action field; Control-Audit can delete old records from the
database, export old records to a comma-separated file, export aging records to an XML
file, export aging records to a database you specify on the SQL server instance you
specify, or use On-Demand Data Movement (ODDM) to back-up old records.

Control-Audit Reports retrieve old records for reporting purposes. You can configure
Control-Audit to use your On-Demand Data Movement (ODDM) by setting two fields,
those are:

e The temp. share, which is a temporary share on your primary server that ODDM
uses as a source for files to back-up. The Service account for Control-Audit
services must have Read, Write and Delete permissions on this share. For
information about ODDM Primary Servers, please refer to the DefendX Software
ODDM™ Administration Web Site - User Manual.

e The Web Service, which is a URL to the ODDM Web Service.
(e.g. http://BackupHost/ODDMAdmin/ODDMService.asmx)

DEFENDX Copyright © 2020 DefendX Software
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http://backuphost/ODDMAdmin/ODDMService.asmx

Please refer to the Retrieving Records Archived via ODDM section for more details on how
to use Control-Audit Reports to retrieve your old records archived via ODDM in order to
run reports on them.

NOTE: Control-Audit reports will retrieve records only if the records are archived
using On-Demand Data Movement (ODDM).

DEFENDX Copyright © 2020 DefendX Software
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Setting the DefendX Software Control-Audit Email

The DefendX Software Control-Audit Properties tab enables you to set up several
application properties, including the application emails. To adjust your DefendX Software
Control-Audit application email feature, please follow these steps:

1. Right-click DefendX Software Control-Audit under the main application container.
2. Click Properties on the pop-up menu.

3. Click the Email Configuration tab. Clear the Inherit Email Configuration box. Check
the Enable Email Notifications option. Enter the correct information in each of the
text boxes as appropriate for your email settings, and click OK.

Tip: Click the Test Mail Settings button to test your connection to the specified
SMTP Sever. Specify the email ID to which the test email should be sent. If the email
is sent successfully, the status field will display Test mail sent. Otherwise, it will
display Test mail not sent.

NTP Software File Auditor™ Configuration

Database Configuration  Email Configuration | Mise. Dptionsl Securit_l,ll

[~ Inherit Email Configuration

—Iv Enable Email Motifications

SMTF Server |SMTPSEHVEHNAME

SMTP Domair: |SMTP DOMAIN NAME

Sender's Address: ISENDEH 4DDRESS

—IV My server requires authentication

Uzername: ISEH\-"EH LUSERMAME

User Domain; IUSEHDDMAIN

xxxxxxx
Password: I

Cofirm Password: I xxxxxx i

Test kail Settings... | Status: Mot sent pet
ok I Cancel | Apply I Help
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Setting the DefendX Software Control-Audit Miscellaneous

Options

The DefendX Software Control-Audit Properties tab enables you to set up several
application properties, including the application miscellaneous options. To adjust your
DefendX Software Control-Audit application miscellaneous options, please follow these

steps:

1. Right-click DefendX Software Control-Audit under the main application

container.

2. Click Properties on the pop-up menu.

3. Click the Misc Options tab. Clear the Inherit Directory Connector Properties box
and select the appropriate directory connector option.

NTP Software File Auditor™ Configuration

Databaze Eonfigurationl Email Configuration  Misc. Options | Securityl

T Inherit Directary Connector Properties

" Usge Active Directory Connectar to retriieve email addresses

" Use LDAP Connector to retrieve email addresses

& iippend the SMTP Domain to form email addreszes

Brirnary Host: Secondary Host: LD AR Mal Hame:
I I mail
LDAR Port: LOAR Part: LD AP Eilter Hame:
I ez I 389 uid
Ok I Cancel Apply Help

V' DereNDX
® e
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Policy Creation

This section outlines standard DefendX Software Control-Audit procedures for creating a
Control-Audit policy.

NOTES:

e DefendX Software Control-Audit monitors two main types of paths: directory paths
and share paths. For share paths, all you need to do is add a share name. For directory
paths, the format depends on the DefendX Software Control-Audit edition being used:

o For NAS NetApp edition, the directory path format is \vol\<volume name>\<some
directory>|..\optional subdirectory\another optional subdirectory].

o For NAS EMC, the directory path format is \<file system mount path>\<some
directory>|..\optional subdirectory\another optional subdirectory].

o For BlueArc or Hitachi editions, the directory path format is \fs\<volume
name>\<some directory>[..\optional subdirectory\another optional subdirectory].

When testing policies you have created, perform the tests from an independent
machine that is not running DefendX Software Control-Audit.

DEFENDX Copyright © 2020 DefendX Software
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Creating File Audit Policies

This section walks you through creating a typical file audit policy. We will create a file
audit policy for all your user home directories in a typical server configuration. This policy

will be applied to all users in your Users directory.

1. In the DefendX Software Smart Policy Manager hierarchy view, locate the
Filer/Celerra/EVS you added earlier. If necessary, click the plus sign (+) adjacent to
this entry to expand the tree. Then click the plus sign next to Control-Audit to

expand the policy types.

2. Right-click File Audit Policies and select New > Folder Policy Using Directories.

3. In the New File Audit Directory Policy dialog box, click the General tab. Enter a

name and a description for your new policy.

New File Audit Directory Policy E
Exempted Subdirectories I Audited Users and Groups
Exempt Users and Groups I Motifications I DE Maintenance
General | Monitored Everts I File Criteria Directories

Folicy Mame:
IPolicy 1
Description:
IMonitoring Directaries Created
Distinguizhed Mame:
Palicy Dwrer: Lazt Modified by:
Created: ‘Wednesday, December 01, 2010 11:06:14 Ak
Modified: ‘Wednesday, Decerber 07, 2010 11:06:14 Ak
Ok I Cancel Apply Help

V' DereNDX
® e
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4. Click the Monitored Events tab; check the event(s) you want to monitor from the
list of events. Check the Store monitored events into the database checkbox if you
wish to store the monitored events in the Control-Audit database. You can clear the
Store monitored events into the database checkbox if you wish to use the
notifications option without recording the events to the Control-Audit database.

New File Audit Directory Policy [ %]

Exempted Subdirectaries I Audited Users and Groups
Exempt Uzers and Groups | Muotifications | DB Maintenance
General Monitored Events | File Criteria I Directories

Check the events you want to monitor:

Drirectory Rename:
This option monitors the rename of
directaries in the managed paths/shares.

[ 10wner Change
[ 1Permission Change

[V Store monitored everts into the database

ok I Cancel Apply Help

DEFENDX Copyright © 2020 DefendX Software
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5. Click the File Criteria tab. Click the Add button, select the files that you wish to
monitor, and the associated patters will be displayed automatically; you can also
specify a custom pattern. Examples of custom patterns are using *.* (to manage all
files) and using *.rtf, *.doc (to manage all Word files).

‘ NOTE: If the Patterns list is empty, the policy will audit all of the file(s).

New File Audit Directory Policy

Exempt Uzers and Groups I Motifications I DB Maintenance

Exempted S ubdirectories I Audited Users and Groups
General I Monitored Everts File: Criteria | Directaries
Patterns:

=" Common Audio Files

1 | i

.. Edt. | Remove |

Ok I Cancel Apply Help

DEFENDX Copyright © 2020 DefendX Software
‘ Software 15



6.

D A
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Click the Directories tab. Click the Add button, type the appropriate directory path
for your Users directory followed by a backslash.

NOTE: By default, this policy applies to all users. You can verify this fact by

clicking the Managed Users and Groups tab.

Add or Edit an Item

Enter a directory name:

i| Browse. .. 1
Ok, ] Catcel ]

Usually administrators, backup operators, replicator, and the system account are
exempt from policies. You can verify this fact by clicking the Exempt Users and
Groups tab. To change this setting, select the appropriate entry and click Remove.
To add an account click the Add button, browse and search for users/groups in
Active Directory, select the user/group and click OK. The selected user/group will be
added to the Exempt users list.

General | Monitored Events I File Criteria I Directories
Exempted Subdirectories | Audited Users and Groups
Exempt Llsers and Groups | Matifications I DB Maintenance

Agcounts:

&3 BUILTIN'Administrators

ﬁ BUILTIMN%B ackup Operators
§3 BUILTIN'R eplicator

EINT AUTHORITYASYSTEM

< | |

Add.. Edit.. Bemove |

Qg I Cancel Apply Help

DEFENDX Copyright © 2020 DefendX Software
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8. Click the Notifications tab, then click the Add button. On the Email Configurations
Properties dialog General tab, specify the notification related details; including the
notification name description and message format. On the Email Settings Tab,
specify the email subject and the email body, customize the displayed information
about the authorized users and the associating events, and choose the detail level.
On the Notification Settings Tab, specify the notification frequency, along with the

types of events you wish to receive. On the Recipients Tab, specify the user(s) who
should receive the email.

Email Configurations Properties E
General | Email Settings I Motifization Settingsl Hecipientsl

Motification M ame:

INotification 1

Matification Description:

<Inzert Notification 1 descriptions

— Meszage Format

" Plain Text
QK I Cancel | Help |
Email Configurations Properties

General  Email Settings | Mohfication Settings I Flec:ipientsl

Email Subject:

Motification %n for policy %p
— Email Body

Thiz iz a notification email for the specified events generated by audit users
thraugh palicy %p on serve] %s.

The email containg a table of audited users along with events details
generated by them. Please choose the the columis to be displayed.

[ 1Received Time OrderBy——
[Jbser .QF:CDunt ' Received Time
[ 10peration Type
[CIPath " Path
EEHEI Si? O User

elta Size
[ 1Share Name LI

Ok I Cancel | Help |

DEFENDX Copyright © 2020 DefendX Software
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Email Configurations Properties

General I Email Settings  Motification Settings I Hecipientsl

— Motification Frequency

" Natify for every operation

" iNatify na more than once eveng |1 IMinute[s] j

Event lypes pou want to receive:

0K I Cancel | Help |

Email Configurations Properties [ x|

Genetall EmailSettingsI Motification Settings  Fecipients |

v Matify Dwrer
[~ Matify Other Fecipients
Other Recipients List:

pgd. | Edi. [ | Remove |

QK I Cancel | Help |

Copyright © 2020 DefendX Software
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Mew File Audit Directory Policy

Exempted Subdirectories

I Audited Users and Groups

General I Monitored Events | File Criteria I Directoriez I
Exempt Users and Groups Nuotifications | DE Maintenance
Motifications
Marme | Description
M atification 1 <Inzert Motification 1 description:

Edit...

Bemaove

0K

Cancel Apply Help

Copyright © 2020 DefendX Software
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9. Click the Exempted Subdirectories tab. Click the Add button and type the
subdirectory you want to exempt from the monitored directories list.

New File Audit Directory Policy
Directaries I
DB Maintenance I
Audited Users and Groupz

General I Monitored Events | File: Criteria |
Exempt Ugers and Groups | Motifications |
Exempted Subdirectories

E ach subdirectory you enter here will be appended to the managed directoires or
shares to make the full list of the exempted directaires.
Subdirectories:

Subfolder

Add... Edit... Remove

] | Cancel | Apply | Help |

10. Click the Audited User and Groups tab, choose whether you want to audit all users
within your environment or specify certain user(s) to audit.

New File Audit Directory Policy

General I Monitored E vents I File: Criteria I Directaries I
Exempt Users and Groups I Motifications | DE Maintenance
Exempted Subdirectories Audited Users and Groups
Audit Strategy
’7 (o)  Audit Certain Users
Aecomts:
1 | i
fd.. Edt. Aemove |
ak I Cancel Apply Help
DEFENDX Copyright © 2020 DefendX Software
2
‘ Software

20



11. Click OK to close the New File Audit Directory Policy dialog box. DefendX Software
Control-Audit will create the new directory policy, which will be inherited by all
systems from this point down in your hierarchy.

Viewing Directories

This section shows how you can view all the directories that are located on a certain Filer,
Celerra, or EVS.

1. In the DefendX Software Smart Policy Manager hierarchy view, locate the Filer,
Celerra, or EVS containing directories you want to view. If necessary, click the plus
sign (+) adjacent to this entry to expand the tree.

2. Click the plus sign next to Control-Audit.

a. For the Filer, click the plus sign next to Filer Directories to view the volumes
located on that Filer.

NOTE: You can view that feature if you have a NetApp Filer attached to the
DefendX Software Control-Audit application.

b. Forthe Celerra, click the plus sign next to Celerra Directories to view the volumes
located on that Celerra.

NOTE: You can view that feature if you have an EMC Celerra attached to the
DefendX Software Control-Audit application.

c. Forthe EVS, click the plus sign next to EVS Directories to view the volumes located
on the EVS.

NOTE: You can view that feature if you have an EVS attached to the DefendX
Software Control-Audit application.

DEFENDX Copyright © 2020 DefendX Software
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Viewing Shares

This section shows how you can view all the shared directories located on a certain Filer,
Celerra, or EVS.

1. In the DefendX Software Smart Policy Manager hierarchy view, locate the Filer,
Celerra, Titan, or Hitachi NAS with shared directories you want to view. If necessary,
click the plus sign (+) adjacent to this entry to expand the tree.

2. Click the plus sign next to Control-Audit.

a. FortheFiler, click the plus sign next to Filer Shares to view the volumes located
on that Filer.

NOTE: You can view that feature if you have a NetApp Filer attached to the
DefendX Software Control-Audit application.

b. For the Celerra, click the plus sign next to Celerra Shares to view the shared
folders located on that Celerra.

NOTE: You can view that feature if you have an EMC Celerra attached to
DefendX Software Control-Audit application.

c. For the EVS, click the plus sign next to EVS Shares to view the shared folders
located on that EVS.

NOTE: You can view that feature if you have an EVS attached to DefendX
Software Control-Audit application.

DEFENDX Copyright © 2020 DefendX Software
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DefendX Software Control-Audit Reports

The

DefendX Software Control-Audit reporting tool allows you to view the file and

directory operations that took place at your environment in an easy and efficient
display. Reports are categorized by user, file, policy, and folder.

To view DefendX Software Control-Audit Reports, please follow the following steps:

1.

vk W

Run DefendX Software Control-Audit Administrator by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit Reports.

In the left pane, click the report type you want to display.
In the upper pane, specify the search criteria, then click View Report.
In the lower pane, check the report output.

DefendX Software Control-Audit also allows you to export the report to different
formats. Those include XML, CSV, TIFF, PDF, Web Archive, or Excel.

Listed as follows are the different types of reports provided by DefendX Software
Control-Audit:

1. The User Reports category has four different views: the User Summary, the User

D A
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Audit, the Access History, and the Most Active Users.

User Summary: This report allows you to search by user name. Clicking on a specific
user name, you can review the count of each operation performed, including the
count of the deleted/renamed/moved files, the count of the
created/changed/owner changed/permission changed files, the count of the
created/deleted directories, and the count of the renamed directories files. In
addition, it displays a list of the most-used client names, along with the count of
operation(s) performed using the specified IP address.

Mumber of deleted files: 1 Mumber of changed files 2
Mumber of renamed files 2 Mumber of owner changed files: 2
Mumber of rmoved files: o Mumber of permission changed 2
files:
Mumber of created files 9
Mumber of deleted directories 1 Mumber of renarmed directories: 2
Mumber of created directories: 4
Last activity Date/Tirne:  10/14/2009 7:59:04 A
Used Client Machine Names
Top 5 used client machines
Client Name 2= Number of operations done from the IP &
aasayed-p-4502 100
g Al
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b. User Audit: This report allows you to review all the file and directory operations
performed by user(s). The report input is the user account, and/or the access type,
and/or the date range, and/or the host name. The report displays the user’s name,
the object name, the directory path, the host name, the operation performed, the
date the operation was performed, the policy name, the client, and the share name

C.

D A
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within the specified criteria.

User Account I

Host: AhmedIG, na731-rashad =

EIET 1
User Audit

of 23 b Pl

Mumber of records: 1000

‘HOME'Business | naf3l-
Sharesi, rashad

Galactic.comiClo | Support HOME\Business | na?3t-
Vel Sharest razhad

Galactic.comClo | Support ‘HOME'Business | naf3l-
ver Sharest razhad

Galactic.comClo | Support ‘HOME'Business | naf3l-
ver Shares rashad
Galactic.comiClo | Support HOME\Business | na?3t-
ver Sharest rashad

Galactic.comiClo | Support HOME\Business | na?3l-
Vel Sharest razhad
Galactic.comlClo | User0014 ‘HOMEBusiness | na?31-
ver SharesiSupportl,  rashad

Galacllc comiClo | Sales

ERI=NE R = RRST A -

Access Type IDirectury Create, Directory Deﬂ

Start Date  [10/14/2009 5:00:14 A ] End Date

S/3(2011 8:53:20 AM “dﬁ

Find | Mext

From: 1071472009 5:08:14 AWM To: 5/3/2011 8:53:20 AM

User Object Dlrectory Access Policy Client Share =2
Name Name Path Type Name Name Name

FI|E Open For 104442009 MKT POL aasay’ed xp- IG - Machine
7.50:48 AM | Userd
Filz Open For 104 452009 | WKT POL aasayed-xp- I3 - Machine

Wiite 7.99:43 AM |Uszerb a0z

10M 42009 | MKT POL
7:53:42 AM |Userg

10M 442009 | MKT POL
7:53.38 AM |Userg

10/ 402009 | MKT POL
7:50:36 AM |Userf

File Open Far aasayed-xp- IG - Machine
ite 4502

File Open Far aasayed-xp- IG - Machine
Write 4502

Filz Open For aasayed-xp- IG - Machine
Wit 4502

File Open For 10M 452009 | MKT POL ARTAYE-X- I3 - Machine
Wiite 7.99:33 AM |Uszerb a0z
File Open Far 104452009 MKT POL aasayed-xp- I - Machine
Write 7:58:33 AM | Support 4502

Access History: This report allows you to review all the file and directory operations
performed within a specified number of days. The report input is the user account,
and/or the number of day(s) in which the file/directory was accessed, and/or the
file name, and/or the access type performed on the file/directory. The report
displays the user’s name, the object name, the directory path, the operation
performed, the date the operation was performed, the policy name, the client
name, and the share name within the specified criteria.

Liser Account I

ObjectMame [readme

J’[] 1 of 3 b Pkl ER=
Access History

MNurnber of records: 92

Galactic comiPlstt Readme txd HOME\BusinessSharest
MarketingWser0006WId
Galactic.com'Platt Readme txd HOME\BusinessSharest
MarketingW=er000642Id
Galactic comiPlatt Readme HOME\BusinessSharest
MarketingWser0006Wd
Galactic.comiPlatt Readme tx HOME\BusinessSharest
MarketingUser0006vIId
Galactic.comiPlatt Readme tx HOME\BusinessSharest
MarketingUlser0006Id
(Galactic.com'Platt Readme d 'HOME \BusinessShares'
MarketingW=er000642Id
Galactic com\Platt Readme txt HOMEBusinessSharest
MarketingUlser0006Old
(Galactic combwood | readme xd 'HOME \BusinessShares!
SupportiJser00l ITicket

Access Type

User Name = | Object 2 |Directory Path 2 Access =
Name Type

Accessed in the last (days) |73947
(Maximun number: 93852)

ID\rectory Create, Directory De ™

Bod- Find | Hext

100% =

= | Policy Client 5
Name Name
104452009 MET POL aasayed-xp-4502 |1G - Machine
T:53:04 AM  Marketing
File Close 10/ 452009 | MKT POL
T.56:48 AM | Marketing
10/ 452009 | MKT POL
T:56:47 &AM | Marketing

File Delete
sasayed-xp-4502 | |G - Machine

Filz Open For aasayed-xp-4502 | 1G - Machine
Wite:

File Cloze 104452009 | MET POL aasayed-xp-4502 |1G - Machine
T96:46 AM | Marketing
File Cloze 104452009 | MET POL aasayed-xp-4502 |1G - Machine

T96:46 AM | Marketing

10M4/2009 | MKT POL
T:56:42 AM | Marketing

File Open Far sasayed-xp-4502 | |G - Machine
Wirite

File Open For 10/ 452009 | MKT POL aasayed-xp-4502 |IG - Machine
Wite To6:42 AM | Marketing

File Open Far 10/1442009  MKT POL sasayed-xp-4502 | |G - Machine
Wite T4226 AWM Support
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Most Active Users: This report allows you to review the most active users with the
users’ activities sorted in a descending or ascending order. The report input is the
date range and/or the number of most active users to view. The report displays the
user name and the number of activities performed by this user within the specified

criteria.

Most active users

M 3

Start Date  [3/3/2010 8:23:23 AM | g”‘z [3/5/2010 10:47:25 am iz view Report
ate
Wiew top 20
{users) I
{Maximum
nurnber:
2147483647)
U4 1 )1 of 1 Pl T5% Ll | Find | Mext ISaIe:t a format 'I Export %

Most active users

Mumber o frecords: &

YDt oomohas 10
vpgestcomy Z00ka
YDAl St eomnD

VD atoom oy
YD Stoom's STEND

S

1358

2. The File Reports category has nine different views: File Summary, File Audit, Files
Changed, Files Deleted, Files Renamed, Files Created, Deletion Compliance, Owner

Changed, and Permission Changed.

a.

D A

¢

File Summary: This report allows you to review the count of all the audited files.

It also displays a breakdown for the count of deleted, renamed, created, or
changed files. You can click the count next to any file operation to display a
detailed list of the specified file operation.
File summary
StartDate [3/3/2010 8:23:23 AM 2 Endpate [3/5/2010 10:47:23 AM | Wiew Report |
4 .| ll_ofl | 75% ;I | Find | Mext Select a format »| Export 2
B 3
File Summary Report
Humber o faudited files 359
Humber o fdeleted files T Humber o fereated dles 219
Mumber ofrenamed fles: 4 Mumber ofchanged fles: 133
DEFENDX Copyright © 2020 DefendX Software
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b. File Audit: This report allows you to review all the file operations performed. The
report input is the file name, and/or the host name, and/or the file operation
performed, and/or the file type, and/or the date range. The report displays the
file name, the directory name where the specified file is located, the user name
accessing the file, access type, access date, the name of the policy applied on the
directory, the client name, and the share name within the specified criteria.

File: Name |

StartDate  |1pj14/2009 5:09:14 AM G|
Access TYPE |File Clase, File Create, File Dl ™

EIER R 1
File Audit

of 23 b Pl

Murnber of records: 1000

File % |Directory 2 |Host 2
Name Path
Resdme txd ‘HOME'Business | na731-rashad
SharesiMarketing
Wtzer00060l
Shuffy
ScreenShooth | HOMEBusiness | na?31-rashad
Mgy SharesMarketing
WL l=er00061W0Id
Stutf,
ey Teot \HOMEBusiness | na?31-rashad
Document txt SharesWarketing
WtzerD00GA frica
Custamerst
ey Teod ‘HOME'Business | na731-rashad
Document bt SharesWarketing

Host IAhmadIGJ na?31-rashad j

EndDate [5f3iz011 i44:37 aM (L]
File Type |bmp, cpp, dac, b, rtf, top, txt ™
) @ |3 Bmd-

100% - Find | Mext

Frorn: 1041442009 5:09:14 AWM To: 5/3/2011 5:44:37 AM

User 2
Name

Access S
Date

Policy 2
Name

Clien 2
t

Nam
e

10/ 42009 | MKT POL
7.59:04 AM | Marketing

Galactic.com'P? | File Delete aasayed-xp- | |G - Maching
latt 4502

Galactic.com'P | File Open For 10A 402009 | MKT POL aasayed-xp- | 1G - Machine
latt Read 7:59:04 AM | Marketing 4502
Galactic.comP | File Open For A0M 452009 | MKT POL aasayed-xp- |G - Machine
latt Wiite 7:59:00 &AM | Marketing a0z
Galactic.com'® | File Rename 10/14/2009 | MKT POL aasayed-xp- |G - Machine
latt 7.58:00 AM | Marketing 4502

[

Files Changed: This report allows you to view all the changed files. The report

input is the file name, and/or the host name, and/or the date range, and/or the
file type(s). The report displays the file name, directory path in which the file is
located, the user name accessing the file, the access type, the access date, the
name of the policy applied, the client name, and the share name within the

specified criteria.

File Name I

File Type  [brop, cpp, doc, h, rtf, tmp, k™
Start Date [10714/2009 5:09:14 AM

EEa | 1« 1
Files Changed

of 4 b M

Nurmber of records: 152

DEFENDX
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Haost IAhmedIGJ na?3l-rashad j

Access P2 (Rl renamed, File Close -

EndDate  |oisizni1 §:45:25 AM
) A S E A | oo - Find | Mext

From: 10/14/2009 5:09:14 AWM To: 54372011 59:45:25 AM

File % |Directory = |Host 2 User = |Access = [Change = |Policy = Client 2 |[Share =
Name Nam Type Date Name Name Name
e

ey Tesd HOME'Business  na?31-rashad Galactic.co | File Rename 10M14/2009  MKT POL aasayed-xp- 1G - Machine
Document txt Sharesarketing miPatt F:99:00 AM | Marketing 4502

WzerDODBAAfrice

Customersi,
esy Bitmap HOME'Business  na7 31 rashad Galactic.co | File Rename 10/14/2009 | MKT POL aasayed-xp-  |IG - Machine
Image bimp SharesMarketing mPlatt To56:20 AM  Marketing 4502

Wzer000EMId

Stutfi,
GIShdain h HOME'Business  na?31-rashad Galactic.co | File Rename 10M14/2009 MKT POL Dev  assayed-xp- 1G - Machine

Shares\Develop miTopper FoOOT Akt 4502

mentWserd005

"Projects in

ProgressiGlis

Projectt
ey Teod ‘HOME'Business | na7 1 rashad Galactic.co | File Rename 10M4/2009 | MKT POL Dev _ aasayed-xp- | 1G - Machine
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d. Files Deleted: This report allows you to review all the files that have been deleted.
The report’s input is the file name, and/or the host name, and/or the date range,
and/or the file type. The report displays the file name, the directory path in which
the file was located, the user name, the date the file was last accessed, the policy
name, the client name, and the share name within the specified criteria.

File Name I

Start Date [10714j2009 5:09:14 AM |
File TRe  [bmp, cpp, doc, h, FF, tp, tet, 'I
[ !
Files Deleted

From: 10/14/2009 5:03:14 AM

MNurber of records: 28

of 1

File B
Name
Readme txd

Host =

\HOMEBusiness
SharesWarketing
Wzer000E10ld
Shutfy

n&? 3 -rashad

HOMEBusiness
Shares\Develop
mertizer000s
Projects in
ProgressiGls
Projectt,

'HOME'Business
Shares\Support’
Useron1 21000
Tickets\

\HOMEBusiness
SharesiSalesils

instructions doc t na?31-rashad
xt

[EIERES naf3-rashad

lists txt n&? 3 -rashad

Hast IAhmedIG, na73i-rashad j

End Date |513f2011 8:47:04 AM |

) [ |2 @ ; H-

100% &

To: 57372011 3:47:04 AM

Delete =
Date

User Name 2

Zalactic.comPlatt 10/14/2009 | MKT POL
2904 AM | Marketing

Galactic.com\Topper 10/14/2003 | MKT POL Dev
74700 AW

zalactic.comtorman 10114/2008 | MKT POL

dy T:38:56 AM | Support

Galactic.comMantara 10/14/2009 |MKT POL Sales
T3329 AM

Find | Mext

= | Policy 2 |Client & | Share
Name Name Name

FHIEYEC-XP- 13 - Machine
4502
aasayed-xp- 1G - Maching
4502
sasayed-xp- |% - Machine
4302

1G - Machine

FHIEYEC-XP-
4502

Files Renamed: This type of report allows you to review all the files that have been

renamed. The report’s input is the file name and/or, the host machine name,
and/or the date range, and/or the file type. The report displays the original file
name before the change, the new file name after the rename, the directory path
in which the file is located, the user name, the date the file was accessed, the
policy name, the client name, and the share name within the specified criteria.

File: Marme: I

Start Date [10/14/2009 5:09:14 AM |
File Type o, cpp, doc, h, i, tmp, bt 'I

i 1

Files Renamed

of 4 b Pl

Nurber of records: 152

Host IAhmedIG, na73l-rashad ﬂ

EndDate [5/3j2011 8:50:12 AM |

100%: &

)8 | S B H-

From: 10/14/2009 5:02:14 AWM To: 5/3/2011 8:50:12 AM

Find | Hext

New = |Directory = |New = |User S |Rena 2 (Policy £ |Client & |Share 2
File Path Directory Name me Name Name Name
Name Path Date
ey Text Readme txt HOMEBusiness  UNATI- Galactic.comP 10M 452009 MKT POL aasayed-xp- 1G - Machine
Document tid Sharesidarketing | RASHADHOMEL | latt 7:59:00 &AM | Marketing 4502
Wser000Gisfrica | BusinessSharest
Customerst MarketingiIzer00
OBWATrica
Customerst
ey Bitmagp ScreenShooth 'HOMEBusiness  WNATI- Galactic.comiP 104442009 MKT POL aasayed-xp- |G - Machine
Image bmg mg SharesiMarketing | RASHADHOME, | latt 7.56:20 &AM | Marketing 502
Uzer0006W0ld BusinessShares!
Stufft Matketingy lzer00
060N Shutfi
GISMain.h CGISMain b HOMEBusiness WNATI - Galactic.comiT 10452009 MKT POL Dev  a@sayed-xp- 15 - Machine
SharesDevelop RASHADHOMEY | opper 75007 AM 4502
mentitzer0ons BusinessSharest
‘Projects in Developmentils
L s i

[

D A

4

DEFENDX
Software

Copyright © 2020 DefendX Software

27



D A

4

Files Created: This type of report allows you to review all the files that have been

created. The report’s input is the date range, and/or the file name, and/or the file
type, and/or the user account. The report displays the file name, the directory
path in which the file exists, the user name, the access type (which is “file create”),
the access date, the policy name, the client name, and the share name within the

specified criteria.

File: Marme: I Host

Statt Date |1n,imfznng S:09:14 AM i
File: Type Ihmp, cpp, doc, b, rif, tp, Ext ‘I

Files Created

Frare: 10/14/2009 5:09:14 A To: 57372011 8:46:17 A
Murnber of records: 235

-7

1 1 of 6 b b

IAhmedIG, na731-rashad

End Date [eiz/2011 feder17 AM i |

4|5 EmH-

File Name Directory Host = User Create Policy Client
Path Name Date Name Name

Mewy Text HOMEBusinessShar  nal3-rashad Galactu: comp 1001472009 | MKT POL ansayed-Hp- IG - Machine
Document txt esMarketingWser000 7:58:56 AN | Marketing 4502
B\Africa Customers'
ey Text HOME'BusinessShar  nal 31 -rashad Galactic compP 101472009 | MKT POL aasayed-xp- IG: - Machine
Document txd esMatketingser0on [Ed 7:56:35 AM | Marketing 4502
BY0Id Stuffl
ey Bitmagp HOME'BusinessShar  nal 31 -rashad Galactic compP 101472009 | MKT POL aasayed-xp- IG: - Machine
Imacye: bng esMatketingserdon [Ed T:56:12 AM | Marketing 4502
BW0lel Stutfy,
August 'HOME'BusinessShar | nal31-rashad Galactic.com'e 10/14/2008 | MHT POL aasayed-xp- 1G - Machine
Timeshest s es'Financelser0006 latt 7:5316 AM | Finance 4302
TimeShests
July Invoice xls HOME'BuszinessShar  nal31-rashad Galactic.comp 101472009 | MKT POL aasayed-xp- IG - Machine
esiFinanceUser0008 |t 75316 &AM |Finance 4502
Apepinest

=l

100% Find | Next

Share

MName

Files Moved: This type of report a
moved. The report’s input is the d
type, and/or the host name. The

llows you to review all the files that have been
ate range, and/or the file name, and/or the file
report displays the file name, the source path

and the destination path of the moved file, the host name, the date on which the

file was moved, the policy name,
within the specified criteria.

the machine IP address, and the share name

File Name I Host

Start Date (10/14/2009 5:09:14 AM F]
Fil= TyPe  [bmp, cpp, doc, b, rtf, tmp, Gt T

G

4] 1

of 3 b B [#

Files Moved

From: 10/14/2009 5:09:14 AM  To: 5/3/2011 3:19:1

Mumber of records: 103
File S |Source 2 El
Name Path

Destination

Path

ProjectsiNew Folder | WCompleted

ProjectsiGDS Project

EndDate [5320113:19:17 FM A

User Move Policy
Name Date Name

HOMEBusinessSh | WNATI - naf3- Galactu: ComiP 10/ 452009 | MKT POL ARTAYEU-X- I3 - Machine
aresMarketinglser  RASHADHOMEBuUsI rashad T:55:47 AM  Marketing 4502
0006 Mewy Folder nessSharesarketing
WtzerO00E A frica
Customers
HOMEBusinessSh | WNATI - naf3- Galactic com'P 10/ 452009 | MKT POL ARTAYEU-X- I3 - Machine
aresMarketingiser | RASHADHOMEBusi razhad =t TE6:07 AM | Marketing 4502
0006 Mew Folder nessSharesivarketing
Wzer0006M0ld Stuff
SHOME'BusinessSh  WNATI - nat3l- Galactic comiT 10/ 442009 MKT POL aasayed-xp- | - Machine
aresiDevelopmentt | RASHADHOMEBusi razhad ORREr T45:29 AW Dev 4502
User000s nessSharesDevelopm
Completed entiJzer000s

= |

IAhmsdIGJ nar3l-rashad

100% Find | hext

SHduE-

7 P

Client

Name

Share 2
Name
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h. Deletion Compliance: This type of report allows you to review the files deleted
over the specified compliance period. The report's input is the compliance period
in months, the host name, and the file type. The report displays the files deleted

over the specified period.

Compliance period {in months) |12

File Type [bmp, cpp, doc, b, i, tmp, bt 7 |

Files deleted over a period of 12 months

100% compliant

Host IAhmedIG, na731-rashad j

‘il [4 4 1 of 1 | |« # S E - s
Deletion Compliance Report

Find

i. Owner Changed: This type of report allows you to review the file(s) whose
owner(s) has changed. The report displays the name of the file whose owner has
changed, the previous owner, the new owner, the host IP address, the user name,

the policy name, the client, and the share name within the specified criteria.

File Owners Changed

From: 3142011 41145 PM Ta. 3152011 40202 #M

WCLYOLD "COTHET CRINCALSITES LOCAL Mabins COTMET CRIICALSITES LOTALYS
) Qesng o

1020257

WL
o omame

ccevimor | wotvewn ‘COTNET CRINCALSITES LOCAL\dmistrfars | COTHET CRITICALSITES LOCAL Mahnud

DEFENDX
Software

1020257

COTHET CRTEALSITE COTHET CRICALSITES LOCALdmnstrofors 1020257 | DOTNEL CRITICALSTESLOCALVAdinsirsior

Qsmns

COTHET CRTEALSITE COTNET CRTCALSITE 1020257 | QOTHEL CRITICALSITESLOCALVAdnsirior
ey

COTMET CRINCALSITES LOCAL W dninishe s | COTHET CRIICALSIIES LOTALMS 1020257 | DOTMET CRTICALSIES LOCALdnyiatislie

COTHET CRIMCALSITES | 0CAl Vdminitrogars GOTHET CRTICALSITES | 0CAL et 1020257 | LOTHET CRTICALSTES | 0CAL isieiistralre
Ty

COTHET CRTC DAL \inioistoors COTHET CRMCALSITES | OCAUMtnd 1020257 | DOTHET CRTICAL SITES | 0CA Wgbowistialie

DOTNEY CRTICALSITES LOCAL Vabnnsirolor

anam |
sasaamn
naam o
aazzTem
naam o
435559
anaam o
et

34011 |
43855P0

34011 |t
proer]

4 o
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Permission Changed: This type of report allows you to review the file(s) whose
permission(s) has changed among user. The report displays the name of the file
whose permission has changed, the directory where the file exists, the host IP
address, the user name, the policy name, the client, and the share name, as well
as the permission details within the specified criteria.

Nurnber of records: 503

File Permissions Changed

From: 3/14/2011 4:11:45 PM To: 3/15/2011 4:04:30 P

File Name & |Directory & |Host 2  |User Name & Policy S |Client & |Share % |Permission
Name Name Name Details

COPY (2) OF L L0 1020257 DOTHET.CRITICALSITES.L L ligtrator 3M42011 |df Wigw
NEW MICROSOFT | HOMEL 45810 PM
EHCEL
YWORKSHEET XLS
COPY () OF L Lo 1020257 DOTHET CRITICA[ SITES.L LA dministrator 3M42011 |df Wiew
NEW MICROSOFT | HOMEL 45310 PM
YWORD
DOCUMENT DOC
COPY (2] OF WOLWOLD 1020257 DOTHET CRITICALSITES L L \Administrator 3M472011 |df Wiew
B.IHT IHOMEY 45810 PM
COPY (3] OF WOLWOLO 10.20.2.57 DOTMET .CRITICALSITES LOCAL A igtrator 3M42011 |dt Wign
CAPTUREPHNG SHOMEY 45810 PM
COPY (3] OF WOLWOLO 1020257 DOTNET CRITICALSITES L L\ dministrator 3472011 |df Wiew
NEW MICROSOFT | HOMEY 4:58:10 PM
EXCEL
WORKSHEET XLS
COPY (3] OF WOLWOLD 10.20.2.57 DOTNET CRITICALSITES LOCAL W dministrator 31472001 |df Wiew
NEVWY MCROSOFT | HOMEY 45810 PM
YORD
DOCUMENT DOC
COPY (3] OF WOLWOLO 10.20.2.57 DOTMET.CRITICALSITES.LOCAL WA dministrator 3M42011 [t Wi
BIXT SHOMEY 45810 PM

ETURE Iy Lol 1070 DOTNET CRITICA] SITFS | GGAI napn os

Clicking on the View link of the Permission Details field displays more details, as

outlined below.

Files permission changed

H 4 ofa b bl

[100% I

Find | Mext

Select a format =] Export

Has Full Control
Has Execute
Has Read

Has Write

Has Append

Has Delete
Has Read SD
Has Change DACL

Has Read Attributes

Has Write Attributes

Has Take Dwnership

File Permissions Changed

File Mame: COPY (2) OF R.TXT

User Mame: \Everyone

Previous

Current

Has Read Extended Attributes

Has write Extended Attributes

AR AR LA

AR AR LA

DEereNDX
Software
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3. Policy Reports category has one view: the Policy by Date report.

a.

Policy by Date: This report allows you to review all the policy details within a

certain date range. The report’s input is the date range and/or the policy name.
The report displays the policy name, the user name, the directory path on which
the policy applies, the access type, the access date, the machine IP address, and
the share name within the specified criteria.

Start Date [10/14/2009 5:09:14 AM = EndDate [5/32011 852:05 AM = [
Palicy DemoPolicy, MKT POL Dev, ME
EN 1 of 23 b M €3 E - | 1w - Find | Mext

From: 10/14/2002 5:09:14 AWM To: 5/3/2011 8:52:08 AM

MNumber of records: 1000

Policy & | User 3 Host & Access & |Date 2 Client = |Share B

Name Name Type Name Name

MKT POL Userb Galactic.com\Clo | 'HOME'BusinessSh | na?31-rashad File Open For 10452009 | aasayecd-xKp- IG - Machine
e arest Write 7:59:46 AM | 4502

MKT POL Uzers Galactic.comiClo | HOMEBusinessSh | na?31-rashad File Open For 101402009 | aasayed-xp- IG - Machine
et arest Write 7:593:43 AM 4502

MKT POL Userb Galactic.com\Clo | \HOME'BusinessSh | na?31-rashad File Open For 10452009 | aasayecd-xKp- IG - Machine
e arest Write 7:59:42 AM | 4502

MKT POL Userg Galactic.com'Clo | HOMEBusinessSh | na?31-rashad File Open For 104442009 | aasayed-xp- I - Machine

aresh Wiite 7.50:35 AM | 4502

MKT POL Usetf Galactic comClo HOMEBusinessSh | na?31-rashadd File Open For 10M 402009 | aasayed-Kp- IG - Machine
et arest Write 7:59:36 &AM 4502

MKT POL Suppiort Galactic.com\Clo | 'HOME'BusinessSh | na?31-rashad File Open For 10452009 | aasayecd-xKp- IG - Machine
e arestSupportt Write 7:59:33 AM 4502

MKT POL Users Galactic.com'Clo | HOMEBusinessSh | na?3l-rashad File Open For 104442009  aasayed-xp- I - Machine
ver aresh Write 7.59:33 &AM 4502

MKT POL Finance Galactic comClo HOMEBusinessSh | na?31-rashadd File Open For 10M 402009 | aasayed-Kp- IG - Machine
WEr aresFinancel Wirite 7:53:25 &AM 4502

4. The Directory Reports category has eight views: Directory Summary, Directory Audit,
Directory Created, Directory Renamed, Directory Deleted, Deleted Files by Folder,
Deleted Files Count by Folder, and Most Accessed Folders.

D A
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a.

Directory Summary: This report allows you to review the count of all the audited

directories. It also displays a breakdown for the count of deleted, renamed, or
created directories. You can click the count next to any directory operation to
display a detailed list of the specified directory operation.

Directory summary

Sart 3/3/7010 8:33:59 AM @ End |3/3/2010 8:44:50 AM it view Report |

Date Date

4 4 |1 of1 | 75% j I Find | Mext Select a format j Export 4
B 3

Directory Summary Report

Mamber ofaudited directories: 4
Mumber of deleted directories:

Mumber ofrenamed directories files:

Mumber ofcreated directofies: 4
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b. Directory Audit: This report allows you to review all the directory operations
performed. The report’s input is the directory name, and/or the host name,
and/or the date range, and/or the access type. The report displays the directory
name, the user name accessing the directory, access type, access date, the name
of the policy applied on the directory, the client name, and the share name. You
can choose to display the previous information within a certain date range and/or
for a certain access type(s) and/or for a certain directory name.

Directory Mame I
Start Date

Access Type

0| 1

Mumber of records: 249

Directory
Name

esiarketingUserddd |t
B0 Stuffl

esMarketingWser000 |t
ElMew Foldert

esMarketingWser000 |t
G'hew Foldert

esMarketingWserddn |t
ElMew Foldert

esMarketingWserddn |t
B\Mew Foldert

|1n,imfznng 5:00:14 AM it
ID\rectorv Create, Directory De ™

'HOME BusinessShar | Galactic com'Plat

HOME\BusinessShar | Gakactic comPlat

HOME\BusinessShar | Gakactic comPlat

'HOME'\BusinessShar | Galactic comPlat

HOME\BusinessShar | Galactic comPlat

Host IAhmadIGJ na?3l-rashad j

End Date [5/3(2011 Sra:11 AM [

o &b M ¢S Ead- | o -

Directory Audit

From: 10/14/2009 5:09:14 AW To: 532011 5:44:11 AM

= |Host 2 Access S | Access 2 |Policy = | Cli
Type Date Name E:

sasayed-xp-4502 |G -

nal 3 -rashsd Directory 10/14/2009  MKT POL
Delete T:55:04 AM | Marketing
nal 3 -rashad Directory 104 4/2009 | MKT POL
Rename T:55:47 AM | Marketing
nal 3 -rashad Directory 104 4/2009 | MKT POL
Create TAT3 AN Marketing
naT 3 -rashad Directory 10/14/2009 | MKT POL
Renatme T:56:07 AM | Marketing
naT 3 -rashad Directory 10/14/2009  MKT POL
Create T:56:04 AM | Marketing

Find | Hext

aasayed-xp-4502 |1G -

aasayed-xp-4502 |1G -

aasayed-xp-4502 |1G -

aasayed-xp-4502 |1G -

Machine

Machine

Machine

Machine

Machine

C.

Directory Created: This report allows you to review all the directories created. The

report’s input is the date range, and/or the directory name, and/or the host name.
The report displays the name of the created directory, the user’s name performing
the directory create operation, the date in which the directory was created, the
name of the policy governing this directory creation operation, the IP address of
the machine used to perform the directory create operation, and the share name
based on the specified criteria.

Directary Mame I

Start Date

i 1

Number of records: 128

Directory Name

Created

etinglser0008' ey Folder!,

etingitzer 0006 Hew Falder
HOME\BusinessShares'Fina
ncelJser0006TimeShestst
HOME\Busines sShares\Fina
noe'llser0008Ynvoices!
HOME\BusinessShares'Fina
ncelJser000SiTimesShestst

"HOME BusinessShares'Fina
noe'llserl00sinvoices!

10/14/2009 5:09:14 AM |

i

HOME \BusinessShar s Wark

THOME\BusinessSharesMarlk

Haost IAhmsdIGJ na?31-rashad j

EndDate |sp5io011 8:51:00 AM i

of 3 b M @S E o E | o -

Directory Created

From: 10/14/2009 5:02:14 AWM To: 5732011 5:51:00 Ak

Create Date = Policy =
Name

Galactic comPlat n&? 3 -rashad 101472009 75731 | MKT POL

AM | Marketing
Galactic comPlatt | na731-rashad 1061472009 7:56:04 | MKT POL
AW Marketing
Galactic comPlatt na? 31 -rashad 101452008 75316 | MKT POL
AM | Finance
Galactic comPlat n&? 3 -rashacd 101472009 75315 | MKT POL
AM |Finance
Galactic comToppe | na?31-rashad 101452008 T:50:23 | MKT POL
3 AM  Finance
(zalactic comiToppe | na731-rashad 10/14/2008 7.50:22 | MKT POL
[3 AM |Finance

Client

MName

Find | Next

aasayed-2p-4302 1G -
aasayed-xp-4502 |1G -
aasayed-2p-4302 1G -
aasayed-xp-4502 |1G -

aasayed-xp-4502 |1G -

Share 2
Name

aasayed-=p-4302 1G -

Machine

Machine

Machine:

Machine

Machine:

Machine

I

D A
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d. Directory Renamed: This report allows you to review all the renamed directories.
The report’s inputs are the directory name, and/or the host name, and/or the date
range. The report displays the original directory name before the renaming
operation, the new directory name after renaming, the user’s name performing
the directory rename operation, the date on which the directory was renamed,
the name of the policy governing this directory rename operation, the IP address
of the machine used to perform the directory rename operation, and the share
name based on the specified criteria.

Directory Mame I

Start Date

=

11 1 of 3 b B

Mumber of records: 103

Original
Directory

Name
'HOME\BusinessShares|

WNATH -

Iarketinollser0006 RASHADHOME'Busi
‘hevy Foldert nessEharesiblarketing
Llzer0008LWA frica
Customers'
‘HOMEBusinessSharesl AT
darketinel Jser0006 RASHADHOMERUS]
ey Falderl nessSharesivarketing
Wzer0008MDI Stuffl
‘HOMEBusinessSharesl  WMATI1-
Developmertilser0005  BASHADHOME'Busi
\Completed nessShares \Developm
Prajectsitewy Falderl entilzerdons
WCampleted

Projects03S Projecty

IlD,il‘U’ZDDQ 5:09:14 AM @

Hust IAhmadIGJ na?31-rashad j

evdate [or samizan )
)8 | S B H-

100%: - Find | Mext

Directory Renamed

From: 1071472009 5:08:14 AWM To: 532011 5:47:12 AM

Host 2 User Rename Policy Client
Name Date Name Name

Name

na? 31 -rashad Galactu: comP 104442009 MKT POL aasay’ed xp- IG - Machine
7.58:47 &AM | Marketing
na? 3l -rashad | Galactic comiP 10M 452009 MKT POL aasayed-xp- IG - Machine
latt 7:56:07 AM | Marketing 4502
nal3 -rashad | Galactic comiT 1042009 | MKT POL Dew  aasayed-xp-  IG - Machine
opper 7.45:28 AM 4502

Share =

[
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e. Directory Deleted: This report allows you to review all the deleted directories. The
report’s input is the date range, and/or the directory name, and/or the host name.
The report displays the name of the deleted directory, the user’s name performing
the directory delete operation, the date in which the directory was deleted, the
name of the policy governing this directory deletion operation, the client name
used to perform the directory delete operation, and the share name based on the

f.

DEFENDX

specified criteria.

Cirectory Name I Host IAhmEdIG, na?31-rashad j
[Start Date 10142009 5:09: 14 AM s End Date [5/312011 5:37:43 aM |
1 1 of 1 ERE= N E Bl ™ R - Find | Mext

Directory Deleted

From: 107142009 5:09:14 AWM To: 532011 5:37:43 An

Nurber of records: 18

Directory Name User Name Delete Policy Client =
Deleted Date Name Name

'HOMEBusine=sSharesMatk | Galactic comiPlatt na? 31 -tashad 10A 402009 | MKT POL aasayed-xp-4502 |
etlng\l.lsarDDDB\Old Stutfh T7:52:04 AM  Marketing

[HOWEBUsinessShareslSup | Gakactic comiMormandy | na? 31 -rashad 10A 452009 | MKT POL aasayed-xp-4502 |
ot ser001 21010d Ticketst T.36:56 AM  Support

"HOME'BusinessSharesiSup | Galactic com'Mormandy | na? 31 -rashad 104442009 MKT POL aasayed-xp-4502 |
ot ser001 21010d Ticketst T.36:56 AM  Support

'HOME'BusinessSharestSale | Galadlic com'antars naf 31 -rashad 10442009 | MKT POL Sales aasayed-xp-4502 I
s'lzer0011%0ld Records! 7.33:30 AM

"HOME' BusinessSharestSale | Galactic comMantara na7 31 -rashad 104442009 MKT POL Sales aasayed-xp-4502 |
s'lzer0011%0ld Records! 7.33:29 AM

[HOME\BUsinessSharesiSale | Galactic comerril na? 31 -rashad 1041452009 | MKT POL Sales aasayed-xp-4502 ||
=" k=er0003W0ld Customer sl 7:21:45 A6

'HOMEBusinessShares\Matk | Galactic.comClover na? 3 rashad 10A 452009 | MKT POL aasayed-xp-4502 |
etingser0008 rance Planst T.04:47 AM | Marketing

G-

G-

G-

G-

G-

G-

G-

Machine

Machine

Machine

Machine

Machine

Machine

Machine

[

Deleted Files by Directory: This report allows you to review all the deleted files
grouped by directory. The report’s input is the directory name, and/or the host,
and/or the date range. The report displays the user’s name who has deleted the
file(s), the path from which the file was deleted, the file name, the host name, the
file size, the date on which the file was deleted, the client name used to perform

the file delete operation, and the share name based on the specified criteria.

Directory Name | Host fahrmedis, navatrashad 7|
StartDate |lgm,lzggg 5:09:14 AM | EndDate |5,iaf2c|11 5:45:09 AM =8
= T 1 of 1 ENENEER= B - Find | Mest

Deleted files by directory

Nurber of records: 28

User Path = Files Host & Delete Client S
Date Name

Galactic comiRober | ‘HOMEBusingssShares'D | TMPT tmp na? 31 -rashacd 10M 402009 aasayed-xp-4502
tson evelopmertilzer000! 522021 AM
Projects On Hold DD
Projectt
Galactic.combwhoyd |'HOME'\BusinessShares'D TP tmp na? 31 -rashad a 101442009 assayed-xp-4502
evelopmertiser0002 5:29:57 &AM
‘Projects in ProgressiClick
Projecty
Galactic combwhboyd | HOMEBusinessShares'Su Mewy Texd nat? 31 -rashacd a 10M 402009 aasayed-xp-4502
pportillser000NTicket ¥ Documert txt 53510 AM
000 o
Galactic.combolco | HOMEBusingssShares\D Mewy Tewxt n&f 31 -rashad a 101452009 sesayed-xp-4502
it evelopmertilser0003 Document txt 5:39:25 AW
‘Projects DeliveredhQf S
Projecty
Galactic comiolco | HOMEBusinessShares'D  team notes nat? 31 -rashacd a 10M 402009 aasayed-xp-4502
it evelopmertiser0003 meeting txt 54421 A
‘Projects in ProgressiFTP
Projecty

IG -

13

]

@

]

Machine

- Machine

- Machine

- Machine

- Machine

[
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g. Deleted Files Count by Directory: This report allows you to review the number of
deleted files with a directory. The report’s input is the date range and/or the
directory name. The report displays the folder path and the number of files
deleted within the specified directory/directories within the specified date range.

D A

4

Deleted files count by directory

Start Date  [10/14/2009 5:09:14 AM i EDZ‘L [1A14/2011 10:42:51 Am s wisw Report |

Directary |

Mame

4 4t ofr b bl [75% = Find | Next  [Selsctaformat o] Export &
B 3

Mumber ofrecords: 21

WO ME'EN £ e 53 513 fes \Deue DEMe it eMIDTA ect W Progres s TR Arcject

W Deue bpme hects b Prog n
HOMERN£ ve £ Shates Weue bEme e MIDTO K S0 MLean b 1 Piect,

WO ME'EN £ Ine £ 51 fes S b3l 0110 K Reconds,

W FTEket# 001
HOMEBN £ e £5 S tes SSApportuls  M01T0K Tickets,

WO MEEN £ e £5 53 fef SAFOMLE & MONZT bket # 00010

Deleted files count by directory

Mumber of files =

a
a
2
H
H
1
1

h. Most Accessed Directories: This report allows you to review the most-
accessed directories. The report’s input is the date range, and/or number of
most-accessed directories to display. The report displays the directory path
and the number of times each directory was accessed.

Most accessed directories

Start Date I1EI/14;"2EIE|9 5:09:14 AM

El  End  [i/1a/2011 10148124 AM i
Date

Wiew top |5
(folders)
{Maximum
number:
2147483647)

View Report I

[ of1 b Pl
8 3

100% = ]

ISeIe:t a format = | Export

Find | Mext

a

Murnber of records: 5

Most accessed directories

Directory Path & Number of Accesses =

HOMEBusinessShares 167
‘HOMEBusinessSharesFinancellser 0007 TimeShests) 152
HOMEBusinessShares'Financelser000T Invoicest 118
HOMBEBusines=SharesFinanceUser0002Unvoicest 107
HOMEBusinessShares Development'User0001 \Projects in Progress'FTR Projecty 94
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i. Directory Owner Changed: This report allows you to review all directories
whose owners have changed. The report displays the directory name, the
previous and new owners, the host IP address, the user name, the date, the
policy name, the client name, and the share name based on the specified

criteria.

Directory owner changed

Directory tisme | Host

fozozer

- Wiew Rep
Start Date 371472011 2111545 M B endoste [aszon aiisn em B

A o5 p oW [oo% ] [ nd |

+  [Selmct s format #] Expor @ 3

Directory Owners Changed

From: 3472011 4-11:45 M Ta: 3152011 41311 PM

Number of records: 180

1020257 3naRm o
544 P
Lol DOINET CHITICALSITES LOCA, Worinigtestoes 1020257 | DOINET CITCALSITES LOCA Vckminitesl anamm o
a3z
voLn CotnEr AMabnowl (1020257 DOINET Mdmoistrator | 3142011 |
oF Osarca 43558
MAGEEVE
wolwoLn TEL o COTHET Alwghnoul (1020257 DOINET A ninktes anapon |w
(21 0F Qsaa 43858
I
CEL
WoLoLn DOTMET CRMICALSTES L 0C COTHEL sstmoud (1020257 DOINETCAITKALSTES|OCA Vedmickraioe  314RONT |of
\HONEWIOPY (21 0F ey a3sssPM
NEW MCROSCFT
oD
DOCLMENT poc
WoLOLD COMEL CRMICALSTES LOCAL Wiimivistratoes DOTNET CATIGALSTES LOCAL Msbmoud. 1020287 DOINETCAITKGALSITES LOCA \ickniniztrator | 342001 |t
ONEACLpY (10F e, 43555

j. Directory Permission Changed: This report allows you to review all directories
whose permissions have changed. The report displays the directory name, the
host IP address, the user name, the date, the policy name, the client name, the

DEFENDX
Software

share name, and the permission details based on the specified criteria.

Directory permission changed

Directory Name Host 10.20.2.57 [v]
Start Date 3/14/2011 4:11:45 PM T endDsts [31572011 411544 PR s |

4t of12 b bl [100% =

Find | Hext [ Select a farmat =l Export (& =1

Directory Permissions Changed

From: 3/14/2011 4:11:45 PM To: 315/2011 4:13:44 PM
Number of records: 503

Directory = Host 2 Date = Policy & | Client & |Share 2 |Permission
Name Name Name Details

WOLWOLO 1020257 DOTHET.CRITICAL SITES. LOCAL WAdmiristrator 342011 |elf wigw
HOMETNCOPY (2) OF 45810 PM

NEW MICROSOFT

EXCEL

\WORKSHEET XS

WOLWOLD 1020257 DOTRET CRITICALSITES LOCAL Whdministrator 347201 |t Wigw
SHOMEWCOPY (2 OF 45810 PM

NEW MICROSOFT

R

D
DOCUMENT DOC
WOLYOLOD 1020257 DOTHET CRITICAL SITES LOCAL \idmiristrator 3472011 |elf igwy

=

HOMEUCOPY (2) OF 4:58:10 PM

RIXT

WOLWOLD 1020257 DOTRET CRITICALSITES LOCAL Whdministrator 347201 |t ig
SHOMEWCOPY (31 OF 45810 PM

CAPTURE PHG

WOLYOLOD 1020257 DOTHET.CRITICAL SITES LOCAL \idmiristrator 3472011 |elf wigwy
HOMETNCOPY (3) OF 45810 PM

NEW MICROSOFT

EXCEL

WORKSHEET XLS

WOLTYOLD 1020257 DOTRET CRITICALSITES LOCALLAdministrator 3M472011 |dt i
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k. Directory Moved: This report allows you to review all directories that have
moved. The report displays the source path, the destination path, the host
name, the user name, the date the directory was moved, the policy name, the
client name, and the share name.

Directory moved

orectory Wame [ Host  Juaszste |v] view Repart
Start Date 2/172011 4:03:54 AM B endDste [parzo1z 11:53:59 P0 =
users | —

W@ [T oft b b Select o format ] Expert @
Directory Moved
Note:  Records from 2/1/2011 5:50:56 AM to 3/7/2011 6:30:07 AM are archived and must be retrieved before they will appear in

this report
Click here to retrieve archived recards

From: 27172011 4.03:54 AM To: 6/4/2012 11.59.59 PM
Number of records: 2

Source Path = Destination Path &  Host &  |UserName = Move & [Policy £ [Client Name & Share
Date Name: Name
HOME

WOLWOLD WOLWOLD NAS-25T8 G lactic comiark zmnn Moritorll | mbenni
T NTNGYWEILL | Beodin 0704 M o pg lacic com
WSERSIBILL
WOLWOLD WOLWOLD 731-ng- G lactic comiark | 21201 |Monftoral  |mbenning. HOME
T INTNGUBILL | ahassan  Benin 0 40704 2M desktop.galactic com
WSERSIBILL
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Retrieving Records Archived via ODDM

There are two methods to retrieve the archived records; the first method is as follows:

1. Run DefendX Software Control-Audit Administrator by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit Reports.

2. Click Prepare Historical Data.

3. Specify the time period and the user(s) you wish to retrieve their activities. Click the
Retrieve Data button.

Historical Data - By user and date

Flease enter the list of users and the time period ko get the Historical data From.

From: |9/1/2011 = To: [10/1/2011

Micheal Howard
Iahcy Ramires
Mark Benning

Iser: {each name in a seperate line)

Retrieve ata Canicel I

DEFENDX Copyright © 2020 DefendX Software
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4. Control-Audit displays the specified date range, the specified users and calculates the
overall size of the data retrieved for the DX server. Review the details and click
Confirm to proceed.

- Windows Internet Explorer

F\Reportsyiewer findsx, bt pj |E| |§| |g| = NTP Software File suditor™ .., X

management of unstructured data

NTP Software File Auditor™ Reports

Historical Data - By user and date

Please confirm the data to be retreived as per the criteria shown below:

From: 8/2/2011 12:00 AM To: 8/5/2011 12:00 AM
Joy

Users: Alan
Mike

Size: 20MB

Confirm I Go back and do some changes

NOTE: Please make sure your primary SQL Server has enough space for the
retrieved data before you press the Confirm button.

5. Control-Audit will retrieve the old data and insert it in the same database that Control-
Audit uses.

6. You can now select any report, and the report results will contain the historical data.

DEFEN DX Copyright © 2020 DefendX Software
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The second method is as follows:

1.

6.
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Run DefendX Software Control-Audit Administrator by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit Reports.

Select any report you wish to view, specify the report input, and click View Report.

Control-Audit Reports will look up the database to see if there are any archived files
based on the criteria specified.

If archived data exists that has not previously been retrieved, Control-Audit will
display the following note:

Note: Records from “oldest Archived record” to “newest archived record” are
archived and must be retrieved before they will appear in this report. Click Here to
retrieve archived records.

Click the Click Here to retrieve archived records option and Control-Audit will display
the specified date range and the specified users and will calculate the overall size of
the data retrieved for the DX server. Review the details and click Confirm to proceed.

- Windows Internet Explorer

fRepartsiiewerindex.htr O j B[ #2[|X =) NTP Software File Auditor™ .., X

management of unstructured data

NTP Software File Auditor™ Reports

Historical Data - By user and date

Please confirm the data to be retreived as per the criteria shown below:

From: 8/2/2011 12:00 AM To: 8/5/2011 12:00 AM
Joy

Users: Alan
Mike

Size: 20MB

Confirm I Go back and do some changes

A progress dialog will show the progress of the data retrieval.

Historical Data - By user and date

Retrieving data...

Recalling 1 files using ©ODDM data importer...

) Cancel |

DEFEN DX Copyright © 2020 DefendX Software
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7. Once the data has been retrieved, please close the dialog box and rerun the report.

Historical Data - By user and date

Data retrieved successfully.

8. The report will show the date with the archived records included.

D A

¢

DEFENDX Copyright © 2020 DefendX Software
Software

41



Control-Audit Business Overwatch Tasks (BOTs)

Control-Audit Business Overwatch Tasks (BOTs) are configured to run regularly against
the Control-Audit database to detect users’ unexpected behavior.

For example, BOTs can warn administrators when a user downloads hundreds of files or
gain access to secure or sensitive information; they can also warn of hacking attacks when
a user deletes important files, etc.

When a BOT runs, it searches the database for a specified user activity and notifies
administrators accordingly via email.

NOTE: For Control-Audit BOTs to function properly, a Control-Audit policy must exist
that monitors your NAS Device and is configured to store users’ activity into a database.

Defining or Editing a BOT

A BOT has the following main parameters.

1. Definition
2. Schedule
3. Actions
4. Notifications
> NTP Software File Auditor - BOTs Configuration - | o[
File Configure Help Define the parameters for the Business Overwatch Task (BOT)
(54 After Hours Access Definition |Sched|.||e I Actions I Notifications I History |
Lk Disgruntled employee
@ Financial Gir Rpts BOT Mame |Aﬂer Hours Access | BOT Enabled
LEd HIPAA Auditing Time Period Options Operations
\E} Large File Audit ® Immediate Past Select Al
i Ownership Change Audit ) ) .
(& Permission Changs Audt Time Span | 14 | |Hours v| File: Open For Read File Open For Write
(&) Serial Deletes ) Specific Period File: Create Filz Rename
‘ﬁ gaﬁa: E";';’”":'a'js Fiday . Apil 20,2078 File Delete File Close
e Serial Edits
(B Wikileaks Friday Aprl 20, 2018 File: Mowe File: Modify
Directory Create Directory Rename
(] Minimum Operation Count 100 Directory Delete Directory Move
[ Mirimum File Size 100 ME Owner Change Permission Change
[] User H_ours
(O]
[] Client Machine Mame or IP - Al Hours
() Specific Hours of the Day
[] Path
12:00 AM
[[] File or Directory Name 200 Al
2:00 A
[] File Bxension
DEFENDX Copyright © 2020 DefendX Software
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To define a new BOT or edit an existing one, please perform the following steps:

1. On the Start menu, navigate to Programs > DefendX Software Control-Audit >
DefendX Software Control-Audit BOT configuration.

2. Click the Add New Task button or File > New BOT or select an existing BOT to edit
from the list on the left panel.

Add new tazk |

e NTP software File Auditor -
File | Configure  Help

| e Bok

Exit

File  Configure  Help

LB After Hours Access

L4 HIPAS, Auditing

B Dwinerzhip Change Audit
4 Permizzion Change Audit
4 Large File Audit

LEL Financial Qtr Rpts

B Wikileak s

B4 Dizgruntled employes
4 Senial Editz

Add new task

3. On the Definition tab, specify the BOT name.
4. Use the Time Period Options to set the scanning period.

DEFENDX Copyright © 2020 DefendX Software
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NOTES:

a. Setthe Time Period to ‘Immediate Past’ if you wish to notify the user of all the
matching operations that occurred in a past period.

b. Set the Time Period to ‘Specific Period’ if you wish to notify the user of all the
matching operations that occurred within a specific time period, ignoring any
operations that occurred at any other time.

5. Use the Operations section to check the operations you want the BOT to monitor. You

6.

D A
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can either check all operations or select individual operations to monitor.

Operations

[] Select Al

[] File Open For Read [] File Open For Write
[] File Create [] File Rename

[ ] File Delete [] File Close

[ ] File Mave [ ] File Modify

[] Directory Create [] Directory Rename

[ ] Directony Delete [] Directory Maove

[] ©wner Change [] Permission Change

Use the Hours section to specify the scanning exact time.
— Hours

£ Al Hours

" Specific Hours of the Day
Start of Perind [1200 ~| JéM |

Endof Period [1200 =] [4M x|

DEFENDX Copyright © 2020 DefendX Software
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7. You can specify additional criteria for other operations details such as file extensions,
the user who performed the operation, etc.
™ Minimum Operation Count IF
¥ Minimum File Size [1 [5B =]
v User ITrigenH
¥ Client Machine Name ar IF | TRGT34w/2K3
I~ Path |
™ Fie ar Directory Mame I
¥ {File Extenzion: |

8. You can enable/disable the BOT by checking/un-checking the Enabled checkbox. A
disabled BOT will not send notification emails or generate history.

BOT Enabled

DEFENDX Copyright © 2020 DefendX Software
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a.

NOTES:

The ‘Minimum Operation Count’ defines the minimum number of
operations that should match for the BOT to notify the user.

The ‘Minimum File Size’ defines the minimum file size that counts as an
operation for the BOT.

The ‘User’ defines the full name of the user a BOT monitors.

Leave this field blank if you wish to search for all operations done by all
users. This field does not accept account names and does not accept
group names, only full names are accepted. Wildcards (* and ?) can be
used (e.g., you can enter “Mark *”, which will match all users whose first
name is Mark).

The ‘Client System name or IP’ defines the computer name/IP a BOT
monitors.

Leave this field blank to monitor access from all computers.This field
accepts only one computer name or one IP. Wildcards are used.
Examples :

To match a range of IPs, the IP can be entered as “10.20.2.*”, this will
match any IP in the range 10.20.2.0 to 10.20.2.255.

To match only the range of IPs from 10.20.2.1 to 10.20.2.9, the filter
“10.20.2.7” is used.

The ‘Path’ defines the path the BOT monitors. The BOT will only monitor
operations on files or directories that reside on the specified path. Only
one path supported for each BOT. Wildcards are used (e.g.
“\vol\volO\Users\*”, this will match with any subdirectory of Users).

The ‘File or Directory Name’ defines a certain file or directory name to
match. Only one file or directory name is allowed. Wildcards are used (e.g.,
“*Sales*”, this will match all folders/files that contains the word Sales
within it.)

The ‘Extension’ defines the extension the BOT monitors. The BOT will
monitor operations on files with the specified extension. Only one
extension is allowed. Wildcards are used (e.g., “mp?” will match with file
extensions as mp3 or mp4).

Wildcards supported are (“*’: Zero or more characters, ‘?’: Exactly one
character).
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9. On the Schedule tab, select whether the BOT is to run only once or recurrently.

— Settings i
" One Time
¥ Recuring
10. Select the BOT start time.
| Nu:utifiu:atiu:unsl Histu:ur_l,ll
- Detailz
Start | Monday . Febuay 132012 »|| 73209aM =

Recur even: |5 ﬁ IMinutES j

11. If you selected the BOT to be recurring, select how often it should run. When the BOT
runs, it will notify the administrator about any behavior that matches the BOT that
occurred during the specified time period. The minimum reoccurring time is 5

minutes.
| M atifications I Higtary I
- Details
Start | Monday . Febuay 132012 x| 732098M -

Recur even: |5 ﬁ IMinutES j

12. From the Actions tab you can determine which action(s) will be taken if a BOT
violation is detected. You may select multiple actions if desired.
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File  Configure  Help Define the parameters for the Business Overwatch Task (BOT)
(B3 After Hours Access [ Definttion | Schedule | Actions | Notfications | History |
@ Disgrurtled employee
@ Financial Citr Rpts Actions
(3 HIPAA Auditing _ _ _ - _ ]
@ Large File Audt ["] Disable User Account (Requires BOTs service account to be an administrator or account operator in the domain)
@Ownership Change Audit |:| Log User Off Workstation (Requires BOTs service acct to be member of local admins group on users worstations)
g Pemnission Change Audt [] Dery User Access to the Share (Requires BOTs service account to be an administrator on each managed server)
Serial Deletes
@ Serial Downloads [] Only Deny Access when either disabling the accourt fails or logging the user off fails
((EA Serial Edits
(B3 Wikileaks
Add new task Save | | Close
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13. From the Notifications tab, specify the email accounts to receive notifications when
the BOT runs. The Selected Notifications Targets lists the recipients of notifications.
The Potential Notification Targets lists the available email accounts from which you
can select. If you move an email from the Potential Notification Targets list to the
Selected Notification Targets list, the BOT will notify these users.

$ NTP Software File Auditor - BOTs Configuration

Bile  Corfigure  Help Define the p for the Busi i] Task (BOT]
EBOT 1 Diefinition | Schedule | History |
Matification Targets Selected Motification Targets
trigent3 [tigent3@ntpgieat. com] tiigent2 [tigent2@ntpgreat. com)
trigent_test [frigent_test@ntpareat. com)
N
[<]
— Add email target — Motification type
M ame: I— = Maotify if matches found
= Naotify if matches not found
Ernait I Add & Maotify if matches found or not

Add new task | Save | Close |

14. You may add email accounts from the Add Email Target panel by providing the target
name and the email address. Click the Add button.

Add email target

M ame: I

Email: | Add
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15. Specify when notifications should be sent.

Hatifization pe

" Motify if matches found

£ Maotify if matches not found

£+ Motify if matches found or not

NOTES:

a. The ‘Notify if matches found’ sends an email notification only if the criteria

defined in BOT definition is met.

b. The ‘Notify if matches not found’ sends an email notification only if the criteria
defined in BOT Definition is not met.

c. The ‘Notify if matches found or not’ sends an email notification every time the

BOT executes.

16. Save the BOT after specifying the BOT criteria. You must save the changes before

selecting another BOT from the existing BOTs list otherwise you will lose your changes.
You may choose to close at any time.

17. Use the History tab to check the scans done along with the matches that the BOT

D A

4

Definilionl Schedulel Maotifications  Histary I

found with the Control-Audit database, if any.

Started | Finished Results found
2 202012 1:43094M | Mot Found
2A0/20121:48:0948M | 24110/20012 1:48:09.4M | Mot Found
2A0/20121:530948M | 2410/20012 1:5309.4M | Mot Found
2A0/20121:58:094M | 24110/20012 1:58:09.4M | Mot Found
2A0/2012 20309480 | 24110/2002 203094 | Mot Found
2A0/2012 2080940 | 24110/2002 2080948 | Mot Found
2A0/2012 21309480 | 2410/2002 21309.4M | Mot Found
2A0/2012 22809480 | 2410/2002 228:09.8M | Mot Found
2A0/2012 23309480 | 2410/2002 233:09.4M | Mot Found
2A0/2012 2:38:0948M | 24110/2002 2238:09.4M | Mot Found
2A0/2012 24309480 | 2410/2002 243098 | Mot Found
2A0/2012 25309480 | 2410/2002 25309.4M | Mot Found
2A0/2012 308:094M | 24110/2012 2080944 | Mot Found

[w| Show histor with no results

DEFENDX
Software

Copyright © 2020 DefendX Software

50



Default BOTs

Control-Audit BOTs ship with a set of default BOTs; they provide examples of how Control-
Audit BOTs are used. The user can also edit the default BOTs to satisfy his needs.

= NTP Software File Auditor - BOTs

File  Configure  Help

4 After Hours Access

5 HIPAA Auditing

4 Dwnership Chanage Audit
4 Permizzion Change Audit
4 Large File Audit

LE Financial Ot Rpts

L wikileak s

£ Dizgruntled employes
4 Sernial Edits

1. After Hours Access: This BOT is used to discover any operations done after hours. It
runs every day (by default, at 8 am) and analyzes the data of the previous 14 hours to
see if someone performed any operations. For best results, this BOT should be set to
run every day at the start of the working day.

2. HIPAA Auditing: This BOT discovers any suspicious behavior done to the folder that
contains health information. This ensures compliance with the Health Insurance
Portability and Accountability Act (HIPAA). This BOT runs every 30 minutes and
notifies you if someone read/edited these private documents in the past hour.

3. Ownership Change Audit: This BOT notifies you when a user takes ownership of a file
or changes the owner of a file. Make sure to specify the path to monitor.

4. Permission Change Audit: This BOT notifies you when a user changes the security of a
file or a directory.

5. Large File Audit: This BOT notifies you when a user creates any file larger than 500MB
in a specific directory.

6. Financial Qtr Rpts: This BOT is used for financial quarterly reports to discover all
modifications done to the financial reports directory by any user in the last quarter.

7. Wikileaks: This BOT discovers problems similar to the Wikileaks problem. It will
discover whether any user has performed a large number of file copies/downloads in
the last 30 minutes.

8. Disgruntled Employee: This BOT discovers whether any user has deleted a large
number of files in the last hour.

9. Serial Edits: This BOT discovers whether any user has edited many files in the last hour.
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Control-Audit Database and Email Settings

Control-Audit Business Overwatch Tasks scan the Control-Audit database and send email
notifications once they finds the pattern you defined for a task. This section shows how
to point Control-Audit BOTs to a certain Control-Audit database and how to add your
email server configurations.

Database Settings

Once the BOT editor starts, it will load all the BOTs defined in the database that you
entered during installing Control-Audit. You can also point the BOT Editor to a different
database.

¥+ BOT Editor

File Configure Define the parameters for the Business Owerwatch Task (BOT)
| Database — L
| \ﬂr.-'-‘«fte I '| | Definition |Schedule| Nu:utifiu:atinn&l Histu:ur_l,ll
£ Drel Mai -~ - : .
5 HIPPA Auditng &> Database Configurations = B3 peration:
\E; b gmit dmin S/ atch — Databaze Server Info V' Select s
I |E Quatas Share Server ISE!LSer\-'er I” FileOpen
& Fi ial CQtr Bpt
8 Financial It Rpts Databaze: IFiIe.l’-'xuditDrDataI:uasal ™ File Great
— Log on to the zerver 1 File Dt
™ Filetdove
% windows Authentacation r it
C sl r [recton
Ltzer name; I e
Fazsword: I H
— Hourz
= Al Hours
Test Connection... | (] I Cancel | % Specific
| - Start
| I " Path | End:

™ File or Directory Mame I
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Email Configuration

You can configure the email server that Control-Audit BOTs should use to send
notification emails. BOTs support the following SMTP authentication methods:

1. Anonymous.
2. Integrated Windows Authentication (NTLM).

Select My Server requires authentication to enable Integrated Windows authentication
as shown below. Anonymous authentication is the default option.

¥ BOT Editor

File | Configure Define the parameters for the Business Ovenry

YT Database

Défiritian | Schedule | Notifications | Histary |
=) De] £ SMTPConfigurations [ |C1] X l—

£ HIPPA, Auditing

L4 Mamt Admin Watch SMTP Server Name: lMaiISewer —
5 Quotas Sh
:3 E:Jorasl . Dar:e;:- ftg Sender Mail: !bot@myorganizalion.com

nancial Liir R pts

V' My Server requires authentication

— Authentication Info

SMTP Auth Domain: [NTP o0
SMTP User Name: |Mike 5, 2[,:
SMTF Password:  [eeseese
Confim Password:  [eeeesse 0

MB

Cancel I —

™ Client System Name or IP I
I Path |
I File or Directory Name I

¥ File Extension I"."

Add
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Control-Audit BOTs Demo Mode

Initially, your Control-Audit database is empty and does not contain any suspicious user
operations about which Control-Audit BOTs should notify you. For Demo purposes, you
can enable Demo mode, which will make BOT editor use a demo database installed with
Control-Audit, this database contains pre-configured BOTs and actions that will send
demo emails to your inbox.

In order to use the Demo mode, please perform the following:

1. Enable Demo Mode; go to Windows Registry Editor and go to the key
(HKEY_LOCAL_MACHINE\SOFTWARE\DefendXSoftware\Control-Audit\Bot) and
change the value DemoModeOn to 1.

2. Restart the service and the BOT interface.
3. You will notice some BOTs defined in the BOT editor:

e After Hours Access

HIPAA Auditing

e Mgmt Admin Watch

e Quota Share

e Financial Qtr Rpts

e Wikileaks

e Disgruntled employee
e Serial Edits

4. Open the BOT Editor and configure your email settings. Please refer to the Email
Configuration section.

5. Add your email to the Selected Targets list in the Notification settings for each BOT
(at least one). Please refer to How to Define a BOT.

6. Check your Inbox; you should find an email from the BOT service, listing some demo
operations.
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DefendX Software Smart Policy Manager

DefendX Software Smart Policy Manager Overview

The first step in using DefendX Software Control-Audit is to lay out your strategy for
managing users’ file and directory operations. Before doing this, though, let us look at our
underlying policy-based rules engine: DefendX Software Smart Policy Manager™.

DefendX Software Smart Policy Manager allows you to monitor your users’ file and
directory operations in a way that is a unique fit to your organization. If you manage by
geography or administrative unit, you can use that plan. If you manage by class of
machine, that approach works just as well. Often, companies use a mixed mode—perhaps
geography, a department, and a machine type. DefendX Software Smart Policy Manager
has the flexibility you need to make using DefendX Software Control-Audit simple.

Once you have laid out your management structure, DefendX Software Smart Policy
Manager provides policy replication throughout your enterprise. It allows machines to
access the policies in their containers and inherit policies from all levels above that point
in your hierarchy. You no longer need to configure and manage the machines on your
network one by one.

As you start to configure the software you have installed, begin with the top-level
container under the root organization (in the following example, My Site). This is the
Global Network configuration, whose container is created during installation.

E NTP Software Smart Policy Manager {TM) | [O] x|
File Edit ‘iew Options Help

@x} ELER

B- 'E' My Organization Marmne | Type | Skatus | Description | Created | Modified |
EHﬁ My Site EEfFle auditor  Fileduditor  Available 12/14/09 10,,, 12/14/09 10,,, |
- @ MAZROUH-TST
EEI_E Server 1

=5 File Auditor
&-F# File Audit Policies
g Filer Directaries
% Filer Shares

1 objectis) MAZROUH-TST {Local Host) v
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Managing the DefendX Software Control-Audit Service through
an DefendX Software Control-Audit Admin Client Running on a
Different Machine

This section provides step-by-step instructions for installing the DefendX Software
Control-Audit Admin Client, enabling you to administer the DefendX Software Control-
Audit service running on a different machine. This kind of DefendX Software Control-Audit
Admin Client installation enables DefendX Software Control-Audit administrators to
administer DefendX Software Control-Audit easily when it is installed on all the servers
over the entire network. This can be done through a local user interface that is easily
installed on the administrator’s local machine.

For an DefendX Software Control-Audit administrator to be able to use the DefendX
Software Control-Audit Admin Client, the DefendX Software Smart Policy Manager Admin
and DefendX Software Control-Audit Admin components should be installed on the
administrator’s local machine per the following instructions.

IMPORTANT NOTES

There is a slight difference in the installation of DefendX Software Smart Policy Manager
and DefendX Software Control-Audit on an DefendX Software Control-Audit Server versus
the installation on an administrator’s local machine.

DefendX Software Control-Audit Admin Client User Interface is using RPC to communicate
to the DefendX Software Smart Policy Manager service. Therefore, DefendX Software
Control-Audit Administrator needs to have permissions to run and execute RPC on the
managed machine. A standard user does not have RPC Permission by default. Thus, if the
user performing the administration is not an administrator in the domain, the user needs
to be added to the Distributed COM Users group on the machine to be managed.
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Installing the DefendX Software Smart Policy Manager Admin

Co
1.

4.

D A

¢

mponent

Log on to your local computer using an account with administrator privileges.

On the DefendX Software Product Installation page, click your product installation link
under the Product Components section.

When prompted to install DefendX Software Smart Policy Manager, click Yes to launch
the Installation Wizard.

Question A ﬁl

If you do not install Smart Policy Manager the setup will exit.
Do you want to install Smart Policy Manager at this time?

No I

9 > NTP Software Smart Policy Manager is not installed on your system, You need it to run this application.
L]

In the DefendX Software Smart Policy Manager installation welcome dialog box, click
Next.

MTP Software smart Policy Manager Setup Wizard ﬂ

Welcome to the NTP Software Installation
Wizard for Smart Policy Manager

The Inztallation “fizard will inztall Smart Policy MM anager on
your computer. Click nest to continue.

¢ Bach
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5. Select | accept the terms of the license agreement in the License Agreement dialog

box and then click Next.

NTP Software Smart Policy Manager Setup Wizard

License Agreement

x|

Pleasze read the following license agreement carefully. T ®

oRéware
MTP Saftware Smmart Palicy b anager(T) End-Uzer Licenze ﬂ
By uzing or copying the accampanying zoftware you are indicating pour acceptance of the

terms of thiz icenze. If you do not agree to the terms of thiz icenze, please return the
product UNOPEMED to your place of purchase for a full refund.

GRA&MT OF LICEMSE. MTP Software grantz you the right to use Smart Policy kanager
["PRODUCT™ on one computer. zolely for your or your compaty's owe inkernal uze. [n
addition ko the specified quantity of copies, you mayp make one [1) additional copy as a
backup to the onginal. However, you may not cause the software to execute or be loaded
into the active memory of more computers than the above-specified quantity at any one

time. |n addition the PROCUCT iz licensed zolely for the management of local storage ;I

& | accept the terms of the license agreement

£~ | do not accept the terms of the licenze agreement

|mstallShield

< Back | Mest » I Cancel

6. In the Choose Destination Location dialog box, browse to the needed location and

then click Next.

NTP Software Smart Policy Manager Setup Wizard

Choose Destination Location

x|

Select folder where setup will install files. T )
OEEare

Setup will inztall MTP Software Smart Policy Manager in the following folder.

To inztall to thiz folder, click Mext. Toinstall to a different folder, click Browsze and zelect
another falder.

C:%Program FileshSmart Policy Matager Browse. . |

" Destination Falder

|netallEhieid

< Back Cancel
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7. Select only the Smart Policy Manager Admin component in the Select Features dialog

box. Click Next.

NTP Software Smart Policy Manager Setup Wizard il

Select Features

Select the features setup will install T 3
g ,@o Em&ﬂe‘g

Select the features you want to install, and deselect the features pow do not want o install

o[ Smart Policy Manager Service [~ Description

art Policy b anager Admin

Selecting thiz option will inztall
all of the components required
to run the Smart Policy

M anager adminiztrabive clisnt

289 MB of zpace required on the C diive
1758.38 ME of space availablz on the C drive
|mztallShield

¢ Back | Mest » I Cancel |

8. The Start Copying Files dialog box prompts you to begin copying files.

D A

4

MTP Software Smart Policy Manager Setup Wizard

Start Copying Files

x|

Review zettings before coping files. T )
? g goﬁmwe@

Setup has enough infarmation to start copying the pragram files. |F pou want b eview or
change any zettings. click Back. If you are satizfied with the settings, click Mest to begin
copying filez.

Current Settings:

D estination Path: ;I
C:%Program FileshSmart Policy Manager

Components to ingtall:
Smart Policy M anager Administration T ool

i o

|mgkalS hield

< Back | Hesxt = I Cancel
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9. When the file installation is complete, a dialog box offers you the opportunity to view
the readme file, which may contain documentation updates and other items. If you
do not want to view the readme file at this time, clear the option Yes, | want to view
the readme file. Click Finish.

MNTP Software Smart Policy Manager Setup Wizard

HTP Software Installation Wizard for Smart Policy
Manager Complete

The Inztallation 'wizard has successfully inztalled Srmart Policy
Manager. Click Finizh to exit the wizard.

V¥ ez, | want to view the readme file

are
< Back | Finizh I Cancel
DEFEN DX Copyright © 2020 DefendX Software

’ Coftware 60



Installing the DefendX Software Control-Audit Admin Component

1. The DefendX Software Control-Audit welcome dialog box pops up automatically. Click
Next to continue.

MTP Software File Auditor for NAS Setup x|

Welcome to the HTP Software Installation
Wizard for File Auditor for HAS

The Installation ‘Wizard will install File Auditar far MAS on
wour computer. Click nest to continue,

%am“

< Back Cancel |
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2.

D A

¢

MNTP Software File Auditor for NAS Setup

License Agreement

Fleasze read the following license agreement carefully. T )

? ? Y .@n E ware”
MTF Saftware File Auditar(trm] for HAS -
End Uzer Licenze

By uzing or copying the accompanying software you are indicating vour acceptance of the
terms of this licenze. If pou do not agree ko the terms of this licenze, please return the
product IMOPEMED to vour place of purchase for a full refund.

GRAMT OF LICEMNSE. MTP Software grantz you the right to use NTP Software File

Auditor for MAS [“the PRODIICT"] to manage the number of MAS systems for which pou
have pad a license fee, provided the uze iz zolely for your personal or pour company’s

own internal use. MTP Software grants wou the rights to run the Windows connector
compaonents of MTP Software File Auditor for MAS on one or more 'Windows systems, up ;I

' | accept the terms of the license agreement

™ | do not accept the terms of the license agreement

| metallShield

< Back | Mest = I Cancel
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3. In the Choose Destination Location dialog box, browse to the desired destination, or
click Next if the default destination location is appropriate.

MTP Software File Auditor for NAS Setup |

Choose Destination Location
Select folder where zetup will inztall files. T ®
oféware

Setup will inzstall File Auditar far MAS in the following folder.

To inztall to thiz folder, click Mest. Toinstall to a difterent folder, click Browsze and select
another folder.

C:APragram Files\MTPS aftwarehFile Auditor for HAS Browsze. .. |

| etallSheld

” Destination Folder

< Back Cancel
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4.

In the Select Features dialog box, make sure that only the Admin component is
selected and then click Next.

MTP Software File Auditor for NAS Setup |

Select Features

Select the features setup will install T ®
oftare

Select the features pou want to install, and dezelect the features vou do not want to inztall.

_ — Dezcription
|:| S ervice Selecting thiz option will install
|:| MAS Connectar all of the components required

to run the MTP Safbware File
Auditar adrinistrative client. [f
you chooze not to ingtall these
components you may still install
the MTP Software File Auditor
zervice, but pou will nat be
able to configure it fram this
machine.

8.47 MEB of zpace required on the C drive
1721.70 MB of space available on the C diive
| etallSheld

< Back | et > I Cancel

IMPORTANT: Because we only need the Admin User Interface to manage and
configure the policies, we checked the Admin Client only. We are not seeking a full
DefendX Software Control-Audit installation.

D A

4
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5. Specify the program folder (using the default program folder is recommended) and
click Next. The setup program adds program icons to the program folder.

MNTP Software File Auditor for NAS Setup x|

Select Program Folder

Pl lect folder. T ,
eaze select a program folder @oﬁmme@

Setup will add program icons to the Program Folder listed below. ou may type a new folder
name, ar select one from the existing folders ist. Click Mest to continue.

Broaram Falder:

MTF Software File Auditar for MAS

Exizting Folders:

Aocezs [BM .
Arcceszones

Adminiztrative Tools

Adobe

Audio Related Programs

Canon iP1800 zenes

Canon iP1800 zenes Manual

Canon Utilities

Card Scanning Solutions LI

| metallShield

< Back | Mest = I Cancel |
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6. Click Next when the Start Copying Files dialog box appears (assuming that the
destination paths are correct). DefendX Software Control-Audit setup begins
transferring files to the specified locations.

MTP Software File Auditor for NAS Setup |

Start Copying Files _I_
Review zettingz before copying files. )
? Pne %nﬁwme*

Setup has enough information to start copying the program files. [F pou want bo review or
change any zettings, click Back. If pou are zatisfied with the settings, click Mext to begin
copying files.

Current Settings:

Destination Path: :l
C:\Program Filez\MNTPSoftware\File Auditor for HAS

Components ta install:
File Auditor Administration Taal

Start Menu Folder:
MTP Saftware File Auditar for MAS

i o

| etallSheld

< Back | Mest = I Cancel |
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7. When the file installation is complete, a dialog box offers you the opportunity to view
the readme file. If you do not want to view the readme file at this time, clear the
option Yes, | want to view the readme file. Click Finish. With this step, DefendX
Software Control-Audit installation is completed.

MNTP Software File Auditor for NAS Setup

HNTP Software Installation Wizard for File Auditor for
HAS Complete

The Inztallation “Wizard has successfully inztalled File Auditor
for MaS. Click Finizh bo exit the wizard.

W ez, | want ta view the readme file]

are
< Back | Finizh I Cancel
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Administering DefendX Software Control-Audit through an
DefendX Software Control-Audit Admin Client Running on a
Different Machine.

1. Click Start > Programs > DefendX Software Control-Audit > DefendX Software
Control-Audit Admin.

2. In the Smart Policy Manager dialog box, specify the Smart Policy Manager Server to
which you want to connect.

Smarkt Policy Manager |
Enter the name of the Smart Policy kanager zerver to connect

to. If no Smart Policy M anager Server iz specified, the local
zerver will be uzed.

Smart Palicy Manager Server:

M5 EFYE R Browse... |

k. I Cancel Help

NOTE: The Smart Policy Manager Admin component is installed on the local machine,
so there is no Smart Policy Manager service installed. Thus, DefendX Software Control-
Audit cannot talk to the local Smart Policy Manager service because it does not exist,
so we specify the Smart Policy Manager service with which DefendX Software Control-
Audit should communicate.

In very large organizations, you may have offices all over the world. Make sure you
connect to the server(s) at a reasonable distance to maintain good speed.

As shown, the DefendX Software Control-Audit Admin Client User interface is displayed
with MYSERVER as a node in the left menu tree and all the DefendX Software Control-
Audit policy details.

To connect to more than one Smart Policy Manager service at the same time, click File >
Active Server and then insert the server name or the server IP address. This allows you to
add all the servers on your entire network administer them as needed.
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Installing Control-Audit in Clustered Environments

NOTES:

e DefendX Software Control-Audit requires a manual setup by an administrator for
clustered environments.

e Although the Connector service can be started on the servers on which DefendX
Software Control-Audit was installed, in the DefendX Software Control-Audit user
interface, the Filer, Celerra, or EVS is assigned to only one server node and must be
reassigned manually from a previously assigned node.

e A Filer, Celerra, or EVS cannot communicate with more than one DefendX Software
Control-Audit server at a time.
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Installing the DefendX Software Control-Audit in Clustered
Environments

To install DefendX Software Control-Audit in a clustered environment, apply the following
steps:

1. Install DefendX Software Control-Audit on a server, as described in DefendX Software
Control-Audit installation guides.

2. After DefendX Software Control-Audit is installed successfully, open DefendX
Software Control-Audit to find the global container (My Organization in this example)
at the top of the hierarchy. Click the plus sign (+) to expand the container.

3. Click the plus sign (+) to expand your site container (My Site in this example) in the
second tier of the hierarchy.

Notice the installation server (Primary Server in this example) in the third tier of the
hierarchy. The DefendX Software Control-Audit application is also in the third tier.

NTP Software Smart Policy Manager (TM) [_[O] =]
File Edt Wiew Options Help

= | X ] %
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= an] MName | Type | Status | Description | Creaked | Modified
le: uaclitor (25 Site 11210 08:39:37  1/12/10 D&:39:37
B My site EBFle fuditor  Fileduditor  Available  NTP Software F...  3(4/1019:51:48  3(4/10 19:51:48

- (@ CATROGAZODIFA
-8 sqavfiler

+ @_E Celerrans40
@_ﬂ whiler1

@_E wilerz

1 [ 1]l 2]
2 object(s) [Cogezniers Mok | [ [ 4
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4. Right-click the site container (My Site in this example) and then select New >
Container from the pop-up menu to create your cluster container. Give the new
container the name of the cluster. In the example, we have used Cluster 1 as the

name.

{E NTP Software Smart Policy Manager {TM) =] E3

File Edit Wiew Options Help

@6‘% ELET IR

=45k My Qrganization | Type | Status | Descripkion | Created | Modified
- File fwditor | Server Available 112010 08:359:37  1/12/10 08:39:41
SRS S @_EvfilerZ Filer frveailable /410 20:01:18  3/9/10 08:20:12
E-E File Auditor (32 filert Filer awailable 3010081800  3/9/10 05:20:13
ﬁ Cluster 1 [BBsgaviiler  Filer frvailable 112/10 09:05:15  1/12/10 09:05:17
% :;;\?F?I);-‘:AZDDSFA @_ECEIErran‘.‘ EMCCel...  Available Zi1017:32:25 2110 17:32:27
@_E Celarransdd Cluster 1 Container F4/10 10i09:29  3714/10 10:09:29
@E whiler FI|E auditor - Fileauditor — Available 31410 10:09:43  3/14/10 10:09:43
@E wfilerz
4] [ EN |+
7 ohject(s) [CATROGAZONGFA (loralHosty | [ [ 4

5. Right-click the cluster container (Cluster 1 in this example) and select New > DefendX
Software Control-Audit from the pop-up menu.

It is necessary to install DefendX Software Control-Audit manually on each server you
want to add to the tree (Node 1 and Node 2 in this example). Choose the option
Adding to an enterprise installation during the local DefendX Software Smart Policy
Manager installation on each node and point to the first DefendX Software Control-
Audit server.
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6. Open the cluster container in the DefendX Software Smart Policy Manager hierarchy
and use the drag-and-drop method to move the nodes into the cluster container. They
will appear at the same level as the container Control-Audit application, as shown
here.

£ NTP Software Smart Policy Manager {TM) |_ (O] x|
File Edit Yiew Options Help

‘?‘% B2 B | X B[ % ek

=- ‘E‘ My Organization | Mame | Type | Skatus | Description | Created | Modified

File Auditor [EFile auditar Fileauditar  Avalable SIT4f10 10:16:39 314410 10 16:34
Bl My sits
- File Auditor

0. J8 CATROGAZONEFA
18 snavfier

Q_E Celerrans40
@E whiler1

% wfilerz

Ll |14l |+
1 object(s) CAIROQAZO03FA (Local Host) v

7. Click the plus sign (+) next to the DefendX Software Control-Audit application you have
just added to view the global (cluster) policies. Create all policies within this
application that will be applied to both nodes. They will be propagated automatically
to all nodes within the container.
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Installing the DefendX Software Control-Audit onto a Node Server

This feature enables administrators to group servers, Filers, and Celerras logically to
reflect their organizational physical structure, creating policies under a node that can be
inherited by all the machines of that node.

To install DefendX Software Control-Audit onto a node server, apply the following steps:

1. It is necessary to install DefendX Software Control-Audit manually on each of the
added nodes (on Node 1 in this example). Choose the option Adding to an enterprise
installation during the local DefendX Software Smart Policy Manager installation.

2. Right-click the site container and select New > Container to create a container for the
cluster. Give the new container the cluster name.

£ NTP Software Smart Policy Manager {TM} =1 3
File Edit Wew Options Help
S| kBB XE|
=-45k My Organization Mame  © | Tyvpe | Skatus | Description | Created | Modified
' i it E,CAIROQ... Server Available 1/12/1008:39:37 11210 08:3%:41
=l BBsqavfler  Filer Available 112(1009:05:15  1/12{10 09:05:17
‘ Auditcr (BB celerran,.. EMCCel..  Availsble 0T3S 210 173227
T E:IS':Z' IAZDDSFA (3B vFilerz Filer Available 410 20:01:18  39(10 0%:20i12
-
' - [IB+Flert Filer #vailable 39/1008:18:00  3/9/10 085:20:13
@_E sqavfiler 3 }
H %Nude 1 Filer Available F14/10 10:25:43 31410 10:25:48
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3. Click the existing server (node) and, while holding down the mouse button, drag and
drop the server onto the cluster container to move the server into the cluster
hierarchy.

4. Right-click the cluster container and select New > DefendX Software Control-Audit
from the pop-up menu.
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5. To view the global (cluster) policies, click the plus sign (+) next to the DefendX
Software Control-Audit application you have just added.

£ NTP Software Smart Policy Manager (TM) =] E3
File Edit Wiew Options Help
G bR XE N |
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i File Auditor [E Filer awvailable 3/9/1008:18:00 3910 08:20
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Create all policies within this application that will be applied to both nodes. They will be
propagated down automatically to all nodes within the container.
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Network Attached Storage (NAS) Preparations

Preparing the NetApp Filer

NOTE: Refer to this section only if you have NetApp Filers attached to your environment.
If you do not have NetApp Filers, you should not apply the instructions specified in this
section.

Enabling the fpolicy Management Service (NetApp Filers)

DefendX Software Control-Audit requires NetApp Filers to run Data ONTAP version 6.5 or
later (excluding version 7.1). If your Filer is running a version prior to 6.5, you must
upgrade your operating system before you proceed. (Please refer to your Network
Appliance documentation for instructions.)

Although DefendX Software Control-Audit does not install any components on the
NetApp Filer, you will need to enable the Data ONTAP fpolicy management service.

For more information on NetApp Filers, consult NetApp Customer Support Bulletin
CSB-0704-02: Fpolicy Update for Data ONTAP.

Apply the following steps to enable the Data ONTAP fpolicy management service:
1. Logon to the NetApp Filer with an account that has administrative privileges.
2. Atthe prompt, enter the following command:
fpolicy create DefendXSoftware_FA screen
3. Enter the following command:
fpolicy enable DefendXSoftware_FA
4. To verify that CIFS file policies are now enabled, enter the following command:
fpolicy show DefendXSoftware_FA

5. If you want Control-Audit to record Permission and Owner changes for your files and
directories, you will need to enable CIFS SetAttr feature of fpolicy, enter the following
comand:

fpolicy options DefendXSoftware_FA cifs_setattr on

NOTE: If you don’t have any File Audit Policy that monitors Permission Change or
Owner Change events, then you should disable CIFS SetAttr feature.
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These steps create the configuration that allows DefendX Software Control-Audit to
register with and manage your Filer. They must be completed before you try to configure
DefendX Software Control-Audit. Later in this document, a Control-Audit policy server
with be registered with the Filer. No further Filer administration is required.

NOTES:

e Data ONTAP versions 7.0.6 and 7.2.2 contain a number of fixes that address stability
and memory issues related to fpolicy functionality in Data ONTAP. For NetApp Filers,
NetApp strongly recommends that customers using fpolicy move to one of these Data
ONTAP versions or later (excluding version 7.1).

e The Data ONTAP 7.1 release family is currently not supported with fpolicy.
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Ad

ding Your Filer to the DefendX Software Control-Audit Policy

Hierarchy

Next, you need to add your Filer to the collection of servers being monitored by DefendX
Software Control-Audit.

1.

7.
8.
9.
10.

Run DefendX Software Control-Audit Admin by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit for NAS
Admin.

Right-click My Site and select New > Filer.

You will be prompted to enter a name. The name you enter here must match the
name of your NetApp Filer.

Now that you have added your Filer to the collection of servers recognized by DefendX
Software Control-Audit, right-click the Filer you just added and select New > Control-
Audit Application.

Next, you need to associate the policies you will create here with a Filer. In the
DefendX Software Smart Policy Manager hierarchy view (the left pane), click the plus
sign (+) adjacent to the name of the Windows-based server on which you installed
DefendX Software Control-Audit.

Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

Click the NAS Connector tab.
Click the Add button.
Enter the name of your Filer/vFiler and click OK.

Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

D A

¢
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Preparing the EMC Isilon

Isilon OneFS Version

DefendX Software Control-Audit for NAS, EMC Edition requires the EMC Isilon to run
OneFS version 8.0.0.0 or later. If your Isilon is not running version 8.0.0.0 or later, you

must upgrade your operating system before you proceed. (Refer to your EMC
documentation for instructions.)

To determine the version of OneFS installed on your Isilon, log on to the control station

and type the command version.

Configuring the Isilon

From the Isilon console, run the following command:

Isi audit settings global modify —protocol-auditing-enabled true —audited-zones System

This will enable auditing over CIFS and will specify which zone (System by default) will be audited.

Verify the settings by running the following command: Isi audit settings global view

Run the following command:

Isi audit settings modify —audit-success close,create,delete,rename,get_security,set_security —
syslog-audit-events close,create,delete,rename,get_security,set_security —syslog-forwarding-

enabled true

Verify the settings by running the following command: Isi audit settings view

Make a backup copy of the file /etc/mcp/templates/syslong.conf

Edit the file /etc/mcp/templates/syslog.conf and search for the line laudit_protocol
Add the following line under laudit_protocol:

* ¥ @hostname-or-IP-address-of-DefendXControlServer

Reload the syslog config with the following command: isi_for_array ‘killall —-HUP syslogd’
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Adding an Isilon to the DefendX Software Control-Audit Policy
Hierarchy

Next, you need to add your EMC Isilon to the collection of servers being monitored by
DefendX Software Control-Audit:

1. Run DefendX Software Control-Audit Admin by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit for NAS
Admin.

2. Right-click My Site and choose New > Isilon.

3. You will be prompted to enter a name. The name you enter here must match the
name of your CIFS server.

4. Now that you have added your CIFS server to the collection of servers recognized by
DefendX Software Control-Audit, right-click the CIFS server you just added and select
New > Control-Audit Application.

5. Next, you need to associate the policies you will create here with a CIFS server. In the
DefendX Software Smart Policy Manager hierarchy view (the left pane), click the plus
sign (+) adjacent to the name of the Windows-based server on which you installed
DefendX Software Control-Audit.

6. Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

7. Click the EMC Connector tab.
8. Click the Add button.

9. Enter the name of your Isilon Cluster Name, Management Port, User Name, and
Password then click OK.

10. Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

Preparing the EMC Celerra

NOTE: Refer to this section only if you have one or more EMC Celerras attached to your
environment. If you do not have EMC Celerras, you should not apply the instructions
specified in this section.

Preparing EMC Celerra to be managed by Control-Audit

Preparing Control-Audit Windows Machine — Scenario A
This section describes how to prepare your EMC Celerra if you have either of the following

ljjnments:
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e If you do not have an DefendX Software Quota and File Sentinel (QFS) installation
in your environment.

e If you have DefendX Software and DefendX Software Quota and File Sentinel (QFS)
installed on the same machine.

If your QFS installation is older than version 7.1, you cannot manage the same EMC
Celerra that QFS manages with Control-Audit.

If your QFS installation is on a different machine, consult the section Prepare EMC Celerra
to be managed by Control-Audit and QFS each installed on a separate machine.

Configuring EMC Celerra Event Enabler (CEE)

Foll

ow these steps to prepare the Windows machine to host DefendX Software Control-

Audit:

1.

b A

4

Before installing DefendX Software Control-Audit, you have to make sure that Celerra
Event Enabler (CEE) version 4.2.2 or later is appropriately installed and configured in
your environment. Contact EMC for further information on this configuration.

DefendX Software Control-Audit requires the EMC Celerra to run DART version
5.6.36.2 or later. If your Celerra is not running version 5.6.36.2 or later, you must
upgrade your operating system before you proceed. (Refer to your EMC
documentation for instructions.)

After installing the Celerra Event Enabler on the DefendX Software Control-Audit
machine, you need to specify the software with which the CEE will register. To do this,
set ntp for the following key:

HKEY _LOCAL_MACHINE\SOFTWARE\EMC\CelerraEventEnabler\CEPP\CQM\Configur
ation\EndPoint
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Preparing the EMC Celerra for DefendX Software Control-Audit Management

For any Celerra that will be managed by DefendX Software Control-Audit, once the server
is started and has mounted its root filesystem, go to the .etc directory and create the
cepp.conf file (if it does not exist). You have to edit this file to include your CEPP pool
description.

NOTE: The cepp.conf file must contain at least one line defining the pool of CEPP servers.
If the line is too long, you can add \ at the end of each line:

pool name=<poolname> servers=<IP addrl>|<IP addr2>]... \
preevents=<eventl>|<event2>]....\

postevents=<event3>|<event4>]|.. \

posterrevents=<event5>|<event6>]... \

option=ignore or denied \

regtimeout=<time out in ms> \ retrytimeout=<time out in ms>

DEFENDX Copyright © 2018 DefendX Software
‘ Software 81



NOTES:
Each event can include one or more (or all) of the following events:

e OpenFileNoAccess
e OpenFileRead

e OpenFileWrite

e CreateFile

e CreateDir

e DeleteFile

e DeleteDir

e CloseModified

e CloseUnmodified
e RenamefFile

e RenameDir

e SetAclFile

e SetAclDir

Postevents and posterrevents are not supported in DefendX Software Control-Audit.
We recommend turning them off to improve performance. Dropping those two fields
from the CEPP will stop the Celerra from generating events of those types.

At least one event, one pool, and one server per pool must be defined.
Recommended timeout values:

e The recommended value for regtimeout is 5000.

e The recommended value for retrytimeout is 750.
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Apply the following steps to edit the cepp.conf file:

NOTE: Replace server_2 with the name of the server you want to configure.

1. Logon to the Celerra control station as su.

a.

2. Type.

Type mount server_2:/ /mnt2 to mount the root filesystem. (Create /mnt2 if
it does not exist, and replace server_2 with your server name if you are
configuring a different server.)

Type c¢d /mnt2/.etc and look for the file cepp.conf. Create the file if it does not
exist.

Use vi to edit the cepp.conf file. Edit the servers field to use the IP address of
the machine running DefendX Software Control-Audit. The result should look
something like this:

pool name=cqm servers=10.30.3.57 preevents=* option=ignore
reqtimeout=5000 retrytimeout=750

server_config server_2 -v "cepp stop" and press Enter.

3. Type .server_config server_2 -v "cepp start" and press Enter.

These steps create the configuration that allows DefendX Software Control-Audit to
register with and manage your Celerra. They must be completed before you attempt to
configure DefendX Software Control-Audit.
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Ad

ding a Celerra to the DefendX Software Control-Audit Policy

Hierarchy

Next, you need to add your EMC Celerra to the collection of servers being monitored by
DefendX Software Control-Audit:

11.

12.

13.

14.

15.

16.

17.
18.
19.

20.

Run DefendX Software Control-Audit Admin by clicking Start > All Programs >
DefendX Software Control-Audit for NAS > DefendX Software Control-Audit for NAS
Admin.

Right-click My Site and choose New > Celerra.

You will be prompted to enter a name. The name you enter here must match the
name of your CIFS server.

Now that you have added your CIFS server to the collection of servers recognized by
DefendX Software Control-Audit, right-click the CIFS server you just added and select
New > Control-Audit Application.

Next, you need to associate the policies you will create here with a CIFS server. In the
DefendX Software Smart Policy Manager hierarchy view (the left pane), click the plus
sign (+) adjacent to the name of the Windows-based server on which you installed
DefendX Software Control-Audit.

Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

Click the EMC Connector tab.
Click the Add button.

Enter the name of your CIFS server the control station IP, user name, and password
and then click OK.

Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

b A

4
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Preparing Control-Audit Windows Machine — Scenario B

This section describes how to prepare your EMC Celerra If you have an installation of
DefendX Software Quota and File Sentinel (QFS) 7.1 or higher on a different machine and
you want QFS to manage the same EMC Celerra that Control-Audit will manage, perform
the following steps.

NOTES:

If your QFS installation is older than version 7.1, you cannot manage the same EMC
Celerra that QFS manages with Control-Audit.

If QFS and Control-Audit are both installed on the same machine consult the section
Prepare EMC Celerra to be managed by Control-Audit.

If you do not have QFS in your environment, consult the section Prepare EMC Celerra to
be managed by Control-Audit.

Configure EMC Celerra Event Enabler (CEE)
Follow these steps to prepare the Windows machine that hosts DefendX Software QFS:

e Before installing DefendX Software QFS, you have to make sure that Celerra Event
Enabler (CEE) version 4.2.2 or later is appropriately installed and configured in your
environment. Contact EMC for further information on this configuration.

e DefendX Software Control-Audit requires the EMC Celerra to run DART version
5.6.36.2 or later. If your Celerra is not running version 5.6.36.2 or later, you must
upgrade your operating system before you proceed. (Refer to your EMC
documentation for instructions.)

e After installing the Celerra Event Enabler on the DefendX Software QFS machine,
you need to specify the software with which the CEE will register. To do this, set ntp
for the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\EMC\CelerraEvent
Enabler\CEPP\CQM\Configuration\EndPoint

e Make sure that the DefendX Software EMC Proxy Service is started:

a. Open the Windows Service Manager from Control Panel\Administrative
tools\Services

b. Lookfor DefendX Software EMC Proxy Service entry, and make sure its status
is Started.
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e On the DefendX Software Control-Audit machine, you need to specify the machine
on which DefendX Software QFS resides. To do this, perform the following steps:

a.

Go to the following key in the registry editor
HKEY_LOCAL_MACHINE\SOFTWARE\DefendXSoftware\Control-Audit\ECS

Create a string value called ProxyServer if it does not exist.

Set the ProxyServer value to the machine IP or name of the DefendX
Software Quota and File Sentinel machine.

e On the DefendX Software Control-Audit machine, Make sure that the DefendX
Software EMC Proxy Service is disabled:

a.

& Registry Editor

Open the Windows Service Manager from Control Panel\Administrative
tools\Services

Look for DefendX Software EMC Proxy Service entry; right click this entry and
select Stop.

Right click DefendX Software EMC Proxy Service entry, and select Properties,
then in the General tab, change Startup type to Disabled.
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e On the DefendX Software Control-Audit machine, restart the DefendX Software
Control-Audit EMC Connector Service.

a.

b.

Open the Windows Service Manager from Control Panel\Administrative
tools\Services

Restart the DefendX Software Control-Audit EMC Connector Service.
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Preparing the EMC Celerra for DefendX Software Control-Audit Management

For any Celerra that will be managed by DefendX Software Control-Audit, once the server
is started and has mounted its root filesystem, go to the .etc directory and create the
cepp.conf file (if it does not exist). You have to edit this file to include your CEPP pool
description.

NOTE: The cepp.conf file must contain at least one line defining the pool of CEPP servers.
If the line is too long, you can add \ at the end of each line:

pool name=<poolname> servers=<IP addrl>|<IP addr2>]... \
preevents=<eventl>|<event2>]....\
postevents=<event3>|<event4>]|.. \
posterrevents=<event5>|<event6>]... \

option=ignore or denied \

regtimeout=<time out in ms> \ retrytimeout=<time out in ms>

ADDITIONAL NOTES:
Each event can include one or more (or all) of the following events:

e OpenFileNoAccess
e OpenFileRead

e OpenFileWrite

e CreateFile

e CreateDir

e DeleteFile

e DeleteDir

e CloseModified

e CloseUnmodified
e RenamefFile

e RenameDir

e SetAclFile

e SetAclDir

Postevents and posterrevents are not supported in DefendX Software Control-Audit. We
recommend turning them off to improve performance. Dropping those two fields from
the CEPP will stop the Celerra from generating events of those types.

At least one event, one pool, and one server per pool must be defined.
Recommended timeout values:
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e The recommended value for regtimeout is 5000.

e The recommended value for retrytimeout is 750.

Apply the following steps to edit the cepp.conf file:
1. Logon to the Celerra control station as su.

a. Type mount server_2:/ /mnt2 to mount the root filesystem. (Create /mnt2 if
it does not exist, and replace server_2 with your server name if you are
configuring a different server.)

b. Type cd /mnt2/.etc and look for the file cepp.conf. Create the file if it does not
exist.

c. Use vi to edit the cepp.conf file. Edit the servers field to use the IP address of
the machine running DefendX Software Control-Audit and the machine
running DefendX Software QFS. The result should look something like this:

pool name=cqm servers=10.30.3.57|10.30.3.58 preevents=* option=ignore
reqtimeout=5000 retrytimeout=750

2. Type .server_config server_2 -v "cepp stop" and press Enter.

3. Type .server_config server_2 -v "cepp start" and press Enter.

NOTE: Replace server_2 with the name of the server you want to configure.

These steps create the configuration that allows DefendX Software Control-Audit to
register with and manage your Celerra. They must be completed before you try to
configure DefendX Software Control-Audit.
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Adding a Celerra to the DefendX Software Control-Audit Policy Hierarchy
Next, you need to add your EMC Celerra to the collection of servers being monitored by DefendX
Software Control-Audit:

1.

10.

Run DefendX Software Control-Audit Admin by clicking Start > All Programs > DefendX
Software Control-Audit for NAS > DefendX Software Control-Audit for NAS Admin.

Right-click My Site and choose New > Celerra.

You will be prompted to enter a name. The name you enter here must match the name of
your CIFS server.

Now that you have added your CIFS server to the collection of servers recognized by DefendX
Software Control-Audit, right-click the CIFS server you just added and select New > Control-
Audit Application.

Next, you need to associate the policies you will create here with a CIFS server. In the DefendX
Software Smart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windows-based server on which you installed DefendX Software Control-
Audit.

Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

Click the EMC Connector tab.
Click the Add button.

Enter the name of your CIFS server the control station IP, user name, and password and then
click OK.

Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

D A

4
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Preparing the EMC Celerra

Since Unity uses CEE to send notifications to File Auditor just like the VNX does, the
requirement for Unity are the same as VNX. The service account needs to have the EMC Virus
Checking and EMC Event Notification Bypass rights and be a local admin on server being
managed. CEE is required.

To enable Event Publishing on the NAS Server.

1.

2
3
4
5.
6
7
8

Log into the Unity Unisphere Console

Select File in the left menu

Select the NAS Servers tab across the top

Select the specific NAS Server

Click the Edit Icon (pencil)

On the Properties page that is displayed, select the Protection & Events tab.
Select the Events Publishing menu item on the left

Click the checkbox Enable Common Event Publishing

(Beas) WIRT181°

i

9. Click the +icon to add a new pool.
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10. The name will be filled in by default. Click the Add button to add the name/ip address
of the CEE server that File Auditor will use

11. Click the Configure link next to Pre Events.

Configure PreEvents for dev-unity(02-fs3 CEPA_1
Select all
Select none
CloseDir OpenFileWriteOffline

v CloseModified W/ RenameDir
v CloseUnmodified OpenDir W/ RenameFile
v CreateDir ] OpenFileNoAccess W SetAciDir
v CreateFile v OpenFileRead v SetAclFile
v DeleteDir OpenFileReadOffline
v DeleteFile v OpenFileWrite

Close

12. Select the events shown above and click OK.

13. Click Configure. Then click Apply. The settings will be saved and you will be returned to
the NAS Servers list.

14. Click on the File Systems link at the top.
15. In order to get events, each file system must have Events publishing enabled.
16. Select a file system on the nas server, and click the Edit icon.

17. On the properties dialog, select the Advanced tab. Check the option for Enable SMB
Events publishing

18. Repeat for each file system that will be configured in File Auditor.
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=3_data Properties

General Snapshots FAST VP Replication Quota Advanced

SMB Protocol Settings
Sync Writes Enabled
! Oplocks Enabled
Notify On Write Enabled

Motify On Access Enabled
Events Notifications

» Enable SMB Events publishing

Close

Adding a Unity to the DefendX Software Control-Audit Policy Hierarchy
Next, you need to add your EMC Unity to the collection of servers being monitored by DefendX
Software Control-Audit:

11. Run DefendX Software Control-Audit Admin by clicking Start > All Programs > DefendX
Software Control-Audit for NAS > DefendX Software Control-Audit for NAS Admin.

12. Right-click My Site and choose New > Unity.

13. You will be prompted to enter a name. The name you enter here must match the name of
your CIFS server.

14. Now that you have added your CIFS server to the collection of servers recognized by DefendX
Software Control-Audit, right-click the CIFS server you just added and select New > Control-
Audit Application.

15. Next, you need to associate the policies you will create here with a CIFS server. In the DefendX
Software Smart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windows-based server on which you installed DefendX Software Control-
Audit.
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16. Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

17. Click the EMC Connector tab.
18. Click the Add button.

19. Enter the name of your CIFS server the control station IP, user name, and password and then
click OK.

20. Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

Preparing the BlueArc Titan or Hitachi NAS

NOTE: Refer to this section only if you have BlueArc Titans or Hitachi Hitachi NASs attached to
your environment. If you do not have BlueArc Titans or Hitachi Hitachi NASs, you should not apply
the instructions specified in this section.

Preparing the BlueArc Titan/ Hitachi NAS for DefendX Software
Control-Audit Management
To prepare the Titan/Hitachi NAS server, the following must be taken into consideration:

1. For each EVS (virtual server) managed by DefendX Software Control-Audit, at least one CIFS
server name must be created and must join the same domain as the DefendX Software
Control-Audit machine.

2. Thelogon account used to register with the Titan server (the account that will be assigned to
the DefendX Software Control-Audit service) needs to be a member of the Titan server's local
group Backup Operators, which can be added from the Titan Server command-line interface
(CLI) using the following command:

localgroup add "Backup Operators" <FQDomainName\AccountName>
3. The File-Filtering feature must be enabled. To enable it, use the following command:

fsm set allow-ntp-file-filtering true
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Adding an EVS to the DefendX Software Control-Audit Policy Hierarchy

Next, you need to add your EVS to the collection of servers being managed by DefendX Software
Control-Audit:

1. Run DefendX Software Control-Audit Admin by clicking Start > All Programs > DefendX
Software Control-Audit for NAS > DefendX Software Control-Audit for NAS Admin.

2. Right-click My Site and choose New > EVS.

3. You will be prompted to enter a name. The name you enter here must match the name of
your EVS.

4. Now that you have added your EVS to the collection of servers recognized by DefendX
Software Control-Audit, right-click the EVS you just added and select New > Control-Audit
Application.

5. Next, you need to associate the policies you will create here with an EVS In the DefendX
Software Smart Policy Manager hierarchy view (the left pane), click the plus sign (+) adjacent
to the name of the Windows-based server on which you installed DefendX Software Control-
Audit.

6. Right-click Control-Audit under that entry and select Properties to open the DefendX
Software Control-Audit Configuration screen.

7. Click the BlueArc/Hitachi Connector tab.

8. Click the Add button.

9. Enter the name of your EVS.

10. Click OK.

11. Click OK in the DefendX Software Control-Audit Configuration screen.

You are now ready to move on and create some Control-Audit policies.

Updating the License Keys

A new license key will be issued if you increase your license capacity for your Control-QFS
product. Updating your license key is fairly straightforward. Open your Control Panel and
navigate to Programs and Features/Uninstall a Program. Navigate to the product with the new
key and choose “Uninstall/Change”. The Install Shield Ul will pop up and ask if you’d like to
“Modify” or “Uninstall” the product. Choose “Modify” and press continue. Click next through the
dialogue boxes until you get to the user and license information page. Input your organizational
information and the new license key and continue through the dialogue boxes. Once the installer
is done, confirm that your new license capacity is visible. Be sure to do this with both your primary
Control-QFS product and the additional NAS connector application.
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About DefendX Software

DefendX Software helps organizations secure their critical business files and maximize the value
of their enterprise file storage resources. From comprehensive intelligence, modeling, costing
and chargeback to seamless file movement, protection and archiving, DefendX provides
industry-leading capabilities to eliminate waste and align the value of files with the storage
resources they consume. With DefendX, important file locations and the users who access them
can be monitored to provide governance, protect against theft and enforce compliance policies.
For more than 20 years, DefendX Software has been helping public and private sector
customers around the world save money and eliminate risk every day.

DefendX Software Professional Services

DefendX Software’s Professional Services offers consulting, training, and design services to help
customers with their storage management challenges. We have helped hundreds of customers
to implement cost-effective solutions for managing their storage environments. Our services
range from a simple assessment to in-depth financial analyses.

For further assistance in creating the most cost-effective Storage Management Infrastructure,
please contact your DefendX Software Representative at 800-390-6937.
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Legal & Contact Information

The information contained in this document is believed to be accurate as of the date of
publication. Because DefendX Software must constantly respond to changing market
conditions, what is here should not be interpreted as a commitment on the part of DefendX
Software, and DefendX Software cannot guarantee the accuracy of any information
presented after the date of publication.

This user manual is for informational purposes only. DEFENDX SOFTWARE MAKES NO
WARRANTIES, EXPRESS OR IMPLIED, IN THIS DOCUMENT.

DefendX Software and other marks are either registered trademarks or trademarks of
DefendX Software in the United States and/or other countries. Other product and company
names mentioned herein may be the trademarks of their respective owners.

DefendX Software products and technologies described in this document may be protected
by United States and/or international patents.

DefendX Software
119 Drum Hill Road, #383
Chelmsford MA 01824
Phone: 1-800-390-6937
E-mail: info@DefendX.com
Web Site: http://www.DefendX.com

Copyright © 2020 DefendX Software. All rights reserved. All trademarks and registered
trademarks are the property of their respective owners. Doc#DFX1285EF
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