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Global Outsourcer Revolutionizes Work at 
Home Using Secure Remote Worker

The Challenges

$_e comran� in t_is case stu7� is a 7igital marketing an7 customer service glo0al 

outsourcerķ rrovi7ing customer engagement services to �lo0al ƑƏƏƏ comraniesĺ 

$_e� rrovi7e solutions to mafor comranies aroun7 t_e �orl7ķ rrimaril� in t_e retailķ 

communicationsķ Cnancial servicesķ tec_nolog� an7 _ealt_care in7ustriesĺ 

�ustomers look to t_is comran� =or t_eir solutions 0ut o[en 0ring t_eir o�n 

tools �it_ t_e outsourcer 7elivering t_e surrortĺ �ac_ client _as a unitue set o= 

retuirements t_at t_e outsourcer _as t_e Ye�i0ilit� an7 e�rertise to 7eliverĺ

�s t_e largest call center comran� t_at o@ers agents t_e a0ilit� to �ork at _omeķ 

t_is comran� nee7e7 to solve t_e c_allenge o= _o� to 7eliver a secure an7 

comrliant �orksrace environment to t_ose agentsĺ

$_e original solution �as to sen7 a 0oota0le �	 to t_e agentsķ �_ic_ 0oote7 t_eir 

��s into a �inu� environment �it_ t_e relevant connection so[�areĺ $_is allo�e7 

agents to connect to t_e outsourcerĽs central s�stemsĺ Ho�everķ as t_is solution 

relie7 on t_e agent _aving comrati0le _ar7�areķ t_e outsourcer 0egan rrovi7ing 

_ar7�are =or t_eir �ork at _ome agents instea7ĺ �gents �ere given a t_in rroCle 

�SUS ��ķ comrlete �it_ a regular orerating s�stem t_at �as s_irre7 to t_e agentsĽ 

_omesĺ Ho�everķ it also came �it_ its o�n set o= c_allenges aroun7 logistics an7 

surrortĺ

$_e outsourcer no� _a7 to rurc_ase an7 maintain an inventor� o= etuirment 

inclu7ing retrieving 7evices �_en an agent leaves t_e comran�ķ �_ic_ all _a7 a cost 

associate7 �it_ itĺ $_is also rresente7 a c_allenge to �$ surrort in tr�ing to keer ur 

�it_ ratc_ levels o= t_e 7evices t_at �ere out in t_e Cel7ĺ
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THE CHALLENGES

• 	eliver �+�	 =or �ork at _ome 

agents

• Re7uce costs an7 logistical 

over_ea7s 

• �eet comrliance retuirements

• Scala0ilit� 

• �c_ieving ���ņH���� 

comrliance in a �+�	 

environment
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Regar7less o= t_e 7erlo�e7 solution Őinclu7ing an� ne� solutionőķ securit� 

comrliance �as t_e num0er one concern an7 c_allenge to solveĺ $_e outsourcer 

nee7e7 to ensure t_at an�t_ing 7erlo�e7 outsi7e t_e 0rick an7 mortar sites met ��� 

an7 H���� comrliance an7 t_e ke� tuestion �as �_et_er an� solution 7erlo�e7 

remotel� coul7 rass a  S�ĺ 

Having looke7 at t_e solutions currentl� availa0le on t_e market at t_e timeķ t_e 

comran� =elt t_at no one ven7or _a7 an outŊo=Ŋt_eŊ0o� solution t_at met t_eir 

retuirementsķ ot_er t_an Secure Remote Worker =rom $_inScaleĺ

The Solution

$_e outsourcer 7erlo�e7 Secure Remote Worker to t_e �ork at _ome agentsķ 

allo�ing t_em to overla� an e�isting 7evice �it_ t_e Secure Remote Worker 

so[�areĺ $_is allo�e7 t_e agents to use t_eir rersonal 7evices an7 removes t_e 

nee7 =or t_e outsourcer to surrl� an7 manage _ar7�areĺ  

$_e $_inScale (ali7ation $ool in Secure Remote Worker allo�s t_e outsourcer to 

con7uct sreciCc c_ecks on agentsĽ 7evices Őeĺgĺ t_e a0ilit� to c_eck i= t_e 7evice is 

a7etuatel� ratc_e7őĺ $_is tool comrares t_e 7evice rolicies against t_e outsourcerĽs 

o�n rolicies to c_eck �_at is retuire7 to meet comrliance stan7ar7sĺ

Wit_ t_e (ali7ation $oolķ t_e outsourcer can rrovi7e t_e �ork at _ome agents �it_ 

a sel=Ŋ_elr 7ocument to _elr C� an� issues t_at ma� 0e _ig_lig_te7ĺ 
or e�amrleķ 

i= a _ig_lig_te7 issue relates to antiŊvirusķ t_e �ork at _ome agent �ill 0e rrovi7e7 

�it_ a UR� t_at links t_em to a gui7e on _o� to solve t_e issueĺ 

THE BENEFITS

• Secure Remote Worker locks 

7o�n t_e agentĽs rersonal 

Win7o�s 7evice ensuring ��� 

comrliance retuirements are 

metĺ

• �gent 7evices can 0e assesse7 

=or suita0ilit� as rart o= t_e 

on0oar7ing rrocessķ eliminating 

t_e nee7 =or timeŊconsuming 

trou0les_ootingĺ

• Removes t_e nee7 to manage 

a r_�sical _ar7�are inventor� 

an7 assetsķ eliminating logistical 

costsĺ

• �asil� scale ur an7 scale 0ack 

�ork at _ome agentsĺ

$_e 7�namics o= _o� reorle �ant to �ork to7a� is ver� 
7i@erent =rom Ɣ �ears agoĺ Work at _ome is a mo7el 

t_at Cts man� more 7emograr_icsķ ena0ling us to target 
me7ium an7 large cities to recruit ne� talent

Principal Architect

THE SOLUTION

	elivers a 7�namicķ secure an7 

��� comrliant �orksrace 

�n_ances t_e Ye�i0ilit� =or �$ 

an7 agents �orking =rom _ome 

using t_eir o�n 7eviceĺ

 

Re7uce7 timeķ costķ an7 

comrle�it� o= client management
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Delivering PCI Compliance

Secure Remote Worker �as assesse7 an7 certiCe7 0� t�o glo0all� accre7ite7  S�sķ 

�oalCre S�stems an7 Sc_ellman ş �omran�ĺ

$oget_erķ t_e� agree7 t_at Secure Remote Worker is to 0e treate7 as the endpoint 

=or ��� 	SS rurrosesĺ �s t_e un7erl�ing 7evice �S is not transmiমng an� 7ata 

an7 is not accessi0le 0� t_e agent 7uring t_e Secure Remote Worker sessionķ it is 

treate7 as a �oint o= Sale 7evice Ő�oSőĺ �n turnķ Secure Remote Worker is treate7 as 

t_e orerating s�stemĺ

$_is vastl� simrliCe7 t_e outsourcerĽs arrroac_ to au7iting as t_e� no longer _a7 to 

au7it eac_ �� sent to agentsĺ �nstea7ķ all t_e �oS 7evices �oul7 make ur one line 

in t_e inventor�Ĺ X number of BYOD devicesĺ $_is _ugel� re7uce7 t_e over_ea7s o= 

7evice surrortĺ

Ho� Secure Remote Worker Helre7 t_e �utsourcer �c_ieve ��� 
	SS �omrliance Retuirements

PCI DSS COMPLIANT

DEVICE LOCK DOWN

FIREWALL POLICIES

$_e 7ail� grin7 o= _aving to ratc_ķ _aving to evaluateķ an7 _aving to talk to 
au7itors �as remove7ĺ $_e ot_er solutions �ere all missing somet_ing t_at 

rer=orme7 all t_e ļc_ecks an7 0alancesĽĺ  �t_er ven7orsĽ solutions 7onĽt c_eck 
=or comrlianceķ t_e� fust give �ou a 7esktor or an arrlicationĺ 

Principal Architect Systems

�nstea7ķ Secure Remote Worker c_ecks all t_e ��� relate7 retuirements 0e=ore 

a 7evice is allo�e7 to connect to t_e outsourcer net�orkĺ 	etails on t_ese 

retuirements can 0e =oun7 in t_e ��� 	SS �omrliance W_ite �arer create7 0� 

�oalCre S�stemsĺ

Wit_ Secure Remote Workerķ t_e outsourcer coul7 set ur a single virtual mac_ine 

�it_in t_eir environment t_at simulate7 a �+�	 =or eac_ unitue ��� client an7 a 

line o= 0usiness rroCle t_at �oul7 0e accessi0le =or t_e au7iting teamĺ �u7it testing 

is t_en accomrlis_e7 via t_e line o= 0usiness virtual mac_ine in t_e environmentĺ

$aking all t_e =eatures an7 elements 7elivere7 0� Secure Remote Worker into 

accountķ ena0le7 t_e outsourcer to �ork �it_ t_e  S�s to certi=� t_eir �ork at 

_ome �it_ �+�	 solution is ��� comrliantĺ
WINDOWS PATCH 

MANAGEMENT
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The Benefits

	erlo�ing Secure Remote Worker takes t_e outsourcer out o= t_e _ar7�are 

0usinessķ removing t_e nee7 =or 7evice inventor� maintenanceĺ �t removes t_e 

logistical rressures retuire7 to manage an7 7eliver 7evices out to �ork at _ome 

agentsĺ �t also takes a�a� t_e 0ur7en o= ratc_ing an7 evaluating t_e agentĽs rersonal 

7evice =or comrati0ilit� an7 au7itingķ resulting in a 7ramatic cut in costs an7 timeĺ

$_e outsourcer no longer nee7s to sen7 out a r_�sical 7eviceķ an7 more imrortantl� 

t_e� no longer _ave to retrieve 7evices �_en an agent leaves t_e comran�ĺ 

�$ orerations like t_e a0ilit� to sen7 out t_e (ali7ation $ool to ensure t_e 7evice is 

ratc_e7 an7 t_e �( is ur to 7ateĺ �t use7 to take several _ours =or �$ to �ork �it_ a 

ne� agent to c_eck t_e agentĽs 7eviceķ 0ut t_at is no longer t_e caseĺ Secure Remote 

Worker saves time in trou0les_ooting ��s an7 _as cut t_e initial 7erlo�ment =ailure 

rates =rom ƒƏѷ 7o�n to aroun7 Ɣѷĺ $_e outsourcer also integrate7 t_e (ali7ation 

$ool into t_eir _iring rrocessķ �_ic_ allo�e7 t_em to set criteria =or rreŊe�isting 

7evices suc_ as internet tualit� an7 securit� status =or rrosrective agentsĺ $_is �a�ķ 

t_e� coul7 _ire agents kno�ing t_at t_e 7evice �oul7 meet t_eir stan7ar7sĺ $_is 

simrliCes t_e _iring rrocess =or �ork at _ome an7 ensures t_at agents �oul7 0e a0le 

to �ork on vali7ate7 mac_ines =rom t_e getŊgoķ �it_ no time lost on incomrati0le or 

severel� out7ate7 mac_inesĺ

��� 	SS �omrliance �as t_e rrimar� concern =or t_e outsourcer �_en 7erlo�ing 

�ork at _ome agentsĺ Wit_ Secure Remote Workerķ t_e outsourcer can not onl� 

7eliver a ��� comrliant �orking environment to agents �orking =rom _omeķ 0ut it 

also allo�s t_em to use t_eir o�n 7evicesĺ 

$_e a0ilit� to 7eliver �ork at _ome means t_at t_e outsourcer can 0roa7en t_e 

resource rool =or its �ork=orceĺ �rosrective agents can Ct t_eir �orking li=e aroun7 

=amil� li=eķ an7 =or t_e outsourcerķ t_is lea7s to an increase7 talent roolĺ

In Summary

Wit_ Secure Remote Workerķ t_e outsourcer is no� a0le to o@er an7 7eliver a 

secure �orking environment to agents �orking at _omeķ using t_eir rersonal 

7evicesĺ $_is results in su0stantial cost savingsķ re7uce7 time srent 0� �$ in 

trou0les_ootingķ an imrrove7 on0oar7ing rrocess an7 most imrortantl�ķ ��� 

comrlianceĺ

BYOD & WORK AT HOME
Wit_ Secure Remote Workerķ t_e 
outsourcer can allo� �ork =rom 
_ome agents to use t_eir o�n 

7evicesĺ

LOWERING COSTS
Removing _ar7�are management 
an7 logistical c_allenges re7uces 

costsĺ

WORK AT HOME AGENT 
SCALABILITY

�gents can 0e tuickl� on0oar7e7 
as companies scale to meet 
seasonal 0usiness 7eman7sĺ

�tĽs a true rartners_ir �orking 
�it_ t_e team at $_inScaleĺ 
�n t_e Ƒѵ �ears � _ave �orke7 
in t_e �$ 0usinessķ t_is is trul� 
t_e Crst time a rartners_ir 
�Ľve 0een involve7 �it_ _as 
reall� 0een a rartners_irĺ

Sr Director Global Design 
Engineering
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