
1SEIZE THE HIGH GROUND

How to hunt with Zeek + Sigma



SEIZE THE HIGH GROUND

Mark Overholser
Sales Engineer

Today’s speakers

Vince Stoffer
Sr. Director of Product 

Management

Edward Smith
Sr. Product Marketing 

Manager



3SEIZE THE HIGH GROUND

What is Zeek?
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PCAP

IDS/IPS/NTA

HOST IDS 

HOST

MAIL

FTP

NETFLOW

HTTP

FIREWALL

SMTP

Network data wasn’t made for security.
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ts Timestamps with microsecond accuracy, synchronized across logs

uid Unique ID for every connection

md5/sha1 File hash of every file

fuid Unique ID for every instance of every file seen on the network

Zeek transforms raw traffic into rich security stories



6SEIZE THE HIGH GROUND

Physical Sensor

Virtual Sensor

Cloud Sensor

Software  Sensor

Typical Deployment

ENVIRONMENT SPECIFIC DATA
CMDB, Whitelists, Blacklists, 

Organizational Info

THREAT INTELLIGENCE FEEDS

+  OTHERS…

ZEEK LOGS

ALERTS

SIEM / ANALYTIC DB / DATA LAKE

+ 
OTHERS…

PACKET BROKER 
(or optical TAP or 

SPAN port)
+  OTHERS…

FILE ANALYSIS TOOLS 

EXTRACTED FILES
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Corelight’s Threat Hunting Guide
Your free guide to the essentials of 
network-based threat hunting

● In-depth guide to deepen your 
knowledge of threat hunting

● Demonstrates the benefits of a 
data-centric approach

● Great companion for our free Sigma 
rules
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What is SIGMA?
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• An open source project which provides generic signature format for SIEMs
• “Sigma is for log files what Snort is for network traffic and YARA is for files.”
• Think of it like a “Rosetta Stone” of SIEM queries

What is SIGMA?

https://www.snort.org/
https://github.com/VirusTotal/yara
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• Corelight contracted with SOC Prime (Nate Guagenti - @neu5ron) to 
create Zeek data mappings for SIGMA, which we published in 2020

https://github.com/Neo23x0/sigma/tree/master/tools/config

Quick Demo: https://twitter.com/i/status/1256558461292339200

• SIGMA is pretty heavily endpoint based, but Zeek is helping to 
change this!

SIGMA and Zeek

https://github.com/Neo23x0/sigma/tree/master/tools/config
https://twitter.com/i/status/1256558461292339200
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title: Suspicious PsExec Execution - Zeek
description: detects execution of psexec or paexec with renamed service name, this rule helps to filter out the noise if psexec is used for legit purposes or if attacker uses 
a different psexec client other than sysinternal one
author: 'Samir Bousseaden, @neu5ron'
date: 2020/04/02
references:
    - https://github.com/neo23x0/sigma/blob/d42e87edd741dd646db946f30964f331f92f50e6/rules/windows/builtin/win_susp_psexec.yml
tags:
    - attack.lateral_movement
    - attack.t1077
logsource:
    product: zeek
    service: smb_files
detection:
    selection1:
        name: '*\IPC$'
        path:
         - '*-stdin'
         - '*-stdout'
         - '*-stderr'
    selection2:
        name: '*\IPC$'
        path: 'PSEXESVC*'
    condition: selection1 and not selection2
falsepositives:
    - nothing observed so far
level: high

Schema and example SIGMA query
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Elastic: (event.dataset:smb_files AND (file.name:*\\IPC$ AND 
file.path:(*\-stdin OR *\-stdout OR *\-stderr)) AND (NOT 
(file.name:*\\IPC$ AND file.path:PSEXESVC*)))

Splunk: (sourcetype="bro:smb_files:json" (name="*\\IPC$" 
(path="*-stdin" OR path="*-stdout" OR path="*-stderr")) NOT 
(name="*\\IPC$" path="PSEXESVC*"))

Example output from query
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• TDM - Threat Detection Marketplace from SOC Prime
• tdm.socprime.com
• free and paid rules plus bounty program

• Uncoder - Translator app created by SOC Prime
• Includes 15+ SIEM and data formats including:

• Splunk
• Kibana
• Humio
• Arcsight
• Sentinel
• and more!

Uncoder.io and TDM
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The Corelight Threat Hunting
 Sigma Rules
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• Over 70 new Sigma rules released by Corelight
• (authored by SOC Prime)

• Mapped to MITRE ATT&CK TTPs
• 26 techniques (16 unique top level)
• 10 categories

• Designed around our Corelight Threat Hunting Guide v2
• Free and open to contributions and improvements
• Currently hosted on SOC Prime’s Threat Detection Marketplace 

(TDM)

+
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Visit https://tdm.socprime.com to log in or create a free account

How do I get these rules?

https://tdm.socprime.com
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Search for “Corelight” in the search bar; select one of the relevant tags

How do I get these rules?
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How do I get these rules?
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How do I use these rules?
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Rule: Possible Webshell PUT or POST to unusual 
extensions
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Rule: Response from External Facing Service 
(Overview Query)
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Rule: C2 DGA Detected Via Repetitive Failures
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Summary - Q&A
1. Download the Threat Hunting Guide

www3.corelight.com/corelights-introductory-guide-to-threat-hunting-with-zeek-
bro-logs 

2. Sign up for a free Threat Detection Marketplace account

tdm.socprime.com 

3. Get for your free Sigma rules

Search for “Corelight” in the Threat Detection Marketplace
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• Main Sigma page: https://github.com/Neo23x0/sigma
• A overview video from SANS (free registration required, starts at 

39m)
• https://www.sans.org/webcasts/mitre-att-ck-sigma-alerting-110010

• A how-to for writing Sigma rules by Florian Roth (one of the authors 
of SIGMA)

• https://www.nextron-systems.com/2018/02/10/write-sigma-rules/

• Zeek Sigma pull request
• https://github.com/Neo23x0/sigma/pull/723

SIGMA resources

https://github.com/Neo23x0/sigma
https://www.sans.org/webcasts/mitre-att-ck-sigma-alerting-110010
https://www.nextron-systems.com/2018/02/10/write-sigma-rules/
https://github.com/Neo23x0/sigma/pull/723
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Thank You
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Suricata and Zeek are often used 
together

TIME
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ALERT THRESHOLD

SURICATA ALERTS
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SURICATA - 
SIGNATURE-BASED 
DETECTIONS
Use best in class signature 
feeds like ET Pro
CPUs shared by Zeek & 
Suricata  for better 
performance
Native UID linkage with 
Zeek for faster joint 
investigations
“The flashing red light”
ZEEK - POLICY-NEUTRAL 
METADATA COLLECTION
Collects data for 
everything
“The security camera”
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Cloud Sensor Virtual Sensor Software Sensor AP 200 AP 1001 AP 3000 

Up to 8 Gbps
AWS, Azure, GCP 
Ingests traffic 
directly via native 
traffic mirroring or 
via packet brokers

Up to 8 Gbps / 
instance
Requires VMware 
ESXi 6.5 or above or 
Hyper-V on Windows 
Server 2016

Container or OS 
Native deployment
Lightweight (<60 
MB)
Seamless scale out
Core Collection & 
Encrypted Traffic 
Collection

2 Gbps
1U half-depth
Supports Suricata

10 Gbps
1U rack-mounted
Supports Suricata

25 Gbps+
1U rack-mounted
Supports Suricata

We go where your traffic goes

Fleet Manager | VM, Manage up to 250 Sensors 28
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Suricata + Zeek

INTEGRATED OUTPUT 
SENT TO SIEM

SURICATA ALERTS GENERATED

SURICATA ALERTS 
FED BACK INTO ZEEK
EVENT PROCESSING ENGINE

ZEEK LOGS EXTRACTED FROM 
NETWORK TRAFFIC

1

2

3

4

ZEEK CAPABILITIES 
APPLIED TO SURICATA ALERTS
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NIC

CORELIGHT UID


